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Agenda
Board of Trustees

February 15, 2024 | 8:30 a.m.-11:30 a.m. Central
In-Person

The Houstonian Hotel Houston

111 North Post Oak Lane

Houston, TX 77024

Conference Room: Grand Ballroom (lower level)

Virtual Attendees
Webcast Link: Join Link

NERC Board of Trustees

Kenneth W. DeFontes Jr. - Chair — Jane Allen Colleen Sidford

George S. Hawkins — Vice Chair Robert G. Clarke Larry Irving

Suzanne Keenan Susan Kelly Robin E. Manning

Jim Piro Kristine Schmidt James B. Robb — President and Chief

Executive Officer

Call to Order

NERC Antitrust Compliance Guidelines

Introduction and Chair's Remarks

Consent Agenda — Approve

1. Minutes*
a. December 12, 2023 Meeting

2. Committee Membership and Charter Amendments*
a. Reliability and Security Technical Committee Membership and Charter Amendments
b. Reliability Issues Steering Committee Membership
c. Standards Committee Charter Amendments
d. Compliance and Certification Committee Membership

3. Governance Documents Amendments*

a. System Operator Certification Program Manual and System Operator Certification Program
Manual Mapping Document

b. CCCPP-012-2, Monitoring CCC Participation in NERC's Audits of CMEP Programs
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https://www.nerc.com/comm/PCGC/Documents/NERC_Antitrust_Compliance_Guidelines.pdf
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fnerc.webex.com%2Fweblink%2Fregister%2Fr8274bf5f6e22610b89ba059efee646c3&data=05%7C02%7CTiffany.Washington%40nerc.net%7C5807909de99b4eb24b2a08dc27353c2e%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638428356853977161%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=H%2B%2BARjll2ydjQ2VBjfl%2B9z9yJ36r%2FXF3GlKfHcsGoYc%3D&reserved=0
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Regular Agenda
4. Remarks and Reports

a. Remarks by Thad Hill, President and CEO, Calpine Corporation

b. Remarks by Pat Wood Ill, CEO, Hunt Energy

c. Remarks by Patricia Hoffman, Principal Deputy Assistant Secretary, Office of Electricity, DOE
d. Remarks by Derek Olmstead, President and CEO Alberta MSA, CAMPUT Representative
e. President’s Report
f. Report on the February 13 and February 15, 2024 Closed Meetings

5. Election and Appointment of Board Chair and Vice Chair, Board of Trustees Committee
Assignments and NERC Officers — Approve

6. Board Committee Reports
a. Corporate Governance and Human Resources
b. Compliance
c. Finance and Audit
i. 2023 Year-End Unaudited Summary of Results — Accept
Enterprise-wide Risk
Technology and Security
Nominating

Report by Sue Kelly on Standards Quarterly Activities

> ®m ™o o

Report by Rob Manning on RSTC Quarterly Activities
7. Semi-Annual Reports to the Board
a. Personnel Certification Governance Committee*
i. 2024 Work Plan —Approve
b. Standards Committee*
i. 2024-2026 Standards Committee Strategic Work Plan — Approve
c. Compliance and Certification Committee*
i. 2024 Work Plan —Approve
d. Reliability and Security Technical Committee*

i. 2024 Strategic Plan — Approve

e. Reliability Issues Steering Committee*

f. North American Energy Standards Board
g. North American Transmission Forum*

h. North American Generator Forum*

8. Standards Quarterly Report and Actions*
a. Project 2022-01 Reporting ACE Definition and Associated Terms* - Adopt

b. Project 2021-07- Extreme Cold Weather Grid Operations, Preparedness, and Coordination*
—Adopt
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BREAK — 15 MINS
9. Other Matters and Reports
a. Input Letter and Member Representatives Committee Meeting — Discussion
b. Proposed Revisions to the Rules of Procedure to Address Unregistered IBRs* — Approve
c. Year-End Review of the Achievements of the 2023 NERC Work Plan Priorities* — Update

10. Other Matters and Adjournment

*Background materials included.
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Draft Minutes

Board of Trustees

December 12, 2023 | 11:00 a.m.—12:00 p.m. Eastern
Hybrid Meeting

NERC DC Office
1401 H Street NW
Washington, D.C. 20005

Call to Order
Mr. Kenneth W. DeFontes, Jr., Chair, called to order the duly noticed open meeting of the Board of Trustees (the

Board) of the North American Electric Reliability Corporation (NERC or the Corporation) on December 12, 2023, at
11:00 a.m. Eastern, and a quorum was declared present.

Present at the meeting were:

Board Members

Kenneth W. DeFontes, Jr., Chair
George S. Hawkins, Vice Chair
Jane Allen

Robert G. Clarke

Larry Irving

Suzanne Keenan

Susan Kelly

Robin E. Manning

Jim Piro

James B. Robb, President and Chief Executive Officer
Kristine Schmidt

Colleen Sidford

NERC Staff

Tina Buzzard, Assistant Corporate Secretary

Manny Cancel, Senior Vice President and Chief Executive Officer of the E-ISAC
Erika Chanzes, Manager of Business Planning

Stephen Coterillo, Engineer-ll, Reliability Assessment

Howard Gugel, Vice President, Compliance Assurance and Registration

Kelly Hanson, Senior Vice President and Chief Administrative Officer

Stan Hoptroff, Vice President, Business Technology

Soo Jin Kim, Vice President, Engineering and Standards

Mark G. Lauby, Senior Vice President and Chief Engineer

Kimberly Mielcarek, Vice President, Communications

Darrell Moore, Director, Situation Awareness and Personnel Certification/Credential Maintenance
John Moura, Director, Reliability Assessment and Performance Analysis

Mark Olson, Manager, Reliability Assessment

Lauren Perotti, Assistant General Counsel
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S6nia Rocha, Senior Vice President, General Counsel, and Corporate Secretary
Liz Saunders, Vice President, People and Culture

Janet Sena, Senior Vice President, External Affairs

Andy Sharp, Vice President and Chief Financial Officer

NERC Antitrust Compliance Guidelines

Ms. Buzzard directed the participants’ attention to the NERC Antitrust Compliance Guidelines included in the
advance agenda package and indicated that all questions regarding antitrust compliance or related matters should
be directed to Ms. Rocha.

Introduction and Chair’s Remarks
Mr. DeFontes welcomed all of the attendees to the meeting and noted the full agenda.

Consent Agenda
Upon motion duly made and seconded, the Board approved the consent agenda as follows:

Minutes
The draft minutes for the October 23, 2023 and August 17, 2023 meetings were approved as presented to the
Board at this meeting.

Committee Membership
Compliance and Certification Committee Membership

RESOLVED, that the Board hereby appoints the following individuals to the Compliance and Certification
Committee, each for a three-year term from January 1, 2024 through December 31, 2026:

e Erin McClatchey, Avista Corporation, representing Investor-Owned Utility

e Scott Tomashefsky, Northern California Power Authority, representing State/Municipal

e Patricia Robertson, British Columbia Hydro, representing Federal/Provincial Utility/Federal Power
Marketing Administration

e Ajay Garg, Hydro One, representing Federal/Provincial Utility/Federal Power Marketing Administration

e Mark E. Buchholz, Western Area Power Administration, representing Federal/Provincial Utility/Federal
Power Marketing Administration

e Patti Metro, National Rural Electric Cooperative Association, representing Transmission Dependent
Utility

e Jodirah (Jody) Green, ACES Power, representing Electricity Marketer

e Erin Cullum Marcussen, Southwest Power Pool, Inc., representing ISO/RTO

e Zachary Heidemann, Michigan Public Service Commission, representing U.S. State
e Ellen Watkins, Sunflower Electric Power Corporation, Member At large

e Tim Self, Southern Company, Member At Large

e Mahmood Safi, Vistra Corp., Member At Large

e Rob Robertson, Leeward Renewable Energy, Member At Large

Draft Meeting Minutes - Board of Trustees — December 12, 2023 2
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e Mark Diggs, American Electric Power (AEP), Member At Large
e Derek Olmstead, Market Surveillance Administrator (Alberta), Canadian Provincial

e (Claudia Astudillo, Canada Energy Regulator (CER), Canadian Federal

FURTHER RESOLVED, that the Board hereby appoints the following individuals as officers of the Compliance and
Certification Committee, each for a two-year term from January 1, 2024 through December 31, 2025:

e Chair: Scott Tomashefsky, Northern California Power Authority

e Vice Chair: Silvia Parada Mitchell, NextEra Energy Resources, LLC

Personnel Certification Governance Committee Membership

RESOLVED, that the Board hereby appoints the following individuals to the Personnel Certification Governance
Committee, each for a two-year term from January 1, 2024 through December 31, 2025:

e Michael Hoke, PJM
e Michael Sandidge, PECI
e Dan Morse, FRCC

Standards Committee Membership

RESOLVED, that the Board hereby appoints the following individuals as officers of the Standards Committee,
each for a two-year term from January 1, 2024 through December 31, 2025:

e Chair: Todd Bennett, Associated Electric Cooperative, Inc. (formerly of Segment 3)

e Vice Chair: Troy Brumfield, American Transmission Company (formerly of Segment 1)

Regular Agenda

Working Capital and Reserves Policy

Mr. Sharp presented the proposed revised Working Capital and Reserves Policy, which was included in the advance
agenda materials. He explained that many of the proposed changes to NERC's policy were prompted by the recent
Federal Energy Regulatory Commission (“FERC”) order approving modifications to Section I.7(b)(ii) of the Settlement
Agreement between the FERC Office of Enforcement and NERC related to the FERC Office of Enforcement’s findings
and recommendations arising out of its 2012 performance audit of NERC. Mr. DeFontes noted that Ms. Kelly
recommended two further changes to the proposed revised policy following Finance and Audit Committee approval
which are reflected in the advance agenda materials. After discussion, and motion duly made and seconded, the
Board approved the following resolution:

RESOLVED, that the Board, upon recommendation of the Finance and Audit Committee, hereby approves the
revised Working Capital and Reserves Policy, substantially in the form presented to the Board at this meeting.

Project 2021-07, Extreme Cold Weather Grid Operations, Preparedness, and Coordination Update

Mr. DeFontes added this item to the agenda to provide remarks on the development of revisions to the EOP-012
Reliability Standard to address directives from FERC in its February 2023 order approving Reliability Standard EOP-
012-1 and EOP-011-3. Mr. DeFontes reported that the most recent ballot of the revised EOP-012-2 standard failed
to meet with industry approval, and as a result, NERC is now in danger of not meeting FERC's February 2024 deadline
for a revised standard.

Draft Meeting Minutes - Board of Trustees — December 12, 2023 3
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In his remarks, Mr. DeFontes noted that staff is seeking further procedural waivers from the Standards Committee to
complete one more ballot in January; however, if usual stakeholder process fails to produce a responsive standard in
a timely way, the Board will have no choice but to invoke its special rule to address regulatory directives, Rule 321 of
the NERC Rules of Procedure, for NERC to meet its regulatory obligation. He recalled that this special rule has been
in place for many years to address a situation where NERC’s usual stakeholder process fails to produce a standard
addressing a regulatory directive. Mr. DeFontes called on NERC staff to tentatively schedule a special call of the Board
to invoke this special rule, to take place after any requested procedural waivers are not granted or following a January
failed ballot, so the Board may take action promptly once it is clear that Board action is necessary.

Mr. DeFontes thanked NERC's stakeholders for their participation in this important effort to date, and he stated that
the Board hopes NERC's stakeholders will rise to the occasion once again and produce a responsive standard through
the usual stakeholder process. Ms. Kelly and Mr. Hawkins added supportive comments.

WECC Regional Reliability Standard VAR-501-WECC-4

Ms. Kim presented proposed regional Reliability Standard VAR-501-WECC-4 — Power System Stabilizer, explaining
that the WECC developed the proposed regional standard following a periodic review and proposes only non-
substantive changes to the currently effective regional standard. After discussion, and upon motion duly made and
seconded, the Board approved the following resolutions:

RESOLVED, that the Board hereby adopts the proposed regional Reliability Standard VAR-501-WECC-4, as
presented to the Board at this meeting.

FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation Severity
Levels for the proposed regional Reliability Standard, as presented to the Board at this meeting.

FURTHER RESOLVED, that the Board hereby approves the effective date for the proposed regional
Reliability Standard, as presented to the Board at this meeting.

FURTHER RESOLVED, that the Board hereby approves the proposed retirement of regional Reliability
Standard VAR-501-WECC-3.1, as presented to the Board at this meeting.

FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings with
ERO governmental authorities and take such further actions and make such further filings as are necessary
and appropriate to effectuate the intent of the foregoing resolutions.

Project 2020-04 Modifications to CIP-012

Ms. Kim presented proposed Reliability Standard CIP-012-2, highlighting that the proposed standard addresses a FERC
directive from Order No. 866 to require responsible entities to develop one or more plans to implement protections
for the availability of communication links and data communicated between Bulk Electric System Control Centers.
After discussion, and upon motion duly made and seconded, the Board approved the following resolutions:

RESOLVED, that the Board hereby adopts the proposed Reliability Standard CIP-012-2, as presented to the
Board at this meeting.

FURTHER RESOLVED, that the Board hereby approves the Violation Risk Factors and Violation Severity
Levels for the proposed Reliability Standard, as presented to the Board at this meeting.

FURTHER RESOLVED, that the Board hereby approves the associated implementation plan for the proposed
Reliability Standard, as presented to the Board at this meeting.

Draft Meeting Minutes - Board of Trustees — December 12, 2023 4
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FURTHER RESOLVED, that the Board hereby approves the proposed retirement of Reliability Standard CIP-
012-1, as presented to the Board at this meeting.

FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings with
ERO governmental authorities and take such further actions and make such further filings as are necessary
and appropriate to effectuate the intent of the foregoing resolutions.

2024-2026 Reliability Standards Development Plan

Ms. Kim presented the 2024-2026 Reliability Standards Development Plan, noting that NERC is required to prepare
such a plan under Section 310 of the NERC Rules of Procedure. She highlighted that certain changes were made
following the issuance of Order No. 901 to update project prioritization consistent with that order. After discussion,
and upon motion duly made and seconded, the Board approved the following resolutions:

RESOLVED, that the Board hereby approves the 2024-2026 Reliability Standards Development Plan,
substantially in the form presented to the Board at this meeting, subject to the addition of any new
Standard Authorization Requests or directives that are received prior to submission to the ERO
governmental authorities.

FURTHER RESOLVED, that NERC management is hereby authorized to make the appropriate filings with
ERO governmental authorities and take such further actions and make such further filings as are necessary
and appropriate to effectuate the intent of the foregoing resolution.

2024 NERC Work Plan Priorities

Ms. Hanson presented the proposed 2024 NERC work plan priorities, highlighting how these priorities are developed
based on the work of NERC’s stakeholder committees and processes. She noted that the 2024 work plan priorities
are NERC’s goalpost for executing Year 2 of the 2023-2025 Plan to address four strategic areas of focus: energy,
security, agility, and sustainability.

The Board discussed the proposed 2024 work plan priorities. After discussion, and upon motion duly made and
seconded, the Board approved the following resolution:

RESOLVED, that the Board hereby approves the 2024 ERO Enterprise Work Plan Priorities, substantially in the
form presented to the Board at this meeting.

2023-2024 Winter Reliability Assessment Overview

Mr. Moura introduced the 2023-2024 Winter Reliability Assessment (“WRA”), noting the increasing importance of
addressing electric/natural gas interdependencies. Mr. Coterillo presented the key findings. He reported that a large
portion of North America remains at risk of insufficient electricity supplies during peak winter conditions and, while
industry cold weather preparations are on a positive trend, generators and fuel supplies in warmer zones are still
likely to experience performance issues in freezing temperatures. Mr. Coterillo then presented the key
recommendations, including: (i) for entities to implement the essential actions from NERC’'s May 2023 Level 3 Alert,
implement fuel surveys and monitor adequacy of fuel supply, and take steps to account for reserve shortfalls; and (ii)
for regulators to support public appeals for reduced consumption and consider regulatory waivers when needed to
help support reliability.

The Board discussed the 2023-2024 WRA, including how this report underscores the need for strong Reliability
Standards to address cold weather preparedness and operations. Mr. Robb noted that, while the report provides
recommendations that can be implemented quickly, the longer term solutions will be structural in nature.

Draft Meeting Minutes - Board of Trustees — December 12, 2023 5
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2023 Long-Term Reliability Assessment Overview

Mr. Moura introduced the 2023 Long-Term Reliability Assessment (“LTRA”), noting the importance of transmission
to the long-term reliability of the grid. Mr. Olson provided a summary of the report and highlighted the key findings,
including a continuing trend of demand growth outpacing resources and that a growing number of areas face capacity
and energy risks in the next ten years. He noted that a positive trend in transmission development supports a reliable
resource mix transition, and that ERO reliability assessments should evolve to evaluate transfer capability and
benefits to reliability. Mr. Olson reviewed emerging issues discussed in the LTRA and recommendations for future
action, including managing resources, expanding the transmission network, adapting markets and processes for a
more complex power system, and strengthening relationships among reliability stakeholders. He noted that the LTRA
includes a discussion of work that is underway to address identified issues. The Board discussed the 2023 LTRA,
including NERC'’s plan for communicating the identified risks and issues to stakeholders.

NERC Alert Level 3 — Essential Actions to Industry

Mr. Moore provided an update on the results of the NERC Level 3 Alert Essential Actions to Industry regarding
winterization practices issued in May 2023, which were recently published in an anonymized public report. He
reported that the responses indicate freezing conditions remain a reliability issue for generators. Mr. Moore also
reported that, according to the responses, the vast majority of generator owners have calculated or will expect to
calculate their Extreme Cold Weather Temperature for all of their owned capacity, and that the majority of those
generator owners expect that all or nearly all of their capacity will be capable of operating at that temperature. He
noted areas for further investigation, including understanding wind farm issues and why some entities have not
developed updated operating plans prior to this winter. Mr. Moore also discussed ongoing efforts to improve
reliability in cold weather conditions.

Other Matters and Adjournment
There being no further business, and upon motion duly made and seconded, the meeting was adjourned.

Submitted by,

S6nia Rocha
Corporate Secretary

Draft Meeting Minutes - Board of Trustees — December 12, 2023 6
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Board of Trustees Meeting
February 15, 2024

Reliability and Security Technical Committee (RSTC) Membership and Proposed
Charter Amendments

Action
Approve

RSTC Membership Slate
RSTC Charter Amendments

RSTC Membership Summary
The RSTC recommends that the Board of Trustees (Board) approve the appointment of the

following representatives for the terms listed.

Sector Elected Members

1. Investor-owned utility Vinit Gupta (ITC) 2024-2026
2. State/municipal utility David Grubbs (Garland) 2024-2026
3. Cooperative utility Nathan Brown (GSOC) 2024-2026

4. Federal or provincial utility/Federal

Power Marketing Administration Robert Reinmuller (Hydro One) — 2024-2026

5. Transmission dependent utility John Lemire, NCEMC — 2024-2026

6. Merchant electricity generator Brett Kruse (Calpine) 2024-2026

7. Electricity Marketer Jodirah Green (ACES Power) — 2024-2026
8. Large end-use electricity customer Seat converted to At-large — 2024-2026

9. Small end-use electricity customer Seat Converted to At-large — 2024-2026
10. Independent system operator/
regional transmission organization

Ahmed Maria (IESO) — 2024-2026

12. State Government Seat converted to At-large — 2024-2026

Venona Greaff Oxy — 2024-2026 (converted Sector 8)

Wayne Guttormson SaskPower — 2024-2026 (converted Sector 9)
Dede Subakti California ISO — 2024-2026 (converted Sector 12)
David Mulcahy [lluminate Power Analytics, LLC —2024-2026
Stephen George ISO New England— 2024-2026

Monica Jain SCE —2024-2026

Truong Le ERCOT - 2024-2026

Ryan Quint Elevate Energy Consulting — 2024-2026

Non-voting Members

United States Federal Government (2) David Ortiz, FERC — 2024-2026
Provincial Government (1) Catherine Ethier, Ontario Energy Board — 2024-2026



https://www.nerc.com/comm/RSTC/Documents/RSTC_Charter_Feb2024.pdf

RSTC Proposed Charter Amendments

Background

In November 2019, the Board approved the creation of the Reliability and Security Technical
Committee (RSTC). The purpose of this committee is to replace the former Operating, Planning,
and Critical Infrastructure Protection committees to improve efficiency and effectiveness. The
initial RSTC Charter was also approved by the Board at this time.

In September 2021, the RSTC approved initial revisions to the Charter, which were then approved
by the Board in November 2021. Every two years, the RSTC reviews the Charter to determine
whether any revisions are appropriate. During the latest review, certain administrative and
clarifying improvements were identified that could further support the efficient operation of the
RSTC.

In September 2023, NERC staff requested comments on the draft revised Charter. Comments
proposing further administrative refinements were provided through October 20, 2023, and
were incorporated into the final Charter document.

Summary
The posted version of the Charter reflects administrative improvements and clarifications based
on lessons learned over the past two years. In particular, these revisions reflect the following:

e Section 2 (RSTC Functions): Reference to the RSTC's efforts to prioritize work streams and
reflects the RSTC’s plan to present annual updates to the Strategic Plan at the Board’s
February Meeting.

e Section 3 (Membership):

= The outgoing Chair may remain a non-voting member of the RSTC for one year to
support continuity (unless that individual is elected to represent a sector, in which
case the relevant term for sector representation would apply).

=  For purposes of the Nominating Subcommittee (NS), the RSTC vice-chair shall recuse
him/herself: (a) unless not seeking reelection; or (b) until the NS has voted to
recommend the vice-chair for election to the chair position.

= (Clarifies member terms in light of the RSTC’s transition from the prior Committee
structure.

= (Clarifies that a change in employment does not automatically require a member’s
resignation and will be evaluated on a case-by-case basis.

= (Clarifies the process for selection of non-voting members with the assistance of the
RSTC secretary in coordination with relevant Governmental Authorities and clarifies
the two-year term for non-voting members.

e Section 5 (Officers and Executive Committee):

=  The Chair and Vice -Chair shall evaluate the composition of the Executive Committee
within six months of election.

= The two-year term for serving as Chair and Vice- Chair.


https://www.nerc.com/comm/RSTC/Documents/RSTC_Charter_Feb2024.pdf

e Section 6 (Subordinate Groups)

= (Clarifies that subordinate groups shall seek officers from NERC membership sectors 1
through 12 to support sufficient expertise and diversity.

= References the NERC Antitrust Guidelines and Participant Conduct Policy.

= Fine tunes language associated with review as to whether a Working Group or Task
Force should be transitioned to a Subcommittee or Working Group respectively.

e Section 8 (RSTC Deliverables and Approval Processes):

= (Clarifies expectations around RSTC deliverables (including Whitepapers and Standard
Authorization Requests) to reflect the expectations posted on the RSTC webpage.

The Charter revisions were approved by the RSTC during the December 2023 meeting. NERC Staff
is presenting the Charter to the Corporate Governance and Human Resources to request
approval and recommendation to the Board for approval at its February 15, 2024, meeting.



Attachment 1

RSTC Nominating Subcommittee (NS) report to NERC Board
January 2024 - The following RSTC members have terms expiring January 31, 2024:
Sector members:

e Kayla Mesamore, Sector 1

e Gregory McAuley, Sector 3

e Truong Le, Sector 6

e \enona Greaff, Sector 8

e Eric Miller, Sector 10

e (Cezar Panait, Sector 12

At-large members with expiring terms:

e Brett Kruse

e David Grubbs

e Wayne Guttormson

e Dede Sabatki

e David Mulcahy

e Peter Brandien

e Monica Jain, SCE

e Chad Thompson, ERCOT

The RSTC has eight at-large seats to fill. Five of those seats are at-large seats and three of them
are converted sector seats. The seats will have a two-year term of 2024-2026.

Sector 1 — Kayla Messamore (Evergy) retired from the RSTC. She has a planning background and
was the RAS Sponsor. She is replaced by Vinit Gupta (ITC) who has operations and a physical
security background.

Sector 2 — The seat was converted to an at-large seat in 2022 and was opened for nominations
to Sector members in 2024. David Grubbs (Garland), who was an existing RSTC at-large member,
was selected as the Sector 2 member.

Sector 3- Gregory McAuley (Seminole Electric) has an operations background and he was
replaced with Nathan Brown (GSOC) who has a background in operations, planning, and
security (cyber and physical).



Sector 4 — Robert Reinmuller (HydroOne) was re-elected for this sector.
Sector 5 — John Lemire (NCEMC) was re-elected for this sector.

Sector 6 — Truong Le (CMS Energy) was replaced by Brett Kruse (Calpine). Truong has operations
and physical security expertise. Brett has an operations, planning, and physical security
background.

Sector 7 — Jodirah Green (ACES) was re-elected for this sector.
Sector 8 — No nominations received. This seat was converted to an at-large seat.
Sector 9 — No nominations received. This seat was converted to an at-large seat.

Sector 10 — The seat was converted to an at-large seat in 2022 and was opened for nominations
to Sector members in 2024. Ahmed Maria (IESO) was selected as the Sector 10 member.

Sector 12 — No nominations received. This seat was converted to an at-large seat.

2024-2026 At-large Recommended Slate

The RSTC NS received and reviewed nineteen nominations for eight open at-large seats. Of the
nineteen nominees, eight were current RSTC members seeking an additional two-year term. The
RSTC NS deliberated nominations with regard to the following attributes that were included in
the at-large nominations period announcement consistent with the Charter:

1. Atleast one Canadian
2. Subject Matter Expertise: Cyber and Physical Security
3. Interconnection Diversity: Western Interconnection and Quebec Interconnection

4. Functional Entity Expertise: Reliability Coordinator (RC), Purchasing-Selling Entity (PSE),
Transmission Service Provider (TSP), Generator Owner (GO), Generator Owner — IBR,
Generator Operator — IBR

5. Sector/Organization Diversity: Sector 8 (Large end-use electricity customer), Sector 9
(Small end-use electricity customer), and Sector 12 (State Government)

Wayne Guttormson (Sask Power) was selected for another two-year term as an at-large RSTC
member. Wayne is Canadian and has operations, planning, and physical security expertise.
Wayne also has functional entity expertise as a PSE, TSP and GO.

Venona Greaff (Oxy) was selected for a two-year term as an at-large RSTC member. Venona
served previously as a Sector 8 member and has operations and cyber security expertise.
Venona also has functional entity expertise as a PSE and GO.

Truong Le (Accionia) was selected for a two-year term as an at-large RSTC member. Truong
served previously as a Sector 6 member and has operations and physical security expertise.
Truong also has functional entity expertise as a GO.



Ryan Quint (Elevate Energy Consulting) was selected for a two-year term as an at-large
member. Ryan has expertise in operations, planning, and security and has extensive expertise in
Inverter-based Resources (GOP IBR and GO IBR).

Monica Jain (SCE) was selected for another two-year term as an at-large RSTC member. Monica
has a cyber security background and is from the Western Interconnection. She also has
functional entity expertise as a GO.

Dede Subakti (CAISO) was selected for another two-year term as an at-large RSTC member.
Dede has an operations background and is an RC from the Western Interconnection.

David Mulcahy (llluminate Power Analytics, LLC) was selected for another two-year term as an
at-large RSTC member. David has operations and planning expertise.

Stephen George (ISO New England) was selected for a two-year term as an at-large member.
Stephen has expertise in operations and is an RC.
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Preface

Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of
the grid.

Reliability | Resilience | Security
Because nearly 400 million citizens in North America are counting on us

The North American BPS is made up of six Regional Entities boundaries as shown in the map and corresponding table
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while
associated Transmission Owners/Operators participate in another.

MRO Midwest Reliability Organization
NPCC Northeast Power Coordinating Council
RF ReliabilityFirst

SERC SERC Reliability Corporation

Texas RE | Texas Reliability Entity

WECC WECC
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Section 1: Purpose

The Reliability and Security Technical Committee (RSTC) is a standing committee that strives to advance the reliability
and security of the interconnected BPS of North America by:

e Creating a forum for aggregating ideas and interests, drawing from diverse industry stakeholder expertise, to
support the ERO Enterprise’s mission;

e Leveraging such expertise to identify solutions to study, mitigate, and/or eliminate emerging risks to the BPS
for the benefit of industry stakeholders, the NERC Board of Trustees (Board) and ERO Enterprise staff and
leadership; and,

e Overseeing the implementation of subgroup work plans that drive risk-mitigating technical solutions.

NERC | Reliability and Security Technical Committee Charter | TBD
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Section 2: RSTC Functions

Create a forum for industry stakeholders to support NERC programs in the development of key ERO Enterprise
deliverables.

e Facilitate and advocate information sharing among relevant industry stakeholders;

e Review and provide guidance in developing deliverables critical to ERO functions, such as Reliability
Standards, reliability assessments, requests for data (pursuant to Section 1600 of the NERC Rules of
Procedure Section (ROP)), Implementation Guidance, and other analyses, guidelines, and reports;

e Solicit and coordinate technical direction, oversight activities, and feedback from industry stakeholders;
e Disseminate ERO deliverables to industry to enhance reliability;
e Develop internal and review external requests for industry actions and informational responses;

o Develop appropriate materials, as directed by ERO functions or the NERC Board, to support ERO Enterprise
functions; and,

e Coordinate with ERO staff and liaise with government agencies and trade associations.
e Provide technical input and analyses on operating and planned BPS reliability and security, emerging issues

and risks, and other general industry concerns at the request of the NERC Board or NERC staff.

Develop a two-year Strategic Plan to guide the deliverables of the RSTC and ensure appropriate prioritization of
activities.

e Ensure alignment of the Strategic Plan with NERC priorities, reports and analyses, including the NERC Business
Plan and Budget, ERO Enterprise Long-Term Strategy, , biennial Reliability Issues Steering Committee (RISC)
ERO Reliability Risk Priorities report, State of Reliability report recommendations, Long-Term, Seasonal and
Special Reliability Assessment recommendations and ongoing event analysis trends;

e Coordinate the objectives in the Strategic Plan with the Standing Committees Coordinating Group; and,

e Obtain annual NERC Board approval. The RSTC will target presenting the Strategic Plan to the Board at its
February meeting, at the same time that the RSTC presents the full RSTC membership list in accordance with
Section Il below.

Coordinate and oversee implementation of RSTC subgroup work plans.

e Assign an RSTC member sponsor, as necessary, to subgroups to ensure alignment with RSTC schedules,
processes, and strategic goals.

e Create and disband subcommittees, working groups and task forces to support ERO Enterprise functions;

e Harmonize and approve the work plans of subcommittees, working groups, and task forces with the Strategic
Plan; and,

e Track the progress of the subcommittees, working groups, and task forces to ensure that they complete
assigned activities as outlined in their work plans and in alignment with the RSTC Strategic Plan.
Advise the NERC Board of Trustees.
e Update the NERC Board semi-annually on progress in executing the Strategic Plan; and,

e Present appropriate deliverables to the NERC Board.
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Section 3: Membership

Representation Model

The RSTC has a hybrid representation model consisting of the following types of memberships:
e Sector members;
e At-large members; and,

e Non-voting members.

Two members shall be elected to each of the following membership sectors:
e Sector 1 - Investor-owned Utility;
e Sector 2 — State or Municipal Utility;
e Sector 3 - Cooperative Utility;
e Sector 4 - Federal or Provincial Utility/Power Marketing Administration;
e Sector 5 - Transmission-Dependent Utility;
e Sector 6 - Merchant Electricity Generator;
e Sector 7 - Electricity Marketer;
e Sector 8 - Large End Use Electricity Customer;
e Sector 9 - Small End Use Electricity Customer;
e Sector 10 - ISO/RTO; and,

e Sector 12 - Government Representatives.

Selection of at-large members will allow for better balancing of representation on the RSTC of the following:*

e Regional Entity and Interconnection diversity (i.e., goal of having at least one representative from each
Interconnection and Regional Entity footprint);

e Subject matter expertise (Planning, Operating, or Security);

e Organizational types (Cooperatives, Investor-Owned Utilities, Public Power, Power Marketing Agencies, etc.);
and,

o North American countries, consistent with the NERC bylaws (Canada, Mexico, and U.S.) to support diversity
of views on issues facing reliability of the North American BPS.

Upon expiration of his or her term as chair, the outgoing chair may remain a non-voting member of the RSTC for one
year, in the interest of continuity.?

Below is a breakdown of voting and non-voting membership on the RSTC:

1 See, NERC Sector 13 in the NERC Bylaws (2021).
2 provided that, if the outgoing chair is elected to represent a voting sector that individual would hold a voting membership position for the
relevant term.
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Section 3: Membership

Voting Membership

Name Voting Members
Sectors 1-10 and 12 22
At-Large 10
Chair and Vice-Chair 2
Total 34

U 0 [} S DE »
Non-Voting Member Number of Members
NERC Secretary 1
United States Federal Government 2
Canadian Federal Government 1
Provincial Government 1
Former Chair 1
Total 6

Member Selection
RSTC members are not required to be from organizations who are NERC members.

Members are appointed to the RSTC upon approval of the NERC Board and serve on the RSTC at the pleasure of the
NERC Board.

1. Affiliates

A company, including its affiliates, may not have more than one member on the RSTC. Any RSTC member
who is aware of a membership conflict of this nature is obligated to notify the RSTC secretary within 10
business days. The RSTC secretary will in turn report the conflict to the RSTC chair.

Members impacted by such a conflict, such as through a merger of organizations, must confer among
themselves to determine which member should resign from the RSTC and notify the secretary and chair;
however, if they cannot reach an amicable solution to determine who will remain, the Nominating
Subcommittee will review the qualifications of each member and make a recommendation to the NERC Board
for final approval.

2. Election of Sector Members

NERC members in each sector will annually elect members for expiring terms or open seats using a
nomination and election process that is open, inclusive, and fair. If a sector has no nominations for one or
both sector seats at the annual election, the RSTC will convert those empty sector seats to at-large seats until
the end of the term.

Sector elections will be completed in time for the Nominating Subcommittee to identify and nominate at-
large representatives as well as for the secretary to send the full RSTC membership list to the NERC Board for
approval at its annual February meeting.

If an interim vacancy is created in a sector, a special election will be held unless it coincides with the annual
election process. If a sector cannot fill an interim vacancy, then that sector seat will remain vacant until the
next annual election. Interim sector vacancies will not be filled with an at-large representative.

3 Upon recognition of NERC as the ERO, Mexican Government representation will be equitable and based approximately on proportionate Net
Energy for Load.

NERC | Reliability and Security Technical Committee Charter | TBD
4



Section 3: Membership

Nominating Subcommittee

The Nominating Subcommittee (RSTC NS) will consist of seven (7) members (the RSTC vice-chair and six (6)
members drawing from different sectors and at-large representatives). Apart from the vice-chair, members
of the RSTC Executive Committee (RSTC EC) shall not serve on the RSTC NS.

The NS members are nominated by the RSTC chair and voted on by the full RSTC membership.
The term for members of the NS is one (1) year.

The RSTC NS is responsible for (a) recommending individuals for at-large representative seats, and, (b)
managing the process to select the chair and/or vice-chair of the RSTC. The RSTC vice-chair shall recuse him
or herself from this process (a) unless he or she is not seeking re-election, or (b) until the RSTC NS has
concluded a vote to recommend the vice-chair for subsequent RSTC election to the chair position. At-large
members on the RSTC NS shall recuse themselves from recommendations for at-large representative seats if
they are seeking reappointment.

Selection of At-Large Members

The RSTC NS solicits and reviews nominations from the full RSTC and industry to fill at-large representative
seats. After reaching consensus, the RSTC NS submits a recommended slate of at-large candidates to the
Board at its annual February meeting for approval. To the extent practicable, the RSTC NS will balance the
following criteria to select at-large members: (a) geographic diversity from all Interconnections and ERO
Enterprise Regional Entities; (b) high-level understanding and perspective on reliability risks based on
experience at an organization in a sector; and, (c) experience and expertise from an organization in the sector
relevant to the RSTC.

The Board votes to appoint the at-large members.
Non-Voting Members

Non-voting members shall serve a term of two (2) years, just as voting members. At the start of the annual
RSTC nomination process the RSTC secretary will coordinate with entities entitled to non-voting membership
to identify representatives for any open non-voting seats. The RSTC secretary shall do this by reaching out to
the relevant Governmental Authorities to solicit interest for non-voting member seats and forwarding those
names to the RSTC NS for inclusion in the slate of candidates presented to the Board at its annual February
meeting. Where more than one candidate is proposed, the RSTC secretary will work with the relevant
Governmental Authorities to reach a decision.

International Representation

International representation on the RSTC shall be consistent with Article VIII Section 4 of the NERC Bylaws.

Member Expectations
RSTC members and the RSTC’s subordinate groups are expected to act in accordance with this charter, as well as to
accomplish the following:

Adhere to NERC Antitrust Guidelines* and Participant Conduct Policy>;
Demonstrate and provide knowledge and expertise in support of RSTC activities;

Where applicable, solicit comments and opinions from constituents and groups of constituents or trade
organizations represented by the member and convey them to the RSTC;

4 https://www.nerc.com/pa/Stand/Resources/Documents/NERC Antitrust Compliances Guidelines.pdf

5 https://www.nerc.com/gov/Annual%20Reports/NERC Participant Conduct Policy.pdf
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Section 3: Membership

e Respond promptly to all RSTC requests, including requests for reviews, comments, and votes on issues before
the RSTC; and,

e During meetings, comply with the procedures outlined for that meeting and identified in this Charter. .

Sponsor Expectations

Sponsors are expected to act in accordance with this charter, as well as to accomplish the following:
e Understand and advance the expectations of the RSTC, not those of their sector or other interest group;
e Assure that recommendations and action plans are designed for implementation;

e Support the subgroup Chair and Vice-Chair in seeing the big picture without directing the activities of the
subgroup; and,

e Liaise with the RSTC.

Member Term

Members shall serve a term of two years.

An RSTC member may serve a term shorter than two (2) years if:

e Two (2) members are simultaneously selected to a sector that did not have any existing members, in order
to stagger their terms, one member will be assigned a one-year term and the second member will be assigned
a two-year term.

e A member is selected to fill a vacant member seat between elections, the term will end when the term for
that vacant seat ends.

There are no limits on the number of terms that members can serve.

Vacancies and Proxies
Membership vacancies may be filled between annual elections using the aforementioned selection process.

1. Vacancies Created by the Member

In the event a member can no longer serve on the RSTC, that member will submit a written resignation to
the RSTC chair or the secretary. A change in employment does not automatically require a member’s
resignation and will be evaluated on a case-by-case basis.

2. Vacancies Requested by the Chair

The chair may request any RSTC member who ceases to participate in the RSTC consistent with member
expectations (above) and to the satisfaction of the chair, to submit a resignation or to request continuation
of membership with an explanation of extenuating circumstances. If a written response is not received within
30 days of the chair’s request, the lack of response will be considered a resignation. If the chair is not satisfied
with a written response, the RSTC chair will refer the matter to the NERC Board.

3. Vacancies Requested by the Board

RSTC members serve at the pleasure of the NERC Board. The NERC Board may initiate a request for
resignation, removal, or replacement of a member from the RSTC, as it deems appropriate or at the request
of the RSTC chair.
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Section 3: Membership

4. Proxies

A voting member may select a proxy who attends and votes during all or a portion of a committee meeting
in lieu of a voting member, provided that the absent voting representatives notifies the RSTC chair, vice chair,
or secretary of the proxy. A proxy may not be given to another RSTC member. A proxy must meet the RSTC's
membership eligibility requirements, including affiliate restrictions.

To permit time to determine a proxy’s eligibility, all proxies must be submitted to the secretary in writing at
least one week prior to the meeting (electronic transmittal is acceptable) for approval by the chair. Any proxy
submitted after that time will be accepted at the chair’s discretion.
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Section 4: Meetings

Open meetings will be conducted in accordance with this Charter. The Chair may consult Robert’s Rules of Order for
additional guidance.

Quorum
The quorum necessary for transacting business at meetings of the RSTC is two-thirds of the voting members currently
on the RSTC's roster and is determined once at each meeting.

If a quorum is not determined, the RSTC may not take any actions requiring a vote; however, the chair may allow
discussion of the agenda items.

Voting
Actions by the RSTC will be approved upon receipt of the affirmative vote of two-thirds of the votes cast at any
meeting at which a quorum is present. An abstention (“present” vote) does not count as a vote cast.

Voting may take place during regularly scheduled in-person meetings, via electronic mail, or via conference
call/virtual meeting.

Refer to Section 7 for voting procedures.

Executive, Open and Closed Sessions
The RSTC and its subordinate groups hold meetings open to the public, except as noted herein. Although meetings
are open, only voting members may offer and act on motions.

All meetings of the Executive Committee and the RSTC NS shall be conducted in closed session.

The chair may also hold closed sessions in advance of the open meeting with limited attendance based on the
confidentiality of the information to be disclosed at the meeting. Such limitations should be applied sparingly and
on a non-discriminatory basis. Any discussion of confidential information in a closed session shall be consistent with
Section 1500 of the NERC ROP.®

Majority and Minority Views

All members of a committee will be given the opportunity to provide alternative views on an issue. The results of
committee actions, including recorded minutes, will reflect the majority as well as any minority views of the
committee members.

Action without a Meeting
Any action required or permitted at a meeting of the committee may be taken without a meeting at the request of
the chair.

Such action without a meeting will be performed by electronic ballot (e.g., telephone, email, or Internet survey) and
considered a roll call ballot. The secretary will announce the action required at least five business days before the
date on which voting commences. As time permits, members should be allowed a window of ten (10) business days
to vote. The secretary will document the results of such an action within ten (10) business days of the close of the
voting period. Such action must meet the regular meeting quorum and voting requirements above.

6 Section 1500 of the NERC ROP - https://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC%20ROP%20(With%20Appendicies).pdf
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Section 5: Officers and Executive Committee

Officers
The RSTC will have two officers — one chair and one vice-chair.
Officers shall be selected as follows:

e The RSTC NS solicits nominations for chair and vice-chair through an open nomination process. Self-
nominations are permitted during the open nomination period.

e At the close of the nomination period, the RSTC NS will propose a chair and a vice-chair candidate. The full
RSTC will elect the chair and vice chair.

e The chair and vice chair must be a committee member and shall not be from the same sector.
e The elected chair and vice-chair are appointed by the NERC Board.

o No individual may serve more than one term as vice chair and one term as chair unless an exception is
approved by the Board. A term lasts two years.

Upon expiration of his or her term as chair, the outgoing chair may remain a non-voting member of the RSTC for one
year, in the interest of continuity.”

Secretary

NERC will appoint the RSTC secretary.

A member of the NERC staff will serve as the secretary of the RSTC. The secretary will do the following:
e Manage the day-to-day operations and business of the RSTC;

e Prepare and distribute notices of the RSTC meetings, prepare the meeting agenda, and prepare and distribute
the minutes of the RSTC meetings;

e Facilitate the election/selection process for RSTC members; and,

e Actas the RSTC’s parliamentarian.

Chair

The chair will direct and provide general supervision of RSTC activities, including the following:
e Coordinate the scheduling of all meetings, including approval of meeting duration and location;
e Develop agendas and rule on any deviation, addition, or deletion from a published agenda;

e Preside at and manage meetings, including the nature and length of discussion, recognition of speakers and
proxies, motions, and voting;

e Act as spokesperson for the RSTC at forums inside and outside of NERC; and,

o Attend meetings of the NERC Board when necessary to report on RSTC activities.

Vice Chair

The vice chair will assume the responsibilities of the chair under the following conditions:

7 Provided that, if the outgoing chair is elected to represent a voting sector that individual would hold a voting membership position for the
relevant term
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Section 5: Officers and Executive Committee

e At the discretion of the chair (for brief periods of time);
e When the chair is absent or temporarily unable to perform the chair’s duties; or,

e When the chair is permanently unavailable or unable to perform the chair’s duties. In the case of a permanent
change, the vice chair will continue to serve until a new chair is nominated and appointed by the NERC Board.

Executive Committee
The RSTC EC shall consist of six (6) members:

e Chair;
e Vice-chair;

e Four (4) RSTC voting members selected by the RSTC chair and vice-chair with a reasonable balance of subject
matter expertise in Operations, Planning, and/or Security and with consideration for diversity in
representation (i.e., sectors, Regional Entities, Interconnections, etc.).

= The RSTC chair and vice-chair shall evaluate composition of the RSTC EC within six months of their

election as officers for the appropriate balance of technical expertise, geographical representation, and
tenure.

The RSTC EC of the RSTC is authorized by the RSTC to act on its behalf between regular meetings on matters where
urgent actions are crucial and full RSTC discussions are not practical. The RSTC shall be notified of such urgent actions

taken by the RSTC EC within a week of such actions. These actions shall also be included in the minutes of the next
open meeting.

Ultimate RSTC responsibility resides with its full membership whose decisions cannot be overturned by the EC. The
RSTC retains the authority to ratify, modify, or annul RSTC EC actions.

After general solicitation from RSTC membership, the RSTC EC will appoint any sponsors of subgroups.
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Section 6: RSTC Subordinate Groups

The RSTC organizational structure will be aligned as described by the NERC Bylaws to support a superior-subordinate
hierarchy.

The RSTC may establish subcommittees, working groups, and task forces as necessary. The RSTC will be the
responsible sponsor of all subordinate subcommittees, working groups, or task forces that it creates, or that its
subordinate subcommittees and working groups may establish.

Officers of subordinate groups will be appointed by the chair of the RSTC. Where feasible, officers shall be selected
from individuals employed at entities within NERC membership sectors 1 through 12 to support sufficient expertise
and diversity in execution of the subordinate group’s responsibilities.

Subcommittees, working groups, and taskforces will conduct business in a manner consistent with all applicable
sections of this Charter, including the NERC Antitrust Guidelines® and Participant Conduct Policy®.

Subcommittees

The RSTC may establish subcommittees to which the RSTC may delegate some of RSTC’s functions. The RSTC will
approve the scope of each subcommittee it forms. The RSTC chair will appoint the subcommittee officers (typically a
chair and a vice chair) for a specific term (generally two years). The subcommittee officers may be reappointed for
up to two additional terms. The subcommittee will work within its assigned scope and be accountable for the
responsibilities assigned to it by the committee. The formation of a subcommittee, due to the permanency of the
subcommittee, will be approved by the NERC Board.

Working Groups

The RSTC may delegate specific continuing functions to a working group. The RSTC will approve the scope of each
working group that it forms. The RSTC chair will appoint the working group officers (typically a chair and a vice chair)
for a specific term (generally two (2) years). The working group officers may be reappointed for one (1) additional
term. The RSTC will conduct a “sunset” review of each working group every year. The working group will be
accountable for the responsibilities assigned to it by the RSTC or subcommittee and will, at all times, work within its
assigned scope. The RSTC should consider transitioning to a subcommittee any working group that is required to work
longer than two terms.

Task Forces

The RSTC may assign specific work to a task force. The RSTC will approve the scope of each task force it forms. The
RSTC chair will appoint the task force officers (typically a chair and a vice chair). Each task force will have a finite
duration, normally less than one year. The RSTC will review the task force scope at the end of the expected duration
and review the task force’s execution of its work plan at each subsequent meeting of the RSTC until the task force is
retired. Action of the RSTC is required to continue the task force past its defined duration. The RSTC should consider
transitioning to a working group any task force that is required to work longer than two years.

8 https://www.nerc.com/pa/Stand/Resources/Documents/NERC Antitrust Compliances Guidelines.pdf
9 https://www.nerc.com/gov/Annual%20Reports/NERC Participant Conduct Policy.pdf
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Section 7: Meeting Procedures

Voting Procedures for Motions

In-Person

The default procedure is a voice vote.
If the chair believes the voice vote is not conclusive, the chair may call for a show of hands.

The chair will not specifically ask those who are abstaining to identify themselves when voting by voice or a
show of hands. If the chair desires a roll call, the secretary will call each member’s name.

A n

Members answer “yes,” “no,” or “present” if they wish to abstain from voting. As provided above, an
abstention does not count as a vote cast.

Conference Call / Virtual®®

All voting shall default to being conducted through use of a poll.

Where a need to record each member’s vote is requested or identified, the RSTC may conduct voting via a
roll call vote.

Minutes

Meeting minutes are a record of what the committee did, not what its members said.

Minutes should list discussion points where appropriate but should usually not attribute comments to
individuals. It is acceptable to cite the chair’s directions, summaries, and assignments.

All Committee members are afforded the opportunity to provide alternative views on an issue. The meeting
minutes will provide an exhibit to record minority positions.

10 virtual meetings include those where virtual attendance is possible, such as a fully or partially virtual meeting.
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Section 8: RSTC Deliverables and Approval Processes

The RSTC will abide by the following to approve, endorse, or accept committee deliverables.

Reliability Guidelines, Security Guidelines and Technical Reference

Documents
Reliability Guidelines, Security Guidelines, and Technical Reference Documents suggest approaches or behavior in a
given technical area for the purpose of improving reliability.

Reliability and Security Guidelines

Reliability Guidelines and Security Guidelines are not binding norms or mandatory requirements. Reliability
Guidelines and Security Guidelines may be adopted by a responsible entity in accordance with its own facts and
circumstances.

1. New/updated draft Guideline approved for industry posting.

The RSTC accepts for posting for industry comment (i) the release of a new or updated draft Guideline
developed by one of its subgroups or the committee as a whole; or (ii) the retirement of an existing Guideline.

The draft Guideline or retirement is posted as “for industry-wide comment” for 45 days. If the draft Guideline
is an update, a redline version against the previous version must also be posted.

After the public comment period, the RSTC will post the comments received as well as its responses to the
comments. The RSTC may delegate the preparation of responses to a committee subgroup.

A new or updated Guideline which considers the comments received, is approved by the RSTC and posted as
“Approved” on the NERC website. Updates must include a revision history and a redline version against the
previous version.

After posting a new or updated Guideline, the RSTC will continue to accept comments from the industry via
a web-based forum where commenters may post their comments.

a. Each quarter, the RSTC will review the comments received.

b. Atanytime, the RSTC may decide to update the Guideline based on the comments received or on changes
in the industry that necessitate an update.

¢. Updating an existing Guideline will require that a draft updated Guideline be posted and approved by the
RSTC in the above steps.

2. Review of Approved Reliability Guidelines, Security Guidelines and Technical Reference Documents

Approved Reliability Guidelines or Technical Reference Document shall be reviewed for continued
applicability by the RSTC at a minimum of every third year since the last revision.

3. Communication of New/Revised Reliability Guidelines, Security Guidelines and Technical Reference
Documents

In an effort to ensure that industry remains informed of revisions to a Reliability Guideline or Technical
Reference Document or the creation of a new Reliability Guideline or Technical Reference Document, the
RSTC subcommittee responsible for the Reliability Guideline will follow an agreed upon process. Reliability
Guidelines, Security Guidelines, and Technical Reference Documents (including white papers as discussed
below) shall be posted on the RSTC website.

4. Coordination with Standards Committee
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Section 8: RSTC Deliverables and Approval Processes

Standards Committee authorization is required for a Reliability Guideline or Security Guidelines to become a
supporting document that is posted with or referenced from a NERC Reliability Standard. See Appendix 3A in
the NERC’s ROP under “Supporting Document.”

Section 1600 Data or Information Requests!
A report requested by the RSTC that accompanies or recommends a Rules of Procedure (ROP) Section 1600 - Data or
Information Request will follow the process outlined below:

1. This Section 1600 request, with draft supporting documentation, will be provided to the RSTC at a regular
meeting.

2. The draft Section 1600 data request and supporting documentation will be considered for authorization to
post for comments at the RSTC regular meeting.

3. A committee subgroup will review and develop responses to comments on the draft Section 1600 data
request and will provide a final draft report, including all required documentation for the final data request,
to the RSTC at a regular meeting for endorsement.

4. The final draft of the 1600 data request — with responses to all comments and any modifications made to the
request based on these comments — will be provided to the NERC Board.

Other Types of Deliverables
1. Policy Outreach

On an ongoing basis, the RSTC will coordinate with the forums, policymakers, and other entities to encourage
those organizations to share Reliability Guidelines, technical reference documents and lessons learned to
benefit the industry.

Reports required under the NERC ROP or as directed by an Applicable Governmental Authority or the NERC
Board: documents include NERC’s long-term reliability assessment, special assessments, and probabilistic
assessments. These reports may also be used as the technical basis for standards actions and can be part of
informational filings to FERC or other government agencies.

2. White Papers

Documents that explore technical facets of topics, making recommendations for further action. They may be
written by subcommittees, working groups, or task forces of their own volition, or at the request of the RSTC.
Where feasible, a white paper recommending potential development of a standard authorization request
(SAR) shall be posted for comment on the RSTC website. White papers will be posted on the RSTC webpage,
after RSTC approval.

3. Technical Reference Documents and Technical Reports

Documents that serve as a reference for the electric utility industry and/or NERC stakeholders regarding a
specific topic of interest. These deliverables are intended to document industry practices or technical
concepts at the time of publication and may be updated as deemed necessary, per a recommendation by the
RSTC or its subgroups to reflect current industry practices. Technical reference documents and reports will
be posted on the RSTC webpage, after RSTC approval.

11 Section 1600 of the NERC ROP - https://www.nerc.com/FilingsOrders/us/RuleOfProcedureDL/NERC%20ROP%20(With%20Appendicies).pdf.
This process only applies to Section 1600 requests developed by the RSTC and its subordinate groups.
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Section 8: RSTC Deliverables and Approval Processes

4. Implementation Guidance

Documents providing examples or approaches for registered entities to comply with standard requirements.
The RSTC is designated by the ERO Enterprise as a pre-qualified organization for vetting Implementation
Guidance in accordance with NERC Board -approved Compliance Guidance Policy. Implementation Guidance
that is endorsed by the RSTC can be submitted to the ERO Enterprise for endorsement, allowing for its use in
Compliance Monitoring and Enforcement Program (CMEP) activities.

5. Standard Authorization Requests (SAR)

A form used to document the scope and reliability benefit of a proposed project for one or more new or
modified Reliability Standards or definitions or the benefit of retiring one or more approved Reliability
Standards.

Any entity or individual, including NERC Committees or subgroups and NERC Staff, may propose the
development of a new or modified Reliability Standard. A SAR prepared by a subordinate group of the RSTC
must be endorsed by the RSTC prior to presentation to the Standards Committee. Each SAR should be
accompanied by a technical justification that includes, at a minimum, a discussion of the reliability-related
benefits and costs of developing the new Reliability Standard or definition, and a technical foundation
document (e.g., research paper) to guide the development of the Reliability Standard or definition. The
technical foundation document should address the engineering, planning and operational basis for the
proposed Reliability Standard or definition, as well as any alternative approaches considered to SAR
development.

RSTC endorsement of a SAR supports: (a) initial vetting of the technical material prior to the formal Standards
Development Process, and, (b) that sound technical justification has been developed, and the SAR will not be
remanded back to the RSTC to provide such justification per the Standard Processes Manual.

Review Process for other Deliverables

Deliverables with a deadline established by NERC management or the NERC Board will be developed based on a
timeline reviewed by the RSTC to allow for an adequate review period, without compromising the desired report
release dates. Due to the need for flexibility in the review and approval process, timelines are provided as guidelines
to be followed by the committee and its subgroups.

A default review period of no less than 10 business days will be provided for all committee deliverables. Requests for
exceptions may be brought to the RSTC at its regular meetings or to the RSTC EC if the exception cannot wait for an
RSTC meeting.

In all cases, a final report may be considered for approval, endorsement, or acceptance if the RSTC, as outlined above,
decides to act sooner.

Actions for Deliverables
1. Approve:

The RSTC has reviewed the deliverable and supports the content and development process, including any
recommendations.

2. Accept:

The RSTC has reviewed the deliverable and supports the development process used to complete the
deliverable.
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Section 8: RSTC Deliverables and Approval Processes

Remand:

The RSTC remands the deliverable to the originating subcommittee, refer it to another group, or direct other
action by the RSTC or one of its subcommittees or groups.

Endorse:

The RSTC agrees with the content of the document or action and recommends the deliverable for the
approving authority to act on. This includes deliverables that are provided to the RSTC by other NERC
committees. RSTC endorsements will be made with recognition that the deliverable is subject to further
modifications by NERC Executive Management and/or the NERC Board. Changes made to the deliverable
subsequent to RSTC endorsement will be presented to the RSTC in a timely manner. If the RSTC does not
agree with the deliverable or its recommendations, it may decline endorsement. It is recognized that this
does not prevent an approval authority from further action.
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Agenda Item 2b
Board of Trustees Meeting
February 15, 2024

Reliability Issues Steering Committee Membership

Action
Approve

Background

As required by the Reliability Issues Steering Committee (RISC) charter, the RISC Nominating
Committee (RISCNC) chaired by the Member Representatives Committee (MRC) vice chair and
including the Board vice chair, the NERC President and CEO, and the Committee chair and vice
chair solicited a pool of candidates to fill open stakeholder-based positions (At-Large and
MRC) on the RISC. The RISC nomination period was held November 27-December 29, 2023.
The RISC Roster requires:

1. At least six (6) stakeholder-based— four (4) from the MRC and at least two (2) At-Large
members (not members of the MRC);

2. Three (3) committee-based—one (1) from each of the standing committees: Standards
(SC), Reliability and Security Technical Committee and Compliance and Certification
(CCC). The Board will be responsible for appointing the committee-based members to
the RISC. These members will be the chair or vice chair unless otherwise recommended
by the standing committee and be subject to NERC Board approval.

Summary

The RISCNC met on February 2, 2024 to review the slate of nominees and recommends that the
Board of Trustees approve the appointment of the following representatives for the terms
listed. The slate recommended fulfills gaps in skillsets and expertise lost by terming members,
as well as fulfills gaps of expertise in areas of emerging risks identified in the 2023 ERO
Reliability Risk Priorities Report (ex., Energy Policy).

Member Type/Term Name/Organization

Proposed Chair
Term expiring January 31, 2026

Teresa Mogensen
ATC

At-Large Member
Term expiring January 31, 2025

Bill Zuretti
EPSA

At-Large Member
Term expiring January 31, 2026

Woody Rickerson
ERCOT

At-Large Member
Term expiring January 31, 2026

Jennifer Sterling
Exelon

At-Large Member
Term expiring January 31, 2026

Sean Gallagher
SEIA

At-Large Member
Term expiring January 31, 2026

Dennis McDermitt
National Grid

At-Large Member
Term expiring January 31, 2026

Jim Jones
Great River Energy

At-Large Member
Term expiring January 31, 2026

Walter Alvarado
Consolidated Edison



https://www.nerc.com/comm/RISC/Documents/RISC_Charter_Board_Approved_August_20_2020.pdf
https://www.nerc.com/comm/RISC/Related%20Files%20DL/RISC_ERO_Priorities_Report_2023_Board_Approved_Aug_17_2023.pdf
https://www.nerc.com/comm/RISC/Related%20Files%20DL/RISC_ERO_Priorities_Report_2023_Board_Approved_Aug_17_2023.pdf

At-Large Member
Term expiring January 31, 2026

Mark Ahlstrom
Nextera Analytics

At-Large Member
Term expiring January 31, 2026

David Heitzer
BP Energy Retail

At-Large Member
Term expiring January 31, 2025

Brian Slocum, Past Chair
ITC Holdings

MRC Member
Term expiring January 31, 2026

Jennifer Flandermeyer
Nextera

MRC Member
Term expiring January 31, 2026

Matthew Fischesser
ACES

MRC Member
Term expiring January 31, 2026

Darryl Maxwell
Manitoba Hydro

MRC Member
Term expiring January 31, 2026

Edison Elizeh
BPA

Compliance & Certification Committee
Term expiring January 31, 2025

Silvia Parada-Mitchell
NextEra Energy

Reliability and Security Technical
Committee
Term expiring January 31, 2025

John Stephens
City Utilities of Springfield

Standards Committee
Term expiring January 31, 2025

Todd Bennett

Associated Electric Cooperative, Inc




Agenda ltem 2c
Board of Trustees Meeting
February 15, 2024

Standards Committee Proposed Charter Amendments

Action
Approve

Background
At its December 13, 2023 meeting, the Standards Committee (SC) endorsed revisions to
the SC Charter, which was last approved by the Board on February 10, 2022.

Summary

The revised SC Charter focuses on allowing expanded use of the Standards Committee
Executive Committee (SCEC) to keep projects advancing by taking action via an open
and transparent process between scheduled meetings of the full SC.

The proposed SC Charter revisions include the following:

Expanding the authority of the SCEC to authorize administrative actions (e.g., posting for
supplemental drafting team nomination periods and posting for supplemental Standard
Authorization Requests (SARs) for projects in active development);

Expanding the authority of the SCEC to approve procedural actions relating to
supplemental or revised SARs postings during the standard drafting phase, as well as the
authority to allow shortened informal comment periods for such SARs;

Clarifying that the Chair and Vice Chair are voting members of the SCEC;
Allowing for the election of up to seven members to the SCEC; and

Clarifying that all actions of the SCEC must be open to the public, documented in
meeting minutes, and reported to the full SC at its next regularly scheduled meeting.

The proposed SC Charter revisions address Recommendation five of the Standards Process
Stakeholder Engagement Group in part to improve how the SC facilitates the efficient
administration of the standards process.! As such, NERC staff supports the proposed changes.

1 Memo to NERC Board of Trustees from the Standards Process Stakeholder Engagement Group, Recommended Enhancements
to the NERC Reliability Standards Development Process and Considerations for Future Work (Oct. 10, 2022), available here:
Recommendations of the SPSEG for Board of Trustees (nerc.com).



https://www.nerc.com/pa/Stand/Standards%20Process%20Stakeholder%20Engagement%20Group%20202/Recommendations_Memo_of_SPSEG_for_Board_of_Trustees_10072022.pdf
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Preface

Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric
Reliability Corporation (NERC) and the six Regional Entities (REs), is a highly reliable and secure North American bulk
power system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security
of the grid.

Reliability | Resilience | Security
Because nearly 400 million citizens in North America are counting on us

The North American BPS is made up of six RE boundaries as shown in the map and corresponding table below. The
multicolored area denotes overlap as some load-serving entities participate in one RE while associated Transmission
Owners (TOs)/Operators (TOPs) participate in another.

MRO Midwest Reliability Organization
NPCC Northeast Power Coordinating Council
RF ReliabilityFirst

SERC SERC Reliability Corporation

Texas RE | Texas Reliability Entity

WECC Western Electricity Coordinating Council
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Chapter 1: Purpose

The Standards Committee (the Committee) of the North American Electric Reliability Corporation (NERC), working
with NERC Standards Staff, manages and executes the Reliability Standards development process to timely develop
and maintain a comprehensive set of results-based Reliability Standards.

Section 306 of the Rules of Procedure establish that “The Standards Committee shall provide oversight of the
Reliability Standards development process to ensure stakeholder interests are fairly represented. The Standards
Committee shall not under any circumstance change the substance of a draft or approved Reliability Standard.”

The Committee is responsible for ensuring that the Reliability Standards, definitions, Variances and Interpretations
developed by drafting teams are developed in accordance with the processes in the Standard Processes Manual,
Appendix 3A of the NERC Rules of Procedure to support NERC’s benchmarks for Reliability Standards as well as criteria
for governmental approval.

The Standards Committee, as a process oversight committee, does not base its process decisions on the technical
content of Reliability Standards or Standards Authorization Requests.
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Chapter 2: Reporting

The Committee reports and is accountable to the NERC Board of Trustees. The Committee members have the
responsibility to keep the industry segments they represent informed regarding Reliability Standards matters. The

NERC Board of Trustees shall approve amendments to this Charter pursuant to Section 1300 of the NERC Rules of
Procedure.
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Chapter 3: Overview and Functions

The Committee manages the NERC process to develop and maintain a comprehensive set of results-based Reliability
Standards. Specifically, working together with NERC Standards Staff, the Committee has the following duties:

Develop a long-term (multi-year) strategic vision describing the goals and direction for Reliability Standards
development consistent with NERC’s strategic and business plans.

Coordinate with the Reliability Issues Steering Committee (RISC) to develop a Reliability Standards
Development Plan (RSDP) prioritizing and aggressively pursuing work related to the purpose of the
Committee.

Assist to develop the RSDP, inclusive of preparing the initial posting for stakeholder comment.

Establish and facilitate informal and formal collaborative, consensus building processes with stakeholder
groups and NERC committees.

Establish quality assurance and quality control processes to develop or modify Reliability Standards and
applicable associated documents to align with the criteria established in the Standards Process Manual.

Appoint, monitor and direct teams for work related to the Standards Process Manual (inclusive of, but not
limited to, standard drafting teams) generally consisting of subject matter experts, a facilitator, a technical
writer and compliance, legal and regulatory experts suitably equipped to address the desired reliability
objectives.

Receive and respond to decisions of appeals panels in accordance with the Reliability Standards process.

Develop, maintain and implement a Standard Processes Manual ensuring the integrity of Reliability Standards
development in a fair, balanced, open, and inclusive manner.

Facilitate communication with regard to NERC Standards department and Standards Committee work, such
as Reliability Standards under development and Standards Committee guiding documents.

May consult with another NERC Committee for input to technical justification or alternate approaches to
issues raised in a SAR.
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Chapter 4: Membership

Segment Representation

The Committee membership consists of two members elected from each industry segment in accordance with
Appendix 3B (Procedures for Election of Members of the Standards Committee) to the NERC Rules of Procedure. Each
industry segment may establish its own rules for electing and replacing its SC representatives consistent with the
following requirements:

Membership Requirements
No two persons employed by the same corporation or organization or an affiliate may serve concurrently as
Committee members.

Any Committee member with such a membership conflict shall notify the Committee secretary who will
inform the Committee chair.

Members impacted by a conflict, such as through a merger of organizations, may confer between themselves
to determine which member should resign from the Committee and notify the Committee secretary and
chair. If the impacted members do not resolve the conflict in a timely manner, the Committee chair shall
notify all members of the affected industry segments of the need to resolve the conflict. If the membership
conflict remains unresolved, the Committee chair shall take the conflict to the NERC Board of Trustees for
resolution.

Any Committee member aware of an unresolved membership issue shall notify the Committee chair.

Resignation from the Committee
Any member of the Committee who resigns from the Committee shall submit a written resignation to the Committee
secretary and Committee chair.

The Committee secretary shall facilitate election of a replacement member from the applicable industry
segment to serve the remainder of the resigned member’s term.

If any member of the Committee fails to attend or send a proxy for more than two consecutive regularly
scheduled meetings or conference calls, or more than two e-mail ballots between regularly-scheduled
meetings, the Committee chair shall send a written notice to that member requesting the member either: (i)
resign; or (ii) provide an explanation of the member’s absences. If the member does not provide a written
response within 30 calendar days of the date of the written notice, lack of response shall be deemed a
resignation

Committee Member Change of Employment

Any Committee member who leaves one organization and is subsequently employed by another organization
in the same industry segment may retain the membership position.

If a Committee member changes employment to an organization in a different industry segment, that
Committee member shall resign from the Committee no later than the date of the employment change. The
resignation letter shall be addressed to the Committee chair who will provide the letter to the Committee
secretary and request an election to fill the vacant position. In the absence of a formal resignation, the
Committee member will be deemed to have resigned as of the date the Committee chair or secretary
becomes aware of the employment change.

Membership Terms

Committee members shall serve a term of two years without limitation to the number of terms the members may
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Chapter 4: Membership

serve, with members’ terms staggered so half of the members (one per segment) is elected each year by industry
segment election. Membership terms start on January 1 of each year.

Vacancies Caused by Election of Officers

The vacancies in the industry segments and/or Canada representation created by selection of the chair and vice chair
shall be filled at the next annual election of Committee representatives. When a representative is elected to serve as
the chair or vice chair during the second year of a two year term, the representative elected to fill the vacancy shall
serve a one year term.

NERC Director of Standards or Designee

Acts as a non-voting Committee member to represent NERC’s position on agenda items with the assistance of NERC
Standards Staff.
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Chapter 5: Officers

Selection

Prior to the annual election of Committee representatives in odd numbered years, the Committee members shall
select a chair and vice chair from among their membership by majority vote. The chair and vice chair cannot
represent the same industry segment. Approximately 150 calendar days prior to the end of each term, a nominating
committee shall solicit nominations for chair and vice chair. The nominating committee shall consult with the NERC
Board of Trustees’ SC liaison on the nominations received.

No less than ten calendar days before the election date, the nominating committee shall provide to the Committee
members the qualifications of the chair and vice chair nominees. At the time of the election, the Committee can
accept nominations from the floor. Following the election, the successful candidates shall be presented to the NERC
Board of Trustees for approval. The chair and vice chair, upon assuming such positions, shall cease to act as
representatives of the industry segments that elected them and thereafter be responsible for acting in the best
interests of the Committee as a whole.

Terms
The term of office for the Committee chair and vice chair is two years without limit on the number of terms an officer
may serve. A member of NERC staff serves as the Committee’s non-voting secretary.

Voting

The Committee chair and vice chair are non-voting Committee members.

Duties of the Chair

In addition to the duties, rights and privileges discussed elsewhere in this document, the Committee chair:

e Presides over and provides general supervision of Committee and Executive Committee activities and
meetings.

e Presides over all Committee meetings, including the nature and length of discussion, recognition of speakers,
motions and voting.

e In concert with NERC Staff, schedules Committee meetings.

e Reviews all substitute or proxy representatives.

e Acts as Committee spokesperson at forums within and outside of NERC.

e Reports Committee activities to the NERC Board of Trustees and attends Board of Trustees meetings.
e Reports all views and objections when reporting on items brought to the Committee.

o Performs other duties as directed by the NERC Board of Trustees.

e Participates as a member of the Standing Committees Coordinating Group (SCCG).

Duties of the Vice Chair

The Committee vice chair acts as the Committee chair if requested by the chair (for brief periods of time) or if the
chair is absent or unable to perform the chair’s duties. If the chair resigns prior to the next scheduled election, the
vice chair shall act as the chair until the Committee selects a new chair. The vice chair:

e Assists the Committee chair in managing Committee meetings, including the nature and length of discussion,
recognition of speakers, motions, and voting.
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Chapter 5: Officers

Attends meetings of the NERC Board of Trustees in the chair’s absence.

Participates as a member of the SCCG.

Duties of the Secretary

A member of NERC staff shall serve under the direction of the Committee officers as a non-voting secretary and has
the responsibility to:

Conduct the day-to-day operation and business of the Committee.

Prepare, distribute and post notices of Committee meetings, record meeting proceedings, and prepare,
distribute and post meeting minutes.

Maintain a record of all Committee proceedings, including attendance, responses, voting records, and
correspondence.

Maintain Committee membership records.

Offer newly elected Committee members onboarding training, in partnership with the Committee Chair and
Vice Chair.
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Chapter 6: Voting Members’ Expectations and Responsibilities

Voting members manage the NERC process to develop and maintain a comprehensive set of results-based Reliability
Standards. Voting members have the following expectation and responsibilities:

Contribute to the Committee’s work and success by, among other things, executing the Committee Strategic
Work Plan.

Have familiarity with the Standard Processes Manual and ensure all actions adhere to the processes within.

Serve as subject matter expert representatives of their industry segments and represent their industry
segments.

Be knowledgeable of NERC Reliability Standards development activities.

Express opinions on behalf of their segments.

Respond promptly to all Committee requests for attendance, reviews, comments and voting.
Assist with outreach on the Reliability Standards development process.

When unable to attend a Committee meeting notify the secretary and identify a proxy as described under
Section 9. Meetings, sub section 9. Proxies, infra. The member shall instruct the proxy on the role and
responsibilities.

Duty of Care: Use due care and are diligent with respect to managing and administering the affairs of NERC
and the Committee. This duty of care is generally thought to have two components: (i) the time and attention
devoted to NERC's mission, and (ii) the skill and judgment reflected in the Committee’s decisions.

Duty of Loyalty: The duty of loyalty requires the members to faithfully promote the mission of NERC and the
Committee, rather than their own or their entities’ interests. This duty includes compliance with NERC’s
policies on conflicts of interest.

Duty to Adhere to High Ethical Standards: The duty to adhere to applicable law and high ethical standards
requires Committee members to devote themselves to ensuring they further NERC’s stated objectives in
compliance with legal requirements and high ethical standard
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8



Chapter 7: Executive Committee

The Committee shall have an Executive Committee (SCEC) consisting of no less than five or up to seven members as
follows:
e Chair;
e Vice Chair;
e Three to Five segment members as elected by the Committee.
The segment members cannot represent the same industry segments the Committee officers previously
represented, nor can any two of the segment members be from the same segment.

Each member of the SCEC is a voting member, including the Chair and Vice Chair.

The Executive Committee will be elected annually at the January Committee meeting. In the event of an SCEC
vacancy before conclusion of the term, an election will be announced at the next regularly scheduled Committee
meeting to be conducted at the following Committee meeting.

The Executive Committee is authorized by the Committee to act on its behalf between regular meetings on matters
where urgent actions are crucial and full Committee discussions are not practical. Each meeting of the SCEC acting
on the Committee’s behalf shall be open to all interested parties, subject to any preregistration requirements, and
publicly noticed. The Committee shall be notified of such urgent actions taken by the SCEC within a week of such
actions. These actions shall also be included in the minutes of the next open meeting.

Ultimate Committee responsibility resides with its full membership whose decisions cannot be overturned by the
SCEC. The Committee retains the authority to ratify, modify, or annul SCEC actions.
Additionally, the Executive Committee shall have the authority to:

e Work with NERC Standards Staff to set agendas for Committee meetings.

e Act on the Committee’s behalf to authorize solicitation of drafting team members, postings of SARs,
Reliability Standards, and other Standards-related documents for both new and currently active standards
development projects.

e Act on the Committee’s behalf to authorize Section 16.0 Waivers to shorten usual process timelines.
e Provide advice and guidance to subcommittee chairs, as needed.

e Take any actions delegated by the full Committee.
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Chapter 8: Subordinate Groups

The SC organizational structure will be aligned as described by the NERC Bylaws to support a superior-subordinate
hierarchy.

The SC may establish subcommittees, working groups, and task forces as necessary. The SC will be the responsible
sponsor of all subordinate subcommittees, working groups, or task forces that it creates, or that its subordinate
subcommittees and working groups may establish.

Officers of subordinate groups will be appointed by the chair of the SC.

Subcommittees, working groups, and taskforces will conduct business in a manner consistent with all applicable
sections of this Charter.

Subcommittees

The SC may establish subcommittees to which the SC may delegate some of SC’s functions. The SC will approve the
scope of each subcommittee it forms. The SC chair will appoint the subcommittee officers (typically a chair and a vice
chair) for a specific term (generally two years). The subcommittee officers may be reappointed for an indefinite
number of additional terms. The subcommittee will work within its assigned scope and be accountable for the
responsibilities assigned to it by the committee. The formation of a subcommittee, due to the permanency of the
subcommittee, will be approved by the NERC Board.

Working Groups

The SC may delegate specific continuing functions to a working group. The SC will approve the scope of each working
group that it forms. The SC chair will appoint the working group officers (typically a chair and a vice chair) for a specific
term (generally two years). The SC will conduct a “sunset” review of each working group every year. The working
group will be accountable for the responsibilities assigned to it by the SC or subcommittee and will, at all times, work
within its assigned scope. The SC should consider promoting to a subcommittee any working group that is required
to work longer than one term.

Task Forces

The SC may assign specific work to a task force. The SC will approve the scope of each task force it forms. The SC chair
will appoint the task force officers (typically a chair and a vice chair). Each task force will have a finite duration,
normally less than one year. The SC will review the task force scope at the end of the expected duration and at each
subsequent meeting of the SC until the task force is retired. Action of the SC is required to continue the task force
past its defined duration. The SC should consider promoting to a working group any task force that is required to
work longer than one year.
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Chapter 9: Meetings

Open Meetings

Committee meetings shall be open to all interested parties, subject to any preregistration meeting requirements
included in the meeting announcement. Meeting notices shall describe the meeting’s purpose and identify a readily
available source for further information about the meeting. Only voting members may act on items before the
Committee. The Committee secretary shall post meeting notices and agendas on the NERC website
contemporaneously with distribution to Committee members. The Committee secretary shall publicly post final
minutes of Committee meetings on the NERC website within five business days of Committee approval.

General Requirements
The Committee shall hold meetings as needed and may use conference calls or e-mail to conduct its business.

Notice
The Committee secretary shall announce regularly scheduled meetings with a written notice (letter, facsimile, or e-
mail) to all Committee members not less than ten nor more than sixty calendar days prior to the meeting date.

Agenda
The secretary shall provide an agenda with a written notice (letter, facsimile, or e-mail) for Committee meetings no
less than five business days before a proposed meeting.

e The agenda shall include, as necessary, background material for agenda items requiring a decision or vote.
The secretary shall post the agenda on the NERC website the same day it is distributed to Committee
members.

e Items not in the agenda that require a vote cannot be added at a meeting without the unanimous consent of
the members present. If such a matter arises, it may also be deferred to the next meeting to allow Committee
members to consult with their industry segments.

Parliamentary Procedures
In the absence of specific provisions in this Charter, the Committee shall conduct its meetings guided by the most
recent edition of Robert’s Rules of Order, Newly Revised.

Quorum

A quorum requires two-thirds of the Committee voting members.

Voting

Voting may take place during regularly scheduled meetings or through electronic means.

e All Committee actions shall be approved upon receipt of the affirmative vote of a majority of the members
present and voting at a meeting with a quorum present, with the exception of revisions to the Standard
Processes Manual and the Committee Charter which can be approved only upon receipt of the affirmative
vote of two-thirds of the members present and voting at a meeting with a quorum present.

e Each individual member’s vote for each action taken shall be included in the minutes of each meeting, unless
the vote is unanimous with no abstentions.

Actions without a Meeting
The Committee may act by mail or e-mail ballot without a regularly scheduled meeting. A majority of the members
participating in the voting is required to approve any action. A quorum for actions without a meeting is two-thirds of
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Chapter 9: Meetings

Committee members. The Committee chair or four members (each from a different industry segment) may initiate
the request for an action without a meeting. The secretary shall post a notice on the NERC website and provide
Committee members a written notice (letter, facsimile, or e-mail) of the subject matter for action not less than three
business days prior to the date on which the vote is to be counted. The secretary shall both distribute a written notice
to the Committee (letter, facsimile, or e-mail) of the results of such action within five business days following the
vote and post the results on the NERC website. The secretary shall keep a record of all responses (e-mails, facsimiles,
etc.) from the Committee members with the Committee minutes.

Waivers

From time to time it may be necessary to develop a new or modified Reliability Standard, definition, Variance,
Interpretation, or implementation plan under specific time constraints (such as to meet a time constrained regulatory
directive) or to meet an urgent reliability issue such that there isn’t sufficient time to follow all the steps in the normal
Reliability Standards development process. The Standards Committee may waive any of the provisions contained in
the Standard Processes Manual for good cause shown, but limited to the circumstances established in Section 16.0
of the Manual. A waiver request may be submitted to the Committee by any entity or individual. Prior to
consideration of any waiver request, the Standards Committee must provide five business days’ notice to
stakeholders. This provision shall not be used to modify the requirements for achieving quorum or the voting
requirements for approval of a standard.

Proxies

A Committee member may designate a proxy. Proxies may attend and vote at Committee meetings provided the
absent Committee member notifies in writing (letter, facsimile, or e-mail) the Committee chair, vice chair or secretary
along with the reason(s) for the proxy. The member shall name the proxy representative and affiliation in the
correspondence. No Committee member can serve as a proxy for another Committee member. The proxy must
adhere to the Voting Members’ Expectations and Responsibilities as described in Section 6, above.
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Agenda ltem 2d
Board of Trustees Meeting
February 15, 2024

Compliance and Certification Committee Membership

Action
Approve

Background

On November 28, 2023, the Compliance and Certification Committee Nominating Subcommittee
(CCC NS) issued a request for nominations to fill vacancies in Sector 2, State/Municipal (1), Sector
6, Merchant Electricity Generator (1), and Member At-large (1).

The CCC Nominating Subcommittee uses the following criteria when selecting nominees:
e Senior-level industry expertise;
e Knowledge of topics within the scope of the CCC;
e Experience within their respective organizations in at least one of the following areas:
= Compliance Administration
= Compliance Enforcement
= Risk Management
= NERC Registration
= NERC Certification
= NERC Standards;
e Geographical representation;
e Adherence to CCC expectations (if applicable);

e Participation in other ERO committees, trade organizations, membership organizations
(NATF, NAGF, etc.), or regional forums;

e Input from the CCC Executive Committee.

Summary

On January 3, 2023, the CCC NS considered eight nominees and approved three for membership,
pending NERC Board of Trustees (Board) approval. The CCC requests NERC Board approval of the
following appointments to the CCC:

e Sector 2, State/Municipal — Mike Bowman, City Utilities of Springfield, MO. (Term thru
12/31/2024). Mr. Bowman was selected based on his experience and participation in
trade organizations and other NERC/ERO forums.

e Sector 6, Merchant Electricity Generator — Hernando Zorillo, Acciona Energia (Term thru
12/31/2024). Mr. Zorillo was selected based on Sector membership.

e Member At-large — Ruchi Shah, AES Clean Energy (Term thru 12/31/2026). Ms. Shah was
selected due to her experience, geographical representation, and participation in trade
organizations and other NERC/ERO forums.



Agenda Item 3a
Board of Trustees Meeting
February 14, 2024

Personnel Certification Governance Committee (PCGC) System Operator
Certification Manuel

Action
Approve

Summary
The PCGC presents to the Board of Trustees an updated System Operator Certification

Manual for consideration and approval. The attached mapping document provides a
summary of revisions between Version 4.0, February 2022, and Version 4.1, February 2024.

Attachments

e System Operator Certification Manual V4.1 (Redline)
e System Operator Certification Manual V4.1 (Clean)

e System Operator Certification Manual Mapping Document V4.0 to V4.1
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Preface

Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of
the grid.

Reliability | Resilience | Security
Because nearly 400 million citizens in North America are counting on us

The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while
associated Transmission Owners (TOs)/Operators (TOPs) participate in another.

MRO Midwest Reliability Organization
NPCC Northeast Power Coordinating Council
RF ReliabilityFirst

SERC SERC Reliability Corporation

Texas RE | Texas Reliability Entity

WECC WECC
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Introduction

The System Operator Certification Program promotes skilled and qualified system operators to ensure the reliability
of the Bulk Electric System (BES).

NERC does not and shall not discriminate on the basis of age, gender, race, religion, national origin, disability, sexual
orientation, or marital status in its implementation of the System Operator Certification Program.

The System Operator Certification Program provides the framework for operators to obtain initial certification in one
of four NERC credentials: Reliability Coordinator Operator; Balancing, Interchange, and Transmission Operator;
Transmission Operator; and Balancing and Interchange Operator. A system operator credential is a personal
credential that NERC issues to a person for successfully passing a NERC System Operator Certification Exam. Each
credential focuses on a specific functional area of system operations. Operators maintain each credential by
accumulating a specified number of continuing education hours (CEH) within a specified period of time.

The NERC Credential Maintenance Program, as stated in the NERC Rules of Procedure,® provides a framework for the
development and tracking of high-quality learning activities that qualify for CEHs.

The Credential Maintenance Working Group (CMWG) reports to the Personnel Certification Governance Committee
(PCGC) and is responsible for overseeing the development and implementation of Credential Maintenance Program
requirements under the general guidelines set by the PCGC.

The CMWG shall develop and update, as necessary, the Credential Maintenance Program Administration Manual;?
this manual describes the following:

e Requirements for approving credential maintenance providers and structured learning activities

e Requirements for auditing credential maintenance providers and structured learning activities

e A multilayered review process for disputed application reviews, interpretations of guidelines and standards,
probation or suspension of NERC-approved provider status, and CEH disputes

e Requirements on fees for credential maintenance providers and structured learning activities

The NERC PCGC is the governing body that establishes policies, sets fees, monitors the performance of the System
Operator Certification Program, and ensures that the program is financially independent. NERC is the program
administrator and maintains databases, records, applications, and contracts with vendors. NERC also collects fees,
responds to inquiries, and provides reports on related system operator certification activities.

1 https://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx
2 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Chapter 1: Certification Examinations

Overview

Through the System Operator Certification Program, NERC awards certification credentials to individuals who
demonstrate that they have attained sufficient knowledge relating to NERC Reliability Standards as well as the
basic principles of BPS operations by passing one of four examinations. NERC issues a certificate to the candidate
who successfully completes an examination, and it remains valid for three years.

Members of the Exam Working Group (EWG) represent each of the areas tested in the examinations. The direct
involvement of system operators, supervisors, and trainers in the examination development process is a primary
requirement for NERC system operator certification examinations. The EWG develops the examinations under the
guidance of a psychometric consultant. The EWG bases the examinations on content outlines developed through
a job analysis. The EWG places each question in a “pilot” (not scored) position on the examination before using it
in a “scored” position. Only questions that meet acceptable performance criteria can be placed in a scored position
on an exam. The EWG continually tracks the performance of every question used in a scored position.

Examinations
There are four examinations:

e Reliability Coordinator Operator

e Balancing, Interchange, and Transmission Operator

e Transmission Operator

e Balancing and Interchange Operator
These computer-based exams consist of questions with multiple-choice answers. The content outlines can be
accessed from the System Operator Certification and Credential Maintenance Program.3 The PCGC approves the

passing score for each new published exam, and the score can be found on the One-Stop Shop (System Operators
Certification and Credential Maintenance Program)* web page with exam resources.

The number of correct responses required to pass (cut score) is set by a panel of practitioners using a rigorous
standard setting methodology. This methodology requires subject matter experts to establish a definition of
minimum acceptable competence for each examination and conduct an evaluation of each examination question
in order to set the minimum level of performance necessary on each examination to demonstrate competence
(Table 1.1).

Table 1.1: System Operator Examinations

Examination Title Designation | Total Questions | Scored Questions | Cut Score*

Reliability Coordinator Operator

RC 140 120 92
Balancut\g,. Interchange, and BT 140 120 92
Transmission Operator
Transmission Operator TO 120 100 76

3 http://www.nerc.com/pa/Train/SysOpCert/Pages/default.aspx
4 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Chapter 1: Certification Examinations

Table 1.1: System Operator Examinations

Examination Title Designation | Total Questions | Scored Questions | Cut Score*

Balancing and Interchange Operator BI 120 100 76
*Effective June 1, 2020

Each candidate’s examination is developed to be equal in difficulty level to other candidates’ examinations to
ensure that a fair and consistent standard is applied to each candidate. To this end, each examination consists of
scored examination questions that have been administered to candidates and have acceptable statistical
characteristics.

Examination Process

Examination Application Process

Candidates must create an account (see Figure 1.1) in the System Operator Certification and Continuing Education
Database® (SOCCED) in order to register and pay for an exam. After the candidate has paid for the exam, SOCCED
will send the candidate exam information to the exam vendor, PSI. PSI will send the candidate an email with the
information needed to schedule their exam.

Once paid for, the exam application is valid for one year after the issuance date and can only be used once. If a
candidate fails to schedule and sit for the exam within the one-year eligibility period, the candidate shall forfeit
the exam fee to NERC.

(at least 1 business]
days prior to exam
authorization expiration)

Withdraw from

L o d

Create Register  Pay for Schedule examination é
account for exam exam exam process ]
Candidate —a & 0 & P d p 2
Q

Cancel/reschedule/ ﬁ

SOCCEI? sends change exam @

candidate (at least 2 business] E

exam eligibility days prior to exam date) g

to PSI ~

[ |

SOCCED & > 3
s

xX

Q

Candidate 5

PSI automated email sends passes/fails/no shows =

candidate exam ID number PSI sends results -

required for scheduling exam to SOCCED 2

5

s d P d >
PSI sends g

email with w

exam information
Figure 1.1: NERC Certification Process Flowchart

5 https://nerc-socced.useclarus.com/
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Chapter 1: Certification Examinations

Scheduling an Examination Appointment

After the candidates received the email notification from PSI, the candidate can schedule an appointment for
testing, using PSI’s website.® Candidates should follow the instructions for scheduling an exam that are sent from
PSI. Examination appointments are subject to the availability of each test center.

Note: When a candidate schedules a test date, PSI will issue the candidate a confirmation number. Candidates
should retain this number. It is required for check-in, for PSI’s automated cancellation system, or if there is a
conflict with the test center appointment. FAQs and the Candidate Information Bulletin are on the PSI website.

Canceling and Rescheduling Examination Appointments

Candidates may cancel and reschedule examination appointments without forfeiting the examination fee if the
cancellation notice is provided to PSI by close of business time of that test center at least two business days prior
to the scheduled exam appointment time. Examination fees are nonrefundable and nontransferable.

To cancel or reschedule exam appointments, visit PSI’s website or call PSI at 800-733-9267 and speak to a PSI
customer service representative. A voice mail message is not an acceptable form of cancellation.

Examination Type Change Request

Candidates may change the examination type they previously registered for by using the SOCCED within the
existing exam eligibility period. Candidates should also notify NERC by submitting a request’ via the SOCCED Help
Center. When PSI receives the examination change, they will send the candidate an email with updated exam
information. After candidates receive their new exam information from PSI, they must schedule/reschedule an
appointment with PSI to take the exam. Notification must be received by PSI no later than close of business time
of that test center at least two business days prior to the scheduled exam appointment for making this change or
for submitting any additional change.

Withdrawal from Examination Process

The eligibility period lasts until one year after the date the candidate pays for the exam. If a candidate wishes to
withdraw from the process within the one-year period for any reason, the candidate must request a withdrawal
by close of business the day before the last eligibility day by submitting a request via the SOCCED Help Center.
Candidates who submit the request within the time period will be reimbursed for the fees submitted to NERC
except the withdrawal fee. The candidate will forfeit all submitted fees if the candidate fails to properly withdraw.

Note: If a candidate has already scheduled an appointment with PSI to take the exam, the candidate must cancel
that appointment with PSI or forfeit the exam fee.

Special Accommodations Requests

Requests submitted for special accommodations covered by a recognized disability, will be reviewed by NERC
Staff. Requests must be supported by the Special Accommodation Request Form and a letter from a recognized
health care provider, signed by a health professional. NERC will review each request and provide appropriate
Special Accommodations, if warranted. The decision will be included in the notice of eligibility approval/denial
sent to the applicant.

6 https://schedule.psiexams.com/
7 https://soccedsupport.zendesk.com/hc/en-us/requests/new
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Chapter 1: Certification Examinations

When making requests for Special Accommodations, applicants must notify the NERC Manager of Personnel
Certification and Credential Maintenance by submitting a ticket to the SOCCED Help Center at least four (4) weeks
prior to the scheduled exam appointment.

Note: It will take the exam vendor 7 — 10 business days to accommodate an approved request. If the candidate
already has their exam schedule they will need to take this into consideration. Special accommodatons may impact
the availability of testing locations.

Taking the Exam

Candidates should arrive and be inside the testing center at least 30 minutes prior to the examination start time
for the Administration and Review of Candidate Identification and should allocate at least a total of four hours to
accommodate the testing process (Table 1.2).

Candidates must show two current valid forms of identification to be admitted into the examination: one primary
form of identification and either another primary or a secondary form of identification:

e Primary identification is a government-issued form of identification and must have both your picture
and your signature on it. Examples of primary identification are a driver’s license, a government issued
identification card, a passport, a temporary visa, or a military ID.

e Secondary identification must have a name and either your picture or your signature or both.
Acceptable forms of secondary IDs are an employment ID, credit card, or debit card.

The PSI testing center will not accept altered, expired, or damaged identifications. If there is any discrepancy
between the name on the candidate’s identification and the NERC registration, the testing center will not allow
that candidate to test.

Table 1.2: Examination Time Allocation

Examination Stages Time Allocation
Administration and Review of Candidate Identification 30 minutes
Computer-Based Tutorial 15 minutes
Examination 3 hours
Post-Examination Survey 15 minutes
Total Time to be Allocated 4 hours

Testing Center Regulations

e Depending on the established criteria at the testing center, candidates who arrive late may not be allowed
to sit for the examination. Late arrivals that are not permitted to take the examination will be considered
no-shows and must reapply and pay the full test fee to take the examination.

e (Candidates cannot bring reference materials, calculators, cell phones, or recording equipment into the
examination. Some testing centers may not have lockers to accommodate personal items. Do not bring
personal items, besides your appropriate ID, into the test center.

e No test materials, documents, notes, or scratch paper of any sort may be taken from the examination
(pencils, paper, and an online calculator will be provided).

e Visitors are not permitted during the examination.
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Chapter 1: Certification Examinations

e Testing center staff can only answer questions about testing procedures; they cannot respond to inquiries
regarding the examination’s content.

e During the examination, candidates may use the restrooms; however, the examination clock will continue
running during that time.

e Candidates may not leave the testing center until they have finished the exam.
e Smoking is not permitted in the testing center.

e Any candidate giving assistance, receiving assistance, or making a disturbance will be required to turn in
their examination materials, exit the examination room, and leave the testing center. The Disciplinary
Action Procedure will be initiated upon notification to NERC that the incident occurred.

e Any instances of cheating or attempts to impersonate another candidate will be dealt with through the
Disciplinary Action Procedure.

e If the testing center regulations differ from what is noted above, the testing center regulations should be
followed.

Note: All no-shows will have to reapply and pay the full test fee to take the examination.

Results of Exam
A pass/fail score report will be given at the end of exam. The PSI testing center will provide a summary of the
examination before a candidate leaves.

Candidates who pass the examination will receive the appropriate NERC-certified system operator certificate
signed by the NERC CEO. The date on the certificate will be the date the candidate passed the examination.

Confidentiality of Exam Questions

The exam questions are the sole property of NERC and are confidential. Candidates are prohibited from
downloading, taking screens shot of, or otherwise copying the exam questions in any format. Distributing,
transferring, selling or otherwise sharing or publicly posting exam questions is strictly prohibited. Candidates that
engage is such activity will have their credentials revoked and may be subject to other consequences as the law
permits.

Time between Examinations

Candidates who fail an exam must wait 42 calendar days from the date of the failed examination to sit for any of
the four NERC credential exams. Candidates who pass one of the NERC system operator certification examinations
may not take that exam again unless their credential has expired. SOCCED automatically sets a credential to expire
four years from exam pass date if the credential maintenance requirements are not met.

Confirmation of Credential to Third Parties
NERC will confirm to an employer that an individual holds a valid NERC system operator certificate and will release
the certificate number and issuance date in response to a written request.

NERC will release the certificate numbers and issuance dates for individuals holding a current NERC system
operator certificate to the regional compliance staff or designated agents of registered entities in which an
individual’s employer operates in response to a written request.
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NERC will confirm to an employment search firm or a potential employer whether an individual holds a valid NERC
system operator certificate, including releasing the certificate number and the issuance date, if the search firm or
potential employer has a release from the individual.
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Chapter 2: Credential Maintenance

Overview

The System Operator Certification Program includes a requirement to maintain certification by obtaining CEHs.
Successfully passing an examination earns candidates a credential and a certificate that is valid for three years.
NERC requires certified system operators to accumulate CEHs through the NERC Credential Maintenance Program
in recognized operator training topics, as listed in Appendix A for credential maintenance. To maintain a valid
credential, candidates must accumulate the proper number and type of CEHs from NERC-approved learning
activities within a three-year period. The system operator must meet the requirements and pay for their renewal
in SOCCED. Upon transcript review and approval, NERC will issue a new certificate with the new expiration date.

Program Requirement Summary
1. System operators seeking to obtain a credential must pass an examination.
2. NERC will issue a certificate that is valid for three years to successful candidates.

3. Tomaintain avalid certification, a system operator must earn CEHs within the three-year period preceding
the expiration date of their certificate as specified by their credential in Table 2.1 and adhering to the
timeline in Figure 2.1. The CEHs must include the following:

a. A minimum of 30 CEHs that focus on content and/or implementation of NERC standards.

b. A minimum of 30 CEHs that utilize simulations (i.e., tabletop exercises, operator training simulators,
emergency drills or practice of emergency procedures, restoration, blackstart, or other reliability-
based scenarios).

Note: Reference the Credential Maintenance Program Administrative Manual® for additional information.

Table 2.1: Credential Maintenance Requirements

Certification Designation Total CEH NERC Standard Simulation CEH
& Requirement | CEH Requirement Requirement
Reliability Coordinator Operator RA, RC 200 30 30
Balancw.lg,‘lnterchange, and BT 160 30 30
Transmission
Transmission Operator TO 140 30 30
Balancing and Interchange BI 140 30 30

8 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Chapter 2: Credential Maintenance

If minimum CEHs are attained,
certification period can be renewed from initial credential anniversary date

If minimum CEHs are attained,
v certification period can be renewed for another 3 years

Credential Active Credential Suspended Credential Expired

Minimum CEHs must be earned _

Up to 30 CEHs over the minimum can roll
over if taken within 6 months of the expiration date

Exam 3 years 4 years
IPassed after certification after certification

Figure 2.1: NERC Credential Maintenance Process Flor

4. System operators satisfying the credential maintenance requirements must submit a renewal request for
their credential and pay the renewal fees through the SOCCED.

5. The NERC system operator credential can be maintained only by earning the appropriate number and
type of CEHs.

6. Certified system operators that do not accumulate enough CEHs to maintain their current credential prior
to the certificate expiration date will have their credential suspended for a maximum of one year.

7. If the appropriate number of CEHs have not been obtained at the end of the suspension period, the
credential will expire.

8. Certified system operators can accumulate the proper number and type of CEHs during the suspension
period and have their credential reinstated with the original expiration date (three years after the previous
expiration date).

Note: See Chapter 7: Glossary.

CEHs can concurrently count for the total number required, the NERC standards required, and the simulations
but will only be counted once for the total CEHs requirement.

For example: A three-hour learning activity that includes one hour of instruction and a two-hour simulation
on the implementation of NERC standards will be counted as three hours toward the total requirement, two
hours toward the standards requirement, and two hours toward the simulation requirement.

9. System operators with expired credentials will have to pass an examination to become recertified.

Deficits of CEHs for Credential Holders

A system operator who does not accumulate the required CEHs within the three-year period will have their
credential suspended. The system operator with a suspended certificate may not perform any task that requires
an operator to be NERC certified. The system operator with a suspended credential will have up to 12 months to
acquire the necessary CEHs. The original anniversary date (three years after the previous expiration date) does
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not change. The system operator will still need to accumulate the required number of CEHs prior to the next
expiration date. NERC will maintain a record of the suspension.

SOCCED maintains the record of expiration in the Eastern Time Zone.

For example:

A system operator whose credential expires July 31, 2024, and who does not accumulate the required
number of hours prior to that date, will have their credential suspended on July 31, 2024, 23:59.

If the system operator accumulates and submits the required number of hours on March 1, 2025, the
credential will be reinstated and will be valid until July 31, 2027, which is three-years from the original
expiration date of July 31, 2024.

The system operator will then have to accumulate the required number of hours prior to July 31, 2027,
23:59 or the credential will be suspended again.

CEHs previously used for credential maintenance cannot be reused.

If the system operator does not accumulate the required number of CEHs at the end of a 12-month suspension
period, the credential will expire and the system operator will forfeit all CEHs earned. After a credential expires,
the system operator must pass an examination to become recertified.

Rollover Hours

For all credentials, some CEHs may be carried over to the next certification period. Up to 30 CEHs accumulated in
the six months prior to the certificate expiration date that are not used for credential maintenance or change of
credential type may be carried over. Categorization of CEHs in the “standards” category or the “simulation”
category will not be carried over into the next period. To satisfy the CEH requirement, CEHs will be used starting
with the first learning activity that occurred, according to the calendar, then sequentially by the date of the
learning activities. See Figure 2.2 for an example of rollover hours.

For Reliability Coordinators, 200 CEHs Are Required for Each 3-Year Period

Second 3 Years Third 3 Years

220 CEH Earned 205 CEHs Earned + 20 15 Rollover + Earned
The 20 extra CEHs were rollover
earned in the 6 months > This time, only 15 of the >
prior to expiration so 25 extra CEHs were earned
they roll over. 6 months to expiration so

only 15 roll over.

Figure 2.2: Certification Periods for Reliability Coordinator Credential (200 CEHs Required)

NERC Continuing Education Providers

NERC continuing education (CE) providers report the CEHs earned by each certified system operator to NERC
electronically through the SOCCED. Providers are also required to provide the certified system operator proof of
having earned the CEHs.
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System Operator

System operators are able to track their status toward maintaining their credential through the NERC SOCCED.
Certified system operators should review their transcripts at least 90 days up to 6 months before their certificate
expiration date to allow sufficient time to acquire CEHs should there be a conflict. If a conflict occurs, the certified
system operator shall submit proof of having acquired the necessary CEHs from the Credential Maintenance
Program’s approved learning activities to the NERC manager of personnel certification and credential
maintenance. The system operator must submit at least 30 days before the certificate expiration date to allow
NERC staff time to process and resolve discrepancies and prevent the credential from being suspended. NERC will
reinstate suspended credentials once proof of completion is verified.

System operators who meet the CEH requirements must pay for their renewal through SOCCED. The system
operator may print a new certificate from SOCCED. The new certificate will have an expiration date that is three
years from the previous expiration date. Renewal requests should be submitted no more than six months prior to
expiration date.

Changing Certification Levels

A certified system operator who wants to change to a different credential that requires fewer CEHs may do so
when they meet the proper number and type of hours for the new credential. A certified system operator can
change their credential type by indicating the desire to do so in SOCCED when requested to renew.

See the following to change a credential:

o Reliability Coordinator Operator (RC) to any other NERC credential: a system operator who has obtained
the proper number and type of hours for the new credential may renew to any NERC system operator
credential.

e Balancing, Interchange, and Transmission Operator (BT) to Transmission Operator (TO) or Balancing and
Interchange Operator (Bl): a system operator will have the option to renew to a TO or Bl credential when
the proper number and type of hours for the new credential have been obtained.

e Balancing, Interchange, and Transmission Operator (BT) to Reliability Coordinator Operator (RC): a
system operator must pass the examination for the Reliability Operator credential.

e Balancing and Interchange Operator (Bl) to any other NERC credential: a system operator must pass the
examination for that credential.

e Transmission Operator (TO) to any other NERC credential: a system operator must pass the examination
for that credential.
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Hardship is when unforeseen events and extenuating circumstances occur that place excessive burden on a
system operator to earn or maintain a credential. To initiate the hardship clause process, the system operator
must submit complete the Hardship Request Form® located on the One-Stop Shop (System Operators Certification
and Credential Maintenance Program)?® page.

The completed Hardship Request Form should be submitted via the SOCCED Help Center!! Attention: Manager
Personnel Certification and Credential Maintenance.

Following the PCGC’s process, the Personnel Certification and Credential Maintenance manager will provide the
hardship request to the PCGC’s Hardship and Dispute Resolution Task Force (HDRTF) for review. The HDRTF makes
the determination on approval or rejection of the request.

The PCGC retains the right to invoke the hardship clause and deviate from the program rules as it deems
appropriate to address such events or circumstances. Examples of extenuating circumstances include (but are not
limited to) military service or an illness/disability of the system operator or within the system operator’s
immediate family that results in an extended period of time away from work.

9 https://www.nerc.com/pa/Train/SysOpCert/System%200perator%20Certification%20DL/SOC Hardship Request Form.pdf
10 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
11 SOCCED HELP CENTER (zendesk.com)

NERC | System Operator Certification Program Manual | February 2022
11


https://www.nerc.com/pa/Train/SysOpCert/System%20Operator%20Certification%20DL/SOC_Hardship_Request_Form.pdf
https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
https://soccedsupport.zendesk.com/hc/en-us

Chapter 4: Program Rules

Overview

NERC will recognize CEHs for credential maintenance only from operator training topics and learning activities
listed in Appendix A and if providers have complied with the Credential Maintenance Program?? rules. See the
One-Stop Shop (System Operators Certification and Credential Maintenance Program)®® for the Credential
Maintenace Program Administrative Manual and other references.

Learning Activities
o Emergency Operations Training Topics

CEHs for emergency operations will be recognized for credential maintenance twice a year based on the
credential anniversary (i.e., during the 12-month period preceding the system operator’s credential
anniversary). CE courses can count as emergency operations courses if the training is related to emergency
preparedness, operational communications and situational awareness, analysis and troubleshooting, or
the response to any emergency as defined by NERC: Any abnormal system condition that requires
automatic or immediate manual action to prevent or limit the failure of transmission facilities or
generation supply that could adversely affect the reliability of the BES.

e Other Training Topics

NERC will recognize CEHs for a particular course or learning activity—other than emergency operations
training—for credential maintenance once a year based on the credential anniversary (i.e., during the 12-
month period preceding the system operator’s credential anniversary).

e Instructor Training

For instructors who are also certified system operators, NERC will recognize 1.0 CEH for each CEH of a
learning activity delivered toward the instructor’s system operator credential maintenance. Emergency
operations topics can be counted twice per year based on the credential anniversary (i.e., during the 12-
month period preceding the system operator’s credential anniversary).

e Proof of Course Completion

A certified system operator is responsible for retaining appropriate documentation for proof of credential
maintenance. Documentation includes the following:

e The learning activity’s title and identification number
e The date(s) of the learning activity

e The number and type of CEHs

e The system operator’s NERC certificate number

Training providers shall retain comparable documentation. Electronic forms of documentation are acceptable.

Learning Activity Status Changes

NERC will grant CEHs for a course or learning activity approved for credential maintenance. If a system operator
attends an approved learning activity that is later revoked or expired, NERC will still recognize CEHs from that
activity while it was approved.

12 https://www.nerc.com/pa/Train/SysOpCert/Pages/default.aspx
13 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Disputes between Certified System Operators and Providers

If there is a dispute between a provider and a certified system operator, the parties must resolve the dispute
without involvement from NERC. Additionally, it is the obligation of certified system operators to periodically
review their CEH records in the NERC SOCCED and maintain their own training records to provide proof of
achieving CEH requirements.

Fees
NERC uses fees for the ongoing expense to develop and maintain the certification program. The fees also cover

the expense of the management and administrative costs associated with the examination process and credential
maintenance. The PCGC periodically reviews and adjusts these fees. NERC posts these fees on the One-Stop Shop
(System Operators Certification and Credential Maintenance Program)* page.

Legal Name Changes
If a system operator changes their legal name, the system operator must submit a written request containing an
explanation of the circumstance and copies of the legal documentation of the name change to the following:

NERC Personnel Certification and Credential Maintenance Manager
3353 Peachtree Road NE, Suite 600, North Tower
Atlanta, GA 30326

Or submit a request?® via the SOCCED Help Center

14 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
15 https://soccedsupport.zendesk.com/hc/en-us/requests/new
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Chapter 5: Dispute Resolution (NERC Rules of Procedure)

Overview

Any dispute arising under the NERC agreement that established the NERC System Operator Certification Program
or from the establishment of any NERC rules, policies, or procedures that deal with any segment of the certification
process or as a result of disciplinary action shall be subject to the NERC System Operator Certification Dispute
Resolution Process. The Dispute Resolution Process is for the use of individuals who hold a NERC system operator
certification or individuals wishing to be certified to dispute the validity of the examination, the content of the
test, the content outlines, or the registration process.

Dispute Resolution Process

1.

NERC System Operator Certification Program Staff

The first step in the process is for the person with a dispute to contact the NERC System Operator
Certification Program staff. This can be done by Submit a Request?® via the SOCCED Help Center. This first
step can usually resolve the issue, and if it does, no further action is needed. If the issue is not resolved,
the issue can be brought to the PCGC Dispute Resolution Task Force.

Personnel Certification Governance Committee Dispute Resolution Task Force

If NERC staff did not resolve the issue to the satisfaction of the parties involved, a written request must
be submitted to the chairperson of the PCGC through NERC staff within 45 days of the conversation with
NERC staff explaining the issue(s) and requesting further action. Upon receipt of the letter, the PCGC
chairperson will present the request to the PCGC Dispute Resolution Task Force for action. This task force
consists of three current members of the PCGC. The PCGC Dispute Resolution Task Force will investigate
and consider the issue presented and make a decision. This decision will then be communicated to the
submitting party, the PCGC chairperson, and NERC staff within 45 calendar days of receipt of the request.

If a French-Canadian or Mexican party raises a dispute, the PCGC shall appoint a French-Canadian
interpreter or a Spanish interpreter as requested.

Personnel Certification Governance Committee

If the PCGC Dispute Resolution Task Force’s decision did not resolve the issue(s) to the satisfaction of the
parties involved, the final step in the process is for the issue(s) to be brought before the PCGC. Within 45
days of the date of the task force’s decision, the disputing party shall submit a written request to the PCGC
chairperson through NERC staff requesting that the issue(s) be brought before the PCGC for resolution.
The chairperson shall see that the necessary documents and related data are provided to the PCGC
members as soon as practical. The PCGC will then discuss the issue(s) and make their decision within 60
calendar days of the chairperson’s receipt of the request. The decision will be provided to the person
bringing the issue(s) and the NERC staff. The PCGC is the governing body of the certification program, and
its decision on all disputes is final.

Process Expenses
All individual expenses associated with the process, including salaries, meetings, and consultant fees shall be the
responsibility of the individual parties incurring the expense.

16 https://soccedsupport.zendesk.com/hc/en-us/requests/new

NERC | System Operator Certification Program Manual | February 2022
14


https://soccedsupport.zendesk.com/hc/en-us/requests/new
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Decision Process

Robert’s Rules of Order shall be used as a standard of conduct for the process. A majority vote of the members
present will decide all issues. The vote will be taken in a closed session. No member of the PCGC may participate
in the dispute resolution process other than the party or a witness that has an interest in the particular matter.

A stipulation of invoking the appeals process is that the party requesting the appeal agrees that neither NERC (its
members, Board of Trustees, committees, subcommittees, and staff), any person assisting in the appeals process,
nor any company employing a person assisting in the appeals process, shall be liable, and they shall be held
harmless against the consequences of any action or inaction as well as harmless against any agreement reached
in resolution of the dispute or any failure to reach agreement as a result of the appeals proceeding. This “hold
harmless” clause!” does not extend to matters constituting gross negligence, intentional misconduct, or a breach
of confidentiality.

17 NERC Rules of Procedure; Section 5.1
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Chapter 6: Disciplinary Actions (NERC Rules of Procedure)

Overview

This Disciplinary Action Procedure is necessary to protect the integrity of the system operator credentials. Should
an individual act in a manner that is inconsistent with expectations, this procedure describes the process to
investigate and take action necessary to protect the credential.

Grounds for Action

The following shall serve as grounds for disciplinary action:

Willful violation and/or a gross violation of the NERC standards as determined by a NERC investigation

= Both the organization and the certified system operator are bound by the NERC Reliability Standards.
If a certified system operator, either in concert with the organization or on their own initiative,
performs a willful violation and/or a gross violation of the NERC standards the organization and the
certified system operator are both liable for those actions and disciplinary actions may be taken
against them.

Willful negligence and/or a gross negligence in performing the duties of a certified system operator as
determined by a NERC investigation

Intentional misrepresentation of information provided to NERC for a system operator certification exam
or to maintain a system operator credential using CEHs

Intentional misrepresentation of identification in the exam process, including an individual identifying as
another person to obtain certification for the other person

Any form of cheating during a certification exam that includes, but is not limited to, bringing unauthorized
reference material in the form of notes or other materials into the testing center

A certified system operator’s admission to or conviction of any felony or misdemeanor directly related to
their duties as a system operator

Creating a second account in SOCCED in order to register and pay for an exam under a different login
and/or account name in order to bypass the 42 day wait period between examinations

Hearing Process

Upon the report to NERC of a candidate’s or certified system operator’s alleged misconduct, the PCGC Credential
Review Task Force will convene for the determination of facts. An individual, government agency, or other
investigating authority may file a report. Unless the task force initially determines that the report of alleged
misconduct is without merit, the candidate or certified system operator will be given the right to receive notice
of the allegation. A hearing will be held and the charged candidate or certified system operator will be given an
opportunity to be heard and present further relevant information. The task force may seek out information from
other involved parties. The hearing will not be open to the public, but it will be open to the charged candidate or
the certified system operator and their representative. The task force will deliberate in a closed session, but the
task force cannot receive any evidence during the closed session that was not developed during the course of the
hearing.
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Task Force’s Decision

The task force’s decision will be unanimous and will be in writing with inclusion of the facts and reasons for the
decision. The task force’s written decision will be delivered to the PCGC (via email) and to the charged candidate
or the certified system operator. In the event that the task force is unable to reach a unanimous decision, the
matter shall be brought to the full committee for one of the following decisions:

o No Action: The allegation of misconduct was determined to be unsubstantiated or inconsequential to the
credential.

e Probation: NERC will send a letter to the offender specifying the length of probationary period (to be
determined by the PCGC).

= The Credential will remain valid during the probationary period.
= The probationary period does not affect the expiration date of the current certificate.

= During the probationary period, a subsequent offense of misconduct, as determined through the
same process described above, may be cause for more serious consequences.

o Revoke for Cause: NERC will send a letter to the offender specifying the length of the revocation period
(to be determined by the PCGC).

= Credential is no longer valid.
= Offender must successfully pass an exam to become recertified.
= An exam will not be authorized until the revocation period expires.

e Termination of Credential: NERC will send a letter to the offender specifying permanent revocation of
credential, and the offender will not be approved to sit for a future examination.

Credential Review Task Force

A Credential Review Task Force shall be comprised of three active members of the PCGC assigned by the
chairperson of the PCGC on an ad hoc basis. No one on the credential review task force may have an interest in
the particular matter. The task force will meet in a venue determined by the task force chairperson.

If a French-Canadian or Mexican party raises a dispute, the PCGC shall appoint a French-Canadian interpreter or a
Spanish interpreter as requested.

Appeal Process
The decision of the task force may be appealed using the NERC System Operator Certification Dispute Resolution
process (see Chapter 4:).
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GO1.

GO02.

GO03.

GO4.

GO5.

GO06.

GO07.

GO08.

GO09.

G1o0.

G11.

G1i2.

Continuing Education Hour (CEH): Based on 60 clock minutes and includes at least 50 minutes of
participation in a group or self-study learning activity that meets the criteria of the NERC Credential
Maintenance Program.

Continuing Education (CE) Provider: The individual or organization responsible for setting learning
objectives, developing the curriculum to achieve such objectives, offering a learning activity to
participants, and maintaining documentation required by these criteria. The term CE Provider may include
NERC, REs, operating and marketing entities, technical and industry societies and associations (whether
formal or informal), consultants, vendors, colleges, universities, and training companies as well as
employers who offer in-house learning activities.

Certification: An official recognition that indicates the recipient has passed a NERC exam or completed a
specified number of CEHs.

Credential: NERC designation that indicates the level of qualification achieved (i.e., Reliability Operator;
Balancing, Interchange, and Transmission Operator; Balancing and Interchange Operator; and
Transmission Operator).

Credential Maintenance: Meet NERC CEH requirements to maintain a valid NERC-issued system operator
credential.

Expired: A NERC certificate that has been suspended for more than 12 months. While in this state, a
certificate holder cannot perform any task that requires an operator to be NERC certified. The certificate
holder will be required to pass an exam to be certified again. Any CEHs accumulated prior to or during the
expiration period will not be counted toward certificate maintenance.

NERC-Approved Learning Activity: Training that maintains or improves professional competence and has
been approved by NERC for use in its Credential Maintenance Program.

Probation: A step in the disciplinary process during which the certificate is still valid. During the
probationary period, a subsequent offense of misconduct, as determined through the same process as
described above, may be cause for more serious consequences.

Revoke for Cause: A step in the disciplinary process during which the certificate is no longer valid and
requires successfully passing an exam to become certified. However, an exam will not be authorized until
the revocation period expires. CEHs earned before or during this revocation period will not be counted
for maintaining a credential.

Suspended: Certificate status due to an insufficient number of CEHs being submitted prior to the
expiration of a certificate. While in this state, a certificate holder cannot perform any task that requires
an operator to be NERC certified.

Termination of Credential: A step in the disciplinary process whereby a credential is permanently
revoked.

Type of CEHs: NERC-approved learning activity covering topics from Appendix A, NERC standards, and/or
simulations for which there is a minimum requirement for credential maintenance.
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Appendix A: Recognized Operator Training Topics

Courses that provide CEHs for NERC Certification credential maintenance must relate to one or more specific
recognized operator training topics, as they pertain to or support the BES reliability responsibilities of the system
operator. Refer to the NERC Credential Maintenance Program Administrative Manual located on the One-Stop
Shop*® for more information about proper learning activity development.

1. Basic Concepts
a. Basic ac/dc Electricity
i. Capacitance
ii. Inductance
iii. Impedance
iv. Real and reactive power
v. Electrical circuits
vi. Magnetism
b. Basic Power System Mathematic Concepts
i. Basic trigonometry
ii. Ratios
iii. Per unit values
iv. Pythagorean Theorem
v. Ohm’s Law
vi. Kirchhoff’s Laws
c. Characteristics of the BES
i. Transmission lines
ii. Transformers
iii. Substations
iv. Power plants
v. Protection
vi. Introduction to power system operations and interconnected operations
vii. Frequency
viii. Emerging technologies/equipment

2. System Protection Principles

18 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Appendix A: Recognized Operator Training Topics

j.

Transmission lines
Transformers

Busses

Generators

Relays and protection schemes
Power system faults
Synchronizing equipment
Under-frequency load shedding
Under-voltage load shedding

Communication systems utilized

3. Interconnected Power System Operations

a.

b.

Voltage control

Frequency control

Power system stability

Facility outage both planned and unplanned
Energy accounting

Inadvertent energy

Time error control

Balancing of load and resources

4. Emergency Operations

a.

b.

Loss of generation resource(s)

Loss of transmission element(s)

Operating reserves

Contingency reserves

Line loading relief

Load shedding

Voltage and reactive flows during emergencies
Loss of EMS

Loss of primary control center

5. Power System Restoration
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Appendix A: Recognized Operator Training Topics

e.

Restoration philosophies
Facility restoration priorities
Blackstart restoration
Stability (angle and voltage)

Islanding and synchronizing

Market Operations

a. NAESB standards

b. Standards of conduct

c. Tariffs

d. OASIS applications (transmission reservations)
e. E-Tagapplication

f.  Transaction scheduling

g. Market applications

h. Interchange

Tools

a. Supervisory Control and Data Acquisition (SCADA)
b. Automatic Generation Control (AGC) application
c. Power flow application

d. State estimator application

e. Contingency analysis application

f.  P-V Curves

g. Load forecasting application

h. Energy accounting application

j.

Voice and data communication systems

Demand-side management programs

System Operator Situational Awareness

a.

b.

Identifying loss of facilities
Recognizing loss of communication facilities
Recognizing telemetry problems

Recognizing and identifying contingency problems
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Appendix A: Recognized Operator Training Topics

e. Proper communications (three-part)
f. Communication with appropriate entities, including the Reliability Coordinator
g. Cyber and physical security and threats

h. Reducing system operator errors through the use of human performance tools, such as self-
checking, peer checking, place keeping, and procedure use

9. Policies and Procedures

a. ISO/RTO operational and emergency policies and procedures

b. Regional operational and emergency policies and procedures

c. Company-specific operational and emergency policies and procedures
10. NERC Reliability Standards

Application and/or implementation of NERC Reliability Standards
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Appendix B: Program Manual Changes

Table B.1: Program Manual Changes

Date Section Page Description Version
Examination Updated - Special Accommodations
Process 3,5

Added - Confidentiality of Exams

Deficits of CEHs
for Credential
Holders
12/2023 4.1
Hardship Clause
(NERC Rules of
Procedure)

9 Updated - Example and added SOCCED timezone.

Updated - How Hardship Request Form should be
11 | submitted.

Appendix A
Recognized
Operator Training 19
Topics

Updated - Appendix A Preamble

See the Mapping Document for a detailed list of changes between the current and previous manual version.

02/2022 All | Board Approved 4.0

See the Mapping Document for a detailed list of changes between the current and previous manual
version.

Certification

04/2020 Exams 2 Exam cut scores updated effective June 1, 2020 3.2
10/2019 Preface 1 Updated NERC map and REs 3.1
All Al Annual Review
Certlf}cat{on Added additional information to clarify how the EWG is
Examinations . .
1 involved in the exam development process.
Added language to explain in more detail the exam
development process. Matched language with test center 30
09/2017 All | vendor. Rearranged paragraphs for clarification. ’

Added exam development process diagram.

Updated language for clarification. Reorganized paragraphs

Credential 2 | for consistency.

Maintenance

All | Added Certification Process Diagram.
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Table B.1: Program Manual Changes

Date Section Page Description Version
8
v Added non-discriminatory statement
Introduction
1 Updated Total Questions, Scored Questions, and Added
02/2017 Examinations Exam Cut Scores 3.0
. 16, . . .
Appendix A 18 Added overview statement for Appendix A Topics and
adjusted number 8 of the topics.
05/2016 All | Board Approved 3.0
All
Document reviewed to confirm accurate information.
3 Clarification of how 42-day wait period is calculated and 42-
. . . . 2.1
03/2016 All day wait period required regardless of exam failed.
Reduction of renewal request timeframe to 6 months prior
7 to expiration.
Updated to reflect new exam vendor information. Also,
05/2014 All All | corrected certificate expiration date example to reflect 2.1
actual process.
NERC address change
02/2012 All St‘yle. and formajc c'hanges‘throughout 20
Eliminated detail instructions
4,
Executive 16-
08/2010 Summary, Il and 23, Revu?w of content for consistency with current 14
i 24, | requirements
and
25
11/2009 All All | Fee increase for exams and credential maintenance 1.3
10/2007 Il 15 | Category defined for carry-over CE hours. 1.3
08/2007 All All Updated instructions to include instructions for the new 13
database
General housekeeping and added a 45-day limit to Step 3 of
03/2007 v 18 DRP‘. Added commer‘1t abou't waiting f(?r off|C|a'I scorg when 12
available before taking action on a dispute filed with the
PCGC chairman.
03/2007 | 9 Remove certificate numbering convention 1.2
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Table B.1: Program Manual Changes

Date Section Page Description Version
08/2006 11 16 | Training providers retaining documentation 1
06/2006 All All | CEH to CE Hours 1.1
06/2006 land Il 4,17 | Fees 1.1
02/2006 All All | Program manual 1
05/2005 All Al Ln;'ﬂfsl white paper expanded SOC program to include CE 0
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Preface

Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of
the grid.

Reliability | Resilience | Security
Because nearly 400 million citizens in North America are counting on us

The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while
associated Transmission Owners (TOs)/Operators (TOPs) participate in another.

MRO Midwest Reliability Organization
NPCC Northeast Power Coordinating Council
RF ReliabilityFirst

SERC SERC Reliability Corporation

Texas RE | Texas Reliability Entity
WECC WECC
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Introduction

The System Operator Certification Program promotes skilled and qualified system operators to ensure the reliability
of the Bulk Electric System (BES).

NERC does not and shall not discriminate on the basis of age, gender, race, religion, national origin, disability, sexual
orientation, or marital status in its implementation of the System Operator Certification Program.

The System Operator Certification Program provides the framework for operators to obtain initial certification in one
of four NERC credentials: Reliability Coordinator Operator; Balancing, Interchange, and Transmission Operator;
Transmission Operator; and Balancing and Interchange Operator. A system operator credential is a personal
credential that NERC issues to a person for successfully passing a NERC System Operator Certification Exam. Each
credential focuses on a specific functional area of system operations. Operators maintain each credential by
accumulating a specified number of continuing education hours (CEH) within a specified period of time.

The NERC Credential Maintenance Program, as stated in the NERC Rules of Procedure,* provides a framework for the
development and tracking of high-quality learning activities that qualify for CEHs.

The Credential Maintenance Working Group (CMWG) reports to the Personnel Certification Governance Committee
(PCGC) and is responsible for overseeing the development and implementation of Credential Maintenance Program
requirements under the general guidelines set by the PCGC.

The CMWG shall develop and update, as necessary, the Credential Maintenance Program Administration Manual;?
this manual describes the following:

e Requirements for approving credential maintenance providers and structured learning activities

e Requirements for auditing credential maintenance providers and structured learning activities

e A multilayered review process for disputed application reviews, interpretations of guidelines and standards,
probation or suspension of NERC-approved provider status, and CEH disputes

e Requirements on fees for credential maintenance providers and structured learning activities

The NERC PCGC is the governing body that establishes policies, sets fees, monitors the performance of the System
Operator Certification Program, and ensures that the program is financially independent. NERC is the program
administrator and maintains databases, records, applications, and contracts with vendors. NERC also collects fees,
responds to inquiries, and provides reports on related system operator certification activities.

1 https://www.nerc.com/AboutNERC/Pages/Rules-of-Procedure.aspx
2 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Chapter 1: Certification Examinations

Overview

Through the System Operator Certification Program, NERC awards certification credentials to individuals who
demonstrate that they have attained sufficient knowledge relating to NERC Reliability Standards as well as the
basic principles of BPS operations by passing one of four examinations. NERC issues a certificate to the candidate
who successfully completes an examination, and it remains valid for three years.

Members of the Exam Working Group (EWG) represent each of the areas tested in the examinations. The direct
involvement of system operators, supervisors, and trainers in the examination development process is a primary
requirement for NERC system operator certification examinations. The EWG develops the examinations under the
guidance of a psychometric consultant. The EWG bases the examinations on content outlines developed through
a job analysis. The EWG places each question in a “pilot” (not scored) position on the examination before using it
ina “scored” position. Only questions that meet acceptable performance criteria can be placed in a scored position
on an exam. The EWG continually tracks the performance of every question used in a scored position.

Examinations

There are four examinations:

e Reliability Coordinator Operator

e Balancing, Interchange, and Transmission Operator

e Transmission Operator

e Balancing and Interchange Operator
These computer-based exams consist of questions with multiple-choice answers. The content outlines can be
accessed from the System Operator Certification and Credential Maintenance Program.3 The PCGC approves the

passing score for each new published exam, and the score can be found on the One-Stop Shop (System Operators
Certification and Credential Maintenance Program)* web page with exam resources.

The number of correct responses required to pass (cut score) is set by a panel of practitioners using a rigorous
standard setting methodology. This methodology requires subject matter experts to establish a definition of
minimum acceptable competence for each examination and conduct an evaluation of each examination question
in order to set the minimum level of performance necessary on each examination to demonstrate competence
(Table 1.1).

Table 1.1: Operator Examinations

Examination Title Designation TOt?I Scorf:d Cut Score*
Questions Questions
Reliability Coordinator Operator RC 140 120 92
Balancing, Interchange, and Transmission BT 140 120 92
Operator
Transmission Operator TO 120 100 76
Balancing and Interchange Operator BI 120 100 76

3 http://www.nerc.com/pa/Train/SysOpCert/Pages/default.aspx
4 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Chapter 1: Certification Examinations

*Effective June 1, 2020

Each candidate’s examination is developed to be equal in difficulty level to other candidates’ examinations to
ensure that a fair and consistent standard is applied to each candidate. To this end, each examination consists of
scored examination questions that have been administered to candidates and have acceptable statistical
characteristics.

Examination Process

Examination Application Process

Candidates must create an account (see Figure 1.1) in the System Operator Certification and Continuing Education
Database® (SOCCED) in order to register and pay for an exam. After the candidate has paid for the exam, SOCCED
will send the candidate exam information to the exam vendor, PSI. PSI will send the candidate an email with the
information needed to schedule their exam.

Once paid for, the exam application is valid for one year after the issuance date and can only be used once. If a
candidate fails to schedule and sit for the exam within the one-year eligibility period, the candidate shall forfeit
the exam fee to NERC.

(at least 1 business]
days prior to exam
authorization expiration)

Withdraw from -

Create  Register Pay for Schedule examination E’

account for exam exam exam process >
Candidate — d d d ® d p 2
[

Cancel/reschedule/ ‘F‘,

SOCCEP sends change exam )

candidate (at least 2 business] €

exam eligibility days prior to exam date) g

to PSI N

SOCCED o > 8
s

x

) [}

Candidate 5

PSI automated email sends passes/fails/no shows -]

candidate exam ID number PSI sends results 2

required for scheduling exam to SOCCED 2

£

s b @ B
£

PSI sends 8

email with w

exam information
Figure 1.1: NERC Certification Process Flowchart

Scheduling an Examination Appointment

After the candidates received the email notification from PSI, the candidate can schedule an appointment for
testing, using PSI’s website.® Candidates should follow the instructions for scheduling an exam that are sent from
PSI. Examination appointments are subject to the availability of each test center.

5 https://nerc-socced.useclarus.com/
6 https://schedule.psiexams.com/
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Chapter 1: Certification Examinations

Note: When a candidate schedules a test date, PSI will issue the candidate a confirmation number. Candidates
should retain this number. It is required for check-in, for PSI’s automated cancellation system, or if there is a
conflict with the test center appointment. FAQs and the Candidate Information Bulletin are on the PSI website.

Canceling and Rescheduling Examination Appointments

Candidates may cancel and reschedule examination appointments without forfeiting the examination fee if the
cancellation notice is provided to PSI by close of business time of that test center at least two business days prior
to the scheduled exam appointment time. Examination fees are nonrefundable and nontransferable.

To cancel or reschedule exam appointments, visit PSI’s website or call PSI at 800-733-9267 and speak to a PSI
customer service representative. A voice mail message is not an acceptable form of cancellation.

Examination Type Change Request

Candidates may change the examination type they previously registered for by using the SOCCED within the
existing exam eligibility period. Candidates should also notify NERC by submitting a request’ via the SOCCED Help
Center. When PSI receives the examination change, they will send the candidate an email with updated exam
information. After candidates receive their new exam information from PSI, they must schedule/reschedule an
appointment with PSI to take the exam. Notification must be received by PSI no later than close of business time
of that test center at least two business days prior to the scheduled exam appointment for making this change or
for submitting any additional change.

Withdrawal from Examination Process

The eligibility period lasts until one year after the date the candidate pays for the exam. If a candidate wishes to
withdraw from the process within the one-year period for any reason, the candidate must request a withdrawal
by close of business the day before the last eligibility day by submitting a request via the SOCCED Help Center.
Candidates who submit the request within the time period will be reimbursed for the fees submitted to NERC
except the withdrawal fee. The candidate will forfeit all submitted fees if the candidate fails to properly withdraw.

Note: If a candidate has already scheduled an appointment with PSI to take the exam, the candidate must cancel
that appointment with PSI or forfeit the exam fee.

Special Accommodations fer-DisabilitiesRequests

Requests submltted for special accommodations covered by a recognlzed dlsablllty, WI|| be reviewed by NERC
Staff. » d A _—Requests must be
supported by the Speaal Accommodatlon Request Form and a letter from a recognized health care provider,
signed by a health professional. NERC will review each request and provide appropriate Special Accommodations,
if warranted. The decision will be included in the notice of eligibility approval/denial sent to the applicant.

When making requests for Special Accommodations, Aapplicants must notify the NERC Manager of Personnel
Certlflcatlon and Credential Maintenance persennel-certification-manager-by submitting a ticket to the SOCCED
Help Center by-eraitat least twe-four (4) weeks prior to the scheduled exam appointment.

Note: It will take the exam vendor 7 — 10 business days to accommodate an approved request. If the candidate
already has their exam schedule they will need to take this into consideration. Special accommodatons may impact
the availability of testing locations.

7 https://soccedsupport.zendesk.com/hc/en-us/requests/new
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Chapter 1: Certification Examinations

Taking the Exam

Candidates should arrive and be inside the testing center at least 30 minutes prior to the examination start time
for the Administration and Review of Candidate Identification and should allocate at least a total of four hours to
accommodate the testing process (Table 1.2).

Candidates must show two current valid forms of identification to be admitted into the examination: one primary
form of identification and either another primary or a secondary form of identification:

e Primary identification is a government-issued form of identification and must have both your picture
and your signature on it. Examples of primary identification are a driver’s license, a government issued
identification card, a passport, a temporary visa, or a military ID.

e Secondary identification must have a name and either your picture or your signature or both.
Acceptable forms of secondary IDs are an employment ID, credit card, or debit card.

The PSI testing center will not accept altered, expired, or damaged identifications. If there is any discrepancy
between the name on the candidate’s identification and the NERC registration, the testing center will not allow
that candidate to test.

abDle d d D e A DCd 0
Examination Stages Time Allocation
Administration and Review of Candidate Identification 30 minutes
Computer-Based Tutorial 15 minutes
Examination 3 hours
Post-Examination Survey 15 minutes
Total Time to be Allocated 4 hours

Testing Center Regulations

e Depending on the established criteria at the testing center, candidates who arrive late may not be allowed
to sit for the examination. Late arrivals that are not permitted to take the examination will be considered
no-shows and must reapply and pay the full test fee to take the examination.

e Candidates cannot bring reference materials, calculators, cell phones, or recording equipment into the
examination. Some testing centers may not have lockers to accommodate personal items. Do not bring
personal items, besides your appropriate ID, into the test center.

e No test materials, documents, notes, or scratch paper of any sort may be taken from the examination
(pencils, paper, and an online calculator will be provided).

e Visitors are not permitted during the examination.

e Testing center staff can only answer questions about testing procedures; they cannot respond to inquiries
regarding the examination’s content.
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Chapter 1: Certification Examinations

e During the examination, candidates may use the restrooms; however, the examination clock will continue
running during that time.

e Candidates may not leave the testing center until they have finished the exam.
e Smoking is not permitted in the testing center.

e Any candidate giving assistance, receiving assistance, or making a disturbance will be required to turn in
their examination materials, exit the examination room, and leave the testing center. The Disciplinary
Action Procedure will be initiated upon notification to NERC that the incident occurred.

e Any instances of cheating or attempts to impersonate another candidate will be dealt with through the
Disciplinary Action Procedure.

e If the testing center regulations differ from what is noted above, the testing center regulations should be
followed.

Note: All no-shows will have to reapply and pay the full test fee to take the examination.

Results of Exam
A pass/fail score report will be given at the end of exam. The PSI testing center will provide a summary of the
examination before a candidate leaves.

Candidates who pass the examination will receive the appropriate NERC-certified system operator certificate
signed by the NERC CEO. The date on the certificate will be the date the candidate passed the examination.

Confidentiality of Exam Questions

The exam questions are the sole property of NERC and are confidential. Candidates are prohibited from
downloading, taking screens shot of, or otherwise copying the exam questions in any format. Distributing,
transferring, selling or otherwise sharing or publicly posting exam questions is strictly prohibited. Candidates that
engage is such activity will have their credentials revoked and may be subject to other consequences as the law

permits.

Time between Examinations

Candidates who fail an exam must wait 42 calendar days from the date of the failed examination to sit for any of
the four NERC credential exams. Candidates who pass one of the NERC system operator certification examinations
may not take that exam again unless their credential has expired. SOCCED automatically sets a credential to expire
four years from exam pass date if the credential maintenance requirements are not met.

Confirmation of Credential to Third Parties
NERC will confirm to an employer that an individual holds a valid NERC system operator certificate and will release
the certificate number and issuance date in response to a written request.

NERC will release the certificate numbers and issuance dates for individuals holding a current NERC system
operator certificate to the regional compliance staff or designated agents of registered entities in which an
individual’s employer operates in response to a written request.
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Chapter 1: Certification Examinations

NERC will confirm to an employment search firm or a potential employer whether an individual holds a valid NERC
system operator certificate, including releasing the certificate number and the issuance date, if the search firm or
potential employer has a release from the individual.
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Chapter 2: Credential Maintenance

Overview

The System Operator Certification Program includes a requirement to maintain certification by obtaining CEHs.
Successfully passing an examination earns candidates a credential and a certificate that is valid for three years.
NERC requires certified system operators to accumulate CEHs through the NERC Credential Maintenance Program
in recognized operator training topics, as listed in Appendix A for credential maintenance. To maintain a valid
credential, candidates must accumulate the proper number and type of CEHs from NERC-approved learning
activities within a three-year period. The system operator must meet the requirements and pay for their renewal
in SOCCED. Upon transcript review and approval, NERC will issue a new certificate with the new expiration date.

Program Requirement Summary

1. System operators seeking to obtain a credential must pass an examination.

2. NERC will issue a certificate that is valid for three years to successful candidates.

3. Tomaintain avalid certification, a system operator must earn CEHs within the three-year period preceding
the expiration date of their certificate as specified by their credential in Table 2.1 and adhering to the
timeline in Figure 2.1. The CEHs must include the following:

a. A minimum of 30 CEHs that focus on content and/or implementation of NERC standards.

b. A minimum of 30 CEHs that utilize simulations (i.e., tabletop exercises, operator training simulators,
emergency drills or practice of emergency procedures, restoration, blackstart, or other reliability-
based scenarios).

Note: Reference the Credential Maintenance Program Administrative Manual® for additional information.

Table 2.1: Credential Maintenance Requirements

P . . Total CEH NERC Standard Simulation CEH
Certification Designation . . .
Requirement | CEH Requirement Requirement

Reliability Coordinator Operator RA, RC 200 30 30
Balanur.\g,. Interchange, and BT 160 30 30
Transmission

Transmission Operator TO 140 30 30
Balancing and Interchange Bl 140 30 30

8 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Chapter 2: Credential Maintenance

If minimum CEHs are attained,
certification period can be renewed from initial credential anniversary date

l If minimum CEHs are attained,
certification period can be renewed for another 3 years

Credential Active Credential Suspended Credential Expired

it CEs st b asmed >

Up to 30 CEHs over the minimum can roll
over if taken within 6 months of the expiration date

Exam 3 years 4 years
lPassed after certification after certification

Figure 2.1: NERC Credential Maintenance Process Flor

4. System operators satisfying the credential maintenance requirements must submit a renewal request for
their credential and pay the renewal fees through the SOCCED.

5. The NERC system operator credential can be maintained only by earning the appropriate number and
type of CEHs.

6. Certified system operators that do not accumulate enough CEHs to maintain their current credential prior
to the certificate expiration date will have their credential suspended for a maximum of one year.

7. |If the appropriate number of CEHs have not been obtained at the end of the suspension period, the
credential will expire.

8. Certified system operators can accumulate the proper number and type of CEHs during the suspension
period and have their credential reinstated with the original expiration date (three years after the previous
expiration date).

Note: See Chapter 7: Glossary.

CEHs can concurrently count for the total number required, the NERC standards required, and the simulations
but will only be counted once for the total CEHs requirement.

For example: A three-hour learning activity that includes one hour of instruction and a two-hour simulation
on the implementation of NERC standards will be counted as three hours toward the total requirement, two
hours toward the standards requirement, and two hours toward the simulation requirement.

9. System operators with expired credentials will have to pass an examination to become recertified.

Deficits of CEHs for Credential Holders

A system operator who does not accumulate the required CEHs within the three-year period will have their
credential suspended. The system operator with a suspended certificate may not perform any task that requires
an operator to be NERC certified. The system operator with a suspended credential will have up to 12 months to
acquire the necessary CEHs. The original anniversary date (three years after the previous expiration date) does
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Chapter 2: Credential Maintenance

not change. The system operator will still need to accumulate the required number of CEHs prior to the next
expiration date. NERC will maintain a record of the suspension.

SOCCED maintains the record of expiration in the Eastern Time Zone.

For example:

A system operator whose credential expires July 31, 20242024, and who does not accumulate the required
number of hours prior to that date, will have their credential suspended on July 31, 26142024, 6623:8059.

If the system operator accumulates and submits the required number of hours on March 1, 20452025, the
credential will be reinstated and will be valid until July 31, 26472027, which is three-years from the original
expiration date of July 31, 2024.-

The system operator will then have to accumulate the required number of hours prior to July 31,
20172027, 6023:00-59 or the credential will be suspended again.

CEHs previously used for credential maintenance cannot be reused.

If the system operator does not accumulate the required number of CEHs at the end of a 12-month suspension
period, the credential will expire and the system operator will forfeit all CEHs earned. After a credential expires,
the system operator must pass an examination to become recertified.

Rollover Hours

For all credentials, some CEHs may be carried over to the next certification period. Up to 30 CEHs accumulated in
the six months prior to the certificate expiration date that are not used for credential maintenance or change of
credential type may be carried over. Categorization of CEHs in the “standards” category or the “simulation”
category will not be carried over into the next period. To satisfy the CEH requirement, CEHs will be used starting
with the first learning activity that occurred, according to the calendar, then sequentially by the date of the
learning activities. See Figure 2.2 for an example of rollover hours.

For Reliability Coordinators, 200 CEHs Are Required for Each 3-Year Period

Second 3 Years Third 3 Years

220 CEH Earned 205 CEHs Earned + 20 15 Rollover + Earned
The 20 extra CEHs were rollover
earned in the 6 months This time, only 15 of the >
prior to expiration so 25 extra CEHs were earned
they roll over. 6 months to expiration so
only 15 roll over.

Figure 2.2: Certification Periods for Reliability Coordinator Credential (200 CEHs Required)

NERC Continuing Education Providers

NERC continuing education (CE) providers report the CEHs earned by each certified system operator to NERC
electronically through the SOCCED. Providers are also required to provide the certified system operator proof of
having earned the CEHs.
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Chapter 2: Credential Maintenance

System Operator

System operators are able to track their status toward maintaining their credential through the NERC SOCCED.
Certified system operators should review their transcripts at least 90 days up to 6 months before their certificate
expiration date to allow sufficient time to acquire CEHs should there be a conflict. If a conflict occurs, the certified
system operator shall submit proof of having acquired the necessary CEHs from the Credential Maintenance
Program’s approved learning activities to the NERC manager of personnel certification and credential
maintenance. The system operator must submit at least 30 days before the certificate expiration date to allow
NERC staff time to process and resolve discrepancies and prevent the credential from being suspended. NERC will
reinstate suspended credentials once proof of completion is verified.

System operators who meet the CEH requirements must pay for their renewal through SOCCED. The system
operator may print a new certificate from SOCCED. The new certificate will have an expiration date that is three
years from the previous expiration date. Renewal requests should be submitted no more than six months prior to
expiration date.

Changing Certification Levels

A certified system operator who wants to change to a different credential that requires fewer CEHs may do so
when they meet the proper number and type of hours for the new credential. A certified system operator can
change their credential type by indicating the desire to do so in SOCCED when requested to renew.

See the following to change a credential:

e Reliability Coordinator Operator (RC) to any other NERC credential: a system operator who has obtained
the proper number and type of hours for the new credential may renew to any NERC system operator
credential.

e Balancing, Interchange, and Transmission Operator (BT) to Transmission Operator (TO) or Balancing and
Interchange Operator (Bl): a system operator will have the option to renew to a TO or Bl credential when
the proper number and type of hours for the new credential have been obtained.

e Balancing, Interchange, and Transmission Operator (BT) to Reliability Coordinator Operator (RC): a
system operator must pass the examination for the Reliability Operator credential.

e Balancing and Interchange Operator (BI) to any other NERC credential: a system operator must pass the
examination for that credential.

o Transmission Operator (TO) to any other NERC credential: a system operator must pass the examination
for that credential.
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Chapter 3: Hardship Clause (NERC Rules of Procedure)

Hardship is when unforeseen events and extenuating circumstances occur that place excessive burden on a
system operator to earn or maintain a credential. To initiate the hardship clause process, the system operator
must submit complete the Hardship Request Form? located on the One-Stop Shop (System Operators Certification
and Credential Maintenance Program)'® page.

The completed Hardship Request Form should be submitted via the SOCCED Help Center!! provided-to-the

following: Attention: Manager Personnel Certification and Credential Maintenance.

Following the PCGC'’s process, the Personnel Certification and Credential Maintenance manager will provide the
hardship request to the PCGC’s Hardship and Dispute Resolution Task Force (HDRTF) for review. The HDRTF makes
the determination on approval or rejection of the request.

The PCGC retains the right to invoke the hardship clause and deviate from the program rules as it deems
appropriate to address such events or circumstances. Examples of extenuating circumstances include (but are not
limited to) military service or an illness/disability of the system operator or within the system operator’s
immediate family that results in an extended period of time away from work.

9 https://www.nerc.com/pa/Train/SysOpCert/System%200perator%20Certification%20DL/SOC Hardship Request Form.pdf
10 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx

11 . https://soccedsupport.zendesk.com/hc/en-us

2 usfreguests/new
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Chapter 4: Program Rules

Overview

NERC will recognize CEHs for credential maintenance only from operator training topics and learning activities
listed in Appendix A and if providers have complied with the Credential Maintenance Program? rules. See the
One-Stop Shop (System Operators Certification and Credential Maintenance Program)!* for the Credential
Maintenace Program Administrative Manual and other references.

Learning Activities

Emergency Operations Training Topics

CEHs for emergency operations will be recognized for credential maintenance twice a year based on the
credential anniversary (i.e., during the 12-month period preceding the system operator’s credential
anniversary). CE courses can count as emergency operations courses if the training is related to emergency
preparedness, operational communications and situational awareness, analysis and troubleshooting, or
the response to any emergency as defined by NERC: Any abnormal system condition that requires
automatic or immediate manual action to prevent or limit the failure of transmission facilities or
generation supply that could adversely affect the reliability of the BES.

Other Training Topics

NERC will recognize CEHs for a particular course or learning activity—other than emergency operations
training—for credential maintenance once a year based on the credential anniversary (i.e., during the 12-
month period preceding the system operator’s credential anniversary).

Instructor Training

For instructors who are also certified system operators, NERC will recognize 1.0 CEH for each CEH of a
learning activity delivered toward the instructor’s system operator credential maintenance. Emergency
operations topics can be counted twice per year based on the credential anniversary (i.e., during the 12-
month period preceding the system operator’s credential anniversary).

Proof of Course Completion

A certified system operator is responsible for retaining appropriate documentation for proof of credential
maintenance. Documentation includes the following:

e The learning activity’s title and identification number
e The date(s) of the learning activity
e The number and type of CEHs

e The system operator’s NERC certificate number

Training providers shall retain comparable documentation. Electronic forms of documentation are acceptable.

Learning Activity Status Changes

NERC will grant CEHs for a course or learning activity approved for credential maintenance. If a system operator
attends an approved learning activity that is later revoked or expired, NERC will still recognize CEHs from that
activity while it was approved.

13 https://www.nerc.com/pa/Train/SysOpCert/Pages/default.aspx

14 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Chapter 3: Program Rules

Disputes between Certified System Operators and Providers

If there is a dispute between a provider and a certified system operator, the parties must resolve the dispute
without involvement from NERC. Additionally, it is the obligation of certified system operators to periodically
review their CEH records in the NERC SOCCED and maintain their own training records to provide proof of
achieving CEH requirements.

Fees

NERC uses fees for the ongoing expense to develop and maintain the certification program. The fees also cover
the expense of the management and administrative costs associated with the examination process and credential
maintenance. The PCGC periodically reviews and adjusts these fees. NERC posts these fees on the One-Stop Shop
(System Operators Certification and Credential Maintenance Program)® page.

Legal Name Changes
If a system operator changes their legal name, the system operator must submit a written request containing an
explanation of the circumstance and copies of the legal documentation of the name change to the following:

NERC Personnel Certification and Credential Maintenance Manager
3353 Peachtree Road NE, Suite 600, North Tower
Atlanta, GA 30326

Or submit a request*® via the SOCCED Help Center

15 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
16 https://soccedsupport.zendesk.com/hc/en-us/requests/new
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Chapter 5: Dispute Resolution (NERC Rules of Procedure)

Overview

Any dispute arising under the NERC agreement that established the NERC System Operator Certification Program
or from the establishment of any NERC rules, policies, or procedures that deal with any segment of the certification
process or as a result of disciplinary action shall be subject to the NERC System Operator Certification Dispute
Resolution Process. The Dispute Resolution Process is for the use of individuals who hold a NERC system operator
certification or individuals wishing to be certified to dispute the validity of the examination, the content of the
test, the content outlines, or the registration process.

Dispute Resolution Process
1. NERC System Operator Certification Program Staff

The first step in the process is for the person with a dispute to contact the NERC System Operator
Certification Program staff. This can be done by Submit a Request!’ via the SOCCED Help Center. This first
step can usually resolve the issue, and if it does, no further action is needed. If the issue is not resolved,
the issue can be brought to the PCGC Dispute Resolution Task Force.

1. Personnel Certification Governance Committee Dispute Resolution Task Force

If NERC staff did not resolve the issue to the satisfaction of the parties involved, a written request must
be submitted to the chairperson of the PCGC through NERC staff within 45 days of the conversation with
NERC staff explaining the issue(s) and requesting further action. Upon receipt of the letter, the PCGC
chairperson will present the request to the PCGC Dispute Resolution Task Force for action. This task force
consists of three current members of the PCGC. The PCGC Dispute Resolution Task Force will investigate
and consider the issue presented and make a decision. This decision will then be communicated to the
submitting party, the PCGC chairperson, and NERC staff within 45 calendar days of receipt of the request.

If a French-Canadian or Mexican party raises a dispute, the PCGC shall appoint a French-Canadian
interpreter or a Spanish interpreter as requested.

2. Personnel Certification Governance Committee

If the PCGC Dispute Resolution Task Force’s decision did not resolve the issue(s) to the satisfaction of the
parties involved, the final step in the process is for the issue(s) to be brought before the PCGC. Within 45
days of the date of the task force’s decision, the disputing party shall submit a written request to the PCGC
chairperson through NERC staff requesting that the issue(s) be brought before the PCGC for resolution.
The chairperson shall see that the necessary documents and related data are provided to the PCGC
members as soon as practical. The PCGC will then discuss the issue(s) and make their decision within 60
calendar days of the chairperson’s receipt of the request. The decision will be provided to the person
bringing the issue(s) and the NERC staff. The PCGC is the governing body of the certification program, and
its decision on all disputes is final.

Process Expenses
All individual expenses associated with the process, including salaries, meetings, and consultant fees shall be the
responsibility of the individual parties incurring the expense.

17 https://soccedsupport.zendesk.com/hc/en-us/requests/new
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Chapter 4: Dispute Resolution (NERC Rules of Procedure)

Decision Process

Robert’s Rules of Order shall be used as a standard of conduct for the process. A majority vote of the members
present will decide all issues. The vote will be taken in a closed session. No member of the PCGC may participate
in the dispute resolution process other than the party or a witness that has an interest in the particular matter.

A stipulation of invoking the appeals process is that the party requesting the appeal agrees that neither NERC (its
members, Board of Trustees, committees, subcommittees, and staff), any person assisting in the appeals process,
nor any company employing a person assisting in the appeals process, shall be liable, and they shall be held
harmless against the consequences of any action or inaction as well as harmless against any agreement reached
in resolution of the dispute or any failure to reach agreement as a result of the appeals proceeding. This “hold
harmless” clause® does not extend to matters constituting gross negligence, intentional misconduct, or a breach
of confidentiality.

18 NERC Rules of Procedure; Section 5.1
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Chapter 6: Disciplinary Actions (NERC Rules of Procedure)

Overview

This Disciplinary Action Procedure is necessary to protect the integrity of the system operator credentials. Should
an individual act in a manner that is inconsistent with expectations, this procedure describes the process to
investigate and take action necessary to protect the credential.

Grounds for Action

The following shall serve as grounds for disciplinary action:

e Willful violation and/or a gross violation of the NERC standards as determined by a NERC investigation

= Both the organization and the certified system operator are bound by the NERC Reliability Standards.
If a certified system operator, either in concert with the organization or on their own initiative,
performs a willful violation and/or a gross violation of the NERC standards the organization and the
certified system operator are both liable for those actions and disciplinary actions may be taken
against them.

e Willful negligence and/or a gross negligence in performing the duties of a certified system operator as
determined by a NERC investigation

e Intentional misrepresentation of information provided to NERC for a system operator certification exam
or to maintain a system operator credential using CEHs

e Intentional misrepresentation of identification in the exam process, including an individual identifying as
another person to obtain certification for the other person

e Any form of cheating during a certification exam that includes, but is not limited to, bringing unauthorized
reference material in the form of notes or other materials into the testing center

e A certified system operator’s admission to or conviction of any felony or misdemeanor directly related to
their duties as a system operator

e Creating a second account in SOCCED in order to register and pay for an exam under a different login
and/or account name in order to bypass the 42 day wait period between examinations

Hearing Process

Upon the report to NERC of a candidate’s or certified system operator’s alleged misconduct, the PCGC Credential
Review Task Force will convene for the determination of facts. An individual, government agency, or other
investigating authority may file a report. Unless the task force initially determines that the report of alleged
misconduct is without merit, the candidate or certified system operator will be given the right to receive notice
of the allegation. A hearing will be held and the charged candidate or certified system operator will be given an
opportunity to be heard and present further relevant information. The task force may seek out information from
other involved parties. The hearing will not be open to the public, but it will be open to the charged candidate or
the certified system operator and their representative. The task force will deliberate in a closed session, but the
task force cannot receive any evidence during the closed session that was not developed during the course of the
hearing.
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Task Force’s Decision

The task force’s decision will be unanimous and will be in writing with inclusion of the facts and reasons for the
decision. The task force’s written decision will be delivered to the PCGC (via email) and to the charged candidate
or the certified system operator. In the event that the task force is unable to reach a unanimous decision, the
matter shall be brought to the full committee for one of the following decisions:

e No Action: The allegation of misconduct was determined to be unsubstantiated or inconsequential to the
credential.

e Probation: NERC will send a letter to the offender specifying the length of probationary period (to be
determined by the PCGC).

= The Credential will remain valid during the probationary period.
= The probationary period does not affect the expiration date of the current certificate.

= During the probationary period, a subsequent offense of misconduct, as determined through the
same process described above, may be cause for more serious consequences.

e Revoke for Cause: NERC will send a letter to the offender specifying the length of the revocation period
(to be determined by the PCGC).

= Credential is no longer valid.
= Offender must successfully pass an exam to become recertified.
= An exam will not be authorized until the revocation period expires.

e Termination of Credential: NERC will send a letter to the offender specifying permanent revocation of
credential, and the offender will not be approved to sit for a future examination.

Credential Review Task Force

A Credential Review Task Force shall be comprised of three active members of the PCGC assigned by the
chairperson of the PCGC on an ad hoc basis. No one on the credential review task force may have an interest in
the particular matter. The task force will meet in a venue determined by the task force chairperson.

If a French-Canadian or Mexican party raises a dispute, the PCGC shall appoint a French-Canadian interpreter or a
Spanish interpreter as requested.

Appeal Process
The decision of the task force may be appealed using the NERC System Operator Certification Dispute Resolution
process (see Chapter 4:).
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Chapter 7: Glossary

GO1.

GO02.

GO03.

GO04.

GOs.

GO06.

GO07.

GO08.

GO09.

G10.

G11.

G12.

Continuing Education Hour (CEH): Based on 60 clock minutes and includes at least 50 minutes of
participation in a group or self-study learning activity that meets the criteria of the NERC Credential
Maintenance Program.

Continuing Education (CE) Provider: The individual or organization responsible for setting learning
objectives, developing the curriculum to achieve such objectives, offering a learning activity to
participants, and maintaining documentation required by these criteria. The term CE Provider may include
NERC, REs, operating and marketing entities, technical and industry societies and associations (whether
formal or informal), consultants, vendors, colleges, universities, and training companies as well as
employers who offer in-house learning activities.

Certification: An official recognition that indicates the recipient has passed a NERC exam or completed a
specified number of CEHs.

Credential: NERC designation that indicates the level of qualification achieved (i.e., Reliability Operator;
Balancing, Interchange, and Transmission Operator; Balancing and Interchange Operator; and
Transmission Operator).

Credential Maintenance: Meet NERC CEH requirements to maintain a valid NERC-issued system operator
credential.

Expired: A NERC certificate that has been suspended for more than 12 months. While in this state, a
certificate holder cannot perform any task that requires an operator to be NERC certified. The certificate
holder will be required to pass an exam to be certified again. Any CEHs accumulated prior to or during the
expiration period will not be counted toward certificate maintenance.

NERC-Approved Learning Activity: Training that maintains or improves professional competence and has
been approved by NERC for use in its Credential Maintenance Program.

Probation: A step in the disciplinary process during which the certificate is still valid. During the
probationary period, a subsequent offense of misconduct, as determined through the same process as
described above, may be cause for more serious consequences.

Revoke for Cause: A step in the disciplinary process during which the certificate is no longer valid and
requires successfully passing an exam to become certified. However, an exam will not be authorized until
the revocation period expires. CEHs earned before or during this revocation period will not be counted
for maintaining a credential.

Suspended: Certificate status due to an insufficient number of CEHs being submitted prior to the
expiration of a certificate. While in this state, a certificate holder cannot perform any task that requires
an operator to be NERC certified.

Termination of Credential: A step in the disciplinary process whereby a credential is permanently
revoked.

Type of CEHs: NERC-approved learning activity covering topics from Appendix A, NERC standards, and/or
simulations for which there is a minimum requirement for credential maintenance.
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Appendix A: Recognized Operator Training Topics

Courses that provide CEHs for the-purpeseofNERC Certification credential maintenance shat-be-based-en-must
relate to one or more specific recognized operator training topics, as they pertain to or -listed-below—Learning
objectives—must-specifically-support the BES reliability responsibilities of the system operator. and/orspecific
recoghized-operator-training-tepies—Refer to the NERC Credential Maintenance Program Administrative Manual
located on the One-Stop Shop?® for more information about proper learning activity development.

1. Basic Concepts
a. Basic ac/dc Electricity
i. Capacitance
ii. Inductance
iii. Impedance
iv. Real and reactive power
v. Electrical circuits
vi. Magnetism
b. Basic Power System Mathematic Concepts
i. Basic trigonometry
ii. Ratios
iii. Per unitvalues
iv. Pythagorean Theorem
v. Ohm’s Law
vi. Kirchhoff's Laws
c. Characteristics of the BES
i. Transmission lines
ii. Transformers
iii. Substations
iv. Power plants
v. Protection
vi. Introduction to power system operations and interconnected operations
vii. Frequency

viii. Emerging technologies/equipment

19 https://www.nerc.com/pa/Train/SysOpCert/Pages/SOOneStopShop.aspx
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Appendix A: Recognized Operator Training Topics

2. System Protection Principles

j.

Transmission lines
Transformers

Busses

Generators

Relays and protection schemes
Power system faults
Synchronizing equipment
Under-frequency load shedding
Under-voltage load shedding

Communication systems utilized

3. Interconnected Power System Operations

a.

b.

a.

b.

Voltage control

Frequency control

Power system stability

Facility outage both planned and unplanned
Energy accounting

Inadvertent energy

Time error control

Balancing of load and resources

Emergency Operations

Loss of generation resource(s)

Loss of transmission element(s)

Operating reserves

Contingency reserves

Line loading relief

Load shedding

Voltage and reactive flows during emergencies
Loss of EMS

Loss of primary control center
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Appendix A: Recognized Operator Training Topics

5. Power System Restoration

e.

Restoration philosophies
Facility restoration priorities
Blackstart restoration
Stability (angle and voltage)

Islanding and synchronizing

6. Market Operations

a. NAESB standards
b. Standards of conduct
c. Tariffs
d. OASIS applications (transmission reservations)
e. E-Tagapplication
f. Transaction scheduling
g. Market applications
h. Interchange
7. Tools
a. Supervisory Control and Data Acquisition (SCADA)
b. Automatic Generation Control (AGC) application
c. Power flow application
d. State estimator application
e. Contingency analysis application
f.  P-V Curves
g. Load forecasting application
h. Energy accounting application

j.

Voice and data communication systems

Demand-side management programs

8. System Operator Situational Awareness

a.
b.

[oN

Identifying loss of facilities
Recognizing loss of communication facilities

Recognizing telemetry problems
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Appendix A: Recognized Operator Training Topics

d. Recognizing and identifying contingency problems

e. Proper communications (three-part)

f.  Communication with appropriate entities, including the Reliability Coordinator
g. Cyber and physical security and threats

h. Reducing system operator errors through the use of human performance tools, such as self-
checking, peer checking, place keeping, and procedure use

9. Policies and Procedures

a. ISO/RTO operational and emergency policies and procedures

b. Regional operational and emergency policies and procedures

c. Company-specific operational and emergency policies and procedures
10. NERC Reliability Standards

Application and/or implementation of NERC Reliability Standards subject to current or future
enforcement

NERC | System Operator Certification Program Manual | February 2022
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Appendix B: Program Manual Changes

Table B.1: Program Manual Changes

Date Section Page Description Version

Examination Updated - Special Accommodations
Process 3,5

Added - Confidentiality of Exams

Deficits of CEHs

for Credential 9 Updated - Example and added SOCCED timezone.
Holders

1102/20243 41

Hardship Clause

(NERC Rules of Updated
Procedure

- How Hardship Request Form should be
11 | submitted.

Appendix A
Recognized 19 Updated - Appendix A Preamble

Operator Training
Topics 21 | 10.NERC Reliability Standards

See the Mapping Document for a detailed list of changes between the current and previous manual version.

02/2022 ‘ All ‘BoardApproved 4.0

See the Mapping Document for a detailed list of changes between the current and previous manual
version.

Certification

04/2020 Exams 2 Exam cut scores updated effective June 1, 2020 3.2
10/2019 Preface 1 Updated NERC map and REs 3.1
All Annual Review
Certification All
Examinations Added additional information to clarify how the EWG is
1 involved in the exam development process.

Added language to explain in more detail the exam
development process. Matched language with test center 3.0
09/2017 o

All | vendor. Rearranged paragraphs for clarification.

Added exam development process diagram.

Updated language for clarification. Reorganized paragraphs
Credential 2 for consistency.
Maintenance
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Appendix B: Program Manual Changes

Table B.1: Program Manual Changes

Date Section Page Description Version
All | Added Certification Process Diagram.

8
v Added non-discriminatory statement
Introduction
1 Updated Total Questions, Scored Questions, and Added
02/2017 Examinations Exam Cut Scores 3.0
Appendix A 112 Added overview statement for Appendix A Topics and
adjusted number 8 of the topics.
05/2016 All | Board Approved 3.0
All

Document reviewed to confirm accurate information.
3 Clarification of how 42-day wait period is calculated and 42-

2.1
03/2016 All day wait period required regardless of exam failed.
Reduction of renewal request timeframe to 6 months prior
7 to expiration.
Updated to reflect new exam vendor information. Also,
05/2014 All All | corrected certificate expiration date example to reflect 2.1
actual process.
NERC address change
Style and format changes throughout
02/2012 Al Eliminated detail instructions 2.0
4,
- 16-
Executive 23, | Review of content for consistency with current
08/2010 | Summary, Il and ' X 4 1.4
1 24, | requirements
and
25
11/2009 All All | Fee increase for exams and credential maintenance 13
10/2007 Il 15 | Category defined for carry-over CE hours. 1.3
08/2007 Al Al Updated instructions to include instructions for the new 13
database
General housekeeping and added a 45-day limit to Step 3 of
DRP. Added comment about waiting for official score when
03/2007 v 18 available before taking action on a dispute filed with the 1.2
PCGC chairman.
03/2007 [ 9 Remove certificate numbering convention 1.2
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Appendix B: Program Manual Changes

Table B.1: Program Manual Changes

Date Section Page Description Version
08/2006 1] 16 | Training providers retaining documentation 1
06/2006 All All | CEH to CE Hours 1.1
06/2006 land Il 4,17 | Fees 1.1
02/2006 All All | Program manual 1
05/2005 Al Al Ln;tlj: white paper expanded SOC program to include CE 0
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System Operator Certification Program Manual Mappinc

Document
Personnel Certification and Governance Committee

Purpose
The purpose of this document is to provide a method of tracking changes, provide a brief description of changes, and any other substantial

changes from the current version to the next version.

System Operator Certification Program Manual Revision History

V 4.0| February 2022 V 4.1| November 2023 Description

Chapter 1 Certification Examinations

Examination Process | Special Examination Process | Special Renamed section and updated language.

Accommodations for Disabilities Accommodations Requests Developed Special Accommodations

Request form.

Examination Process Examination Process | Confidentiality of Added Confidential of Exam Questions
Exam Questions paragraph.

Chapter 2 Credential Maintenance

RELIABILITY | RESILIENCE | SECURITY
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System Operator Certification Program Manual Revision History

V 4.0| February 2022 V 4.1| November 2023 Description

Deficits of CEHs for Credential Holders Deficits of CEHs for Credential Holders Added SOCCED maintains records in Eastern
Time.

Example: Updated example years and clock
time.

Chapter 3 Hardship Clause (NERC Rules of Procedure)

Chapter 3 — Hardship Clause (NERC Rules of Chapter 3 — Hardship Clause (NERC Rules of | Updated how Hardship Request Form
Procedure) Procedure) should be submitted.

Appendix A Recognized Operator Training Topics

Appendix A Recognized Operator Training Appendix A Recognized Operator Training Update preamble to specify number of
Topics Topics recognized training topics that must be
included in a course.
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Agenda Item 3b
Board of Trustees Meeting
February 15, 2024

Compliance and Certification Committee (CCC) Procedure - 012 Revisions

Action
Approve

Background

Compliance and Certification Committee (CCC) monitoring program procedure -012, titled CCC
Participation in NERC’s Audits of CMEP Program, governs how the CCC may observe audits of the
Regional Entities conducted pursuant to the NERC Rules of Procedure Appendix 4A (4A Audits).
These 4A Audits, last completed in 2022 by NERC Internal Audit, assess each Regional Entity’s
implementation of the Compliance Monitoring and Enforcement Program (CMEP). Under
Appendix 4A, a representative from the CCC may participate as an observer, at the discretion of
the CCC.

At its October 11, 2023 meeting, the CCC approved proposed revisions to this procedure.

Proposed Revisions to CCCPP-012

Based on the experiences of CCC members observing the 4A Audits completed in 2022, the CCC
determined that the following revisions clarify how the CCC participates as observers in 4A
Audits:

e CCC observers of 4A Audits must be CCC rostered members. This means that individuals
who participate in CCC activities but are not on the CCC roster are ineligible to represent
the CCC as observers of 4A Audits;

e CCC will work with Internal Audit to ensure observers are available for audit activities;
e The CCC added examples of pre-audit activities;

e The CCC's ERO Monitoring Subcommittee will receive updates on audits after NERC
Internal Audit has presented the reports to the Enterprise-Wide Risk Committee (EWRC);
and

e The CCC added several minor, non-substantive changes throughout the procedure.
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Introduction

NERC’s Internal Audit (1A) function scopes, coordinates, and performs audits of the Regional Entities (REs) Compliance
Monitoring and Enforcement Program (CMEP). IA’s goal is to provide reasonable assurance of RE adherence to the
requirements of the Regional Delegation Agreements (RDAs) and NERC’s Rules of Procedure (ROP). Per the ROP, IA
is required to perform the RE audits pursuant to Appendix 4A at least once every five years. The Appendix 4A audits
focus on the REs’ execution and effectiveness of the NERC CMEP.

This Compliance and Certification Committee (CCC) monitoring program procedure outlines how the CCC may
participate in Appendix 4A audits. Appendix 4A provides CCC representatives the ability to participate and observe
the audits at the CCC’s discretion. This participation fulfills the CCC’s role to monitor NERC's adherence to the ROP
and, by delegation, RE adherence to the ROP. CCC members observation of audits provides perspective and
opportunities to strengthen audit procedures designed to oversee adherence to the ROP. Furthermore, the
observation role facilitates CCC collaboration around audit procedure effectiveness by adding industry’s perspective
for consideration by NERC IA in their audit process. This procedure addresses the following:

e CCCinputinto IA’s engagement planning process;
e CCC participation in audits as an observer; and

e CCCinformation sharing concerning the status of audits, observations, and management actions to mitigate
audit observations and recommendations related to the CMEP, consistent with Appendix 4A.

Consistent with the ROP and CCCPP-009, CCC members participating in the 4A audits are expected to hold the entire
process in confidence, including all of the information provided, discussions held, and the draft report.

Section 1207 of NERC’s ROP does not contemplate a similar role for CCC members. |A, at its discretion, may request
CCC input when conducting oversight audits of RE performance. CCC input to such audits is beyond the scope of this
document.

NERC | CCC Participation in NERC’s Audits of CMEP Programs | Month XX, 2023
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Chapter 1: CCC Participation Process

CCC Member Participation in Audits

IA will present the Enterprise-wide Risk Committee (EWRC)-approved list of Appendix 4A audits from the annual audit
plan to the CCC at their fourth quarter meeting, and changes to the plan, if any, will be presented at subsequent
quarterly CCC meetings. Any CCC member can participate in any Appendix 4A audit as an observer provided, they
have met the following criteria:

CCC observer(s) must be rostered members of the CCC. Non-member CCC participants are ineligible.

CCC observer(s) must notify the CCC Chair regarding their request to participate in an audit at least 60 days
in advance of the audit.

The Chair of the CCC, or his or her designee, approves the CCC member’s participation using reasonable
discretion considering potential conflicts of interest and other requests for additional member participation.

Each CCC observer(s) must notify NERC of any potential conflicts of interest (COI) and will be subject to NERC’s
COl procedures in place at the time of the audit, which will include coordination with the REs and the ability
of NERC to request replacement of an observer who has a COI.

CCC observer(s) must complete an auditing overview program facilitated by NERC IA prior to participation.
NERC IA will maintain a record of attendance/completion.

Each CCC observer(s) must have an executed confidentiality agreement? on file with NERC.

An audit observer’s role will include the following activities related to the audit being observed:

The CCC observer(s) may participate in audit team pre- and post-audit activities and observe actual auditing
activities, including meetings with RE personnel in the areas that are subject to audit. Pre-audit activities
include, but are not limited to, planning kickoff, process understanding, and process walkthrough meetings.

The CCC observer(s) have the opportunity to provide questions, comments, and input to the auditor during
the course of the audit.

In accordance with Appendix 4A, the CCC observer(s) may have access to audit documents (as determined
by NERC) on the secure NERC site. Examples include, but are not limited to, the following:

=  Engagement risk assessments and pre-planning and planning questionnaires
=  Audit programs and testing conclusions

=  Audit reports (draft and final) and associated management action plans

If it becomes necessary for established schedules to change, the CCC observer(s) will coordinate with each
other and NERC Internal Audit to ensure that at least one CCC observer is present for each audit activity to
the greatest extent possible.

1 See CCCPP-009 Confidentiality Protocol.

NERC | CCC Participation in NERC’s Audits of CMEP Programs | Month XX, 2021
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Chapter 1: CCC Participation Process

Post-Audit Activities

IA will provide the ERO Monitoring Subcommittee (EROMS) with a report of all Appendix 4A audits upon completion,
after presentation to the NERC Board Enterprise-wide Risk Committee (EWRC). Reports will describe audit scope,
observations and recommendations, and management action and mitigation plans. The report will be in summary
form and not attribute any observations to any particular RE.

The RE will provide periodic updates (at least quarterly) to IA on the status of NERC and/or RE management action
plans/corrective action until completion. 1A will provide quarterly updates to the EROMS on the status of all NERC
and/or RE management action plans and corrective action until completion, including any extensions or repeat issues
consistent with practices governed by the IA follow-up process. If applicable, any EROMS concerns will be
communicated by EROMS to the CCCEC and IA. If applicable, at the prerogative of CCC leadership, any concerns will
be communicated by the CCC Chair to the EWRC.

Timeline of Recurring CCC 4A Audit Participation Touch Points

*Q1 CCC Meeting - IA will present the annual audit plan and/or changes to the current CMEP (Appendix 4A and ROP Section 400) audits to
EROMS.

*Q2 CCC Meeting - IA will present changes to the current CMEP (Appendix 4A and ROP Section 400) audit plan to EROMS, if any
¢ A provides summary report of CMEP audits to EROMS for completed audits, if any Ongoing
quarterly
updates
from IA to
EROMS

*Q3 CCC Meeting - IA will present changes to the current Appendix 4A audit plan to EROMS, if any
¢ A provides summary report of CMEP audits to EROMS for completed audits, if any

\\/ *Q4 CCC Meeting - IA will present BOT approved CMEP (Appendix 4A and ROP Section 400) plan to EROMS, and present changes to the
current audit plan, if any

¢ A provides summary report of CMEP audits to EROMS

NERC | CCC Participation in NERC’s Audits of CMEP Programs | Month XX, 2021
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Chapter 2: Data Retention and Confidentiality

Records Retention

CCC members, including those serving as audit observers, will not maintain or retain any records associated with the
activities outlined in this procedure. Upon completion of participation, each CCC observer will purge any documents
and records associated with the audit as advised by NERC. NERC will remove the CCC observer access to the dedicated
audit workspace on the NERC Extranet upon audit completion.

Confidentiality Management

NERC and the CCC observers will maintain confidentiality of all information designated as such in accordance with
Section 1500 of the ROP. Information deemed to be Critical Energy Infrastructure Information or Critical Electric
Infrastructure Information will be redacted from materials provided to the CCC observers.

NERC | CCC Participation in NERC’s Audits of CMEP Programs | Month XX, 2021
3



Chapter 3: Revision History

Date Version Number \ Comments

November 29, 2017 1.0 Approved by the Compliance and Certification Committee
February 8, 2018 Approved by NERC Board of Trustees

September 22, 2021 2.0 Revision approved by the Compliance and Certification Committee
November 4, 2021 Approved by the NERC Board of Trustees

Month XX, 2023 3.0 Revision approved by the Compliance and Certification Committee
Month XX, 2023 Approved by the NERC Board of Trustees
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Introduction

NERC’s Internal Audit (IA) function scopes, coordinates, and performs audits of the Regional Entities (REs) Compliance
Monitoring and Enforcement Program (CMEP). IA’s goal is to provide reasonable assurance of RE adherence to the
requirements of the Regional Delegation Agreements (RDAs) and NERC’s Rules of Procedure (ROP). Per the ROP, IA
is required to perform the RE audits pursuant to Appendix 4A at least once every five years. The Appendix 4A audits
focus on the REs’ execution and effectiveness of the NERC CMEP. ef-theNERC—Compliance—Meonitering—and
Enforcement Program{CMEP):

This Compliance and Certification Committee (CCC) monitoring program procedure outlines how the CCC may
participate in Appendix 4A audits. Appendix 4A provides CCC representatives the ability to participate and observe
the audits at the CCC’s discretion. This participation fulfills the CCC’s role to monitor NERC's adherence to the ROP
and, by delegation, RE adherence to the ROP. Fhe-CCC members observation of audits provides the-CCC—with
insightperspective and opportunities to strengthen inte—audit procedures designed to previde—overseeight—of
adherence to the ROP. ;andFurthermore, the observation role facilitates CCC collaboration te-ensure-thearound
audits-are procedure effectiveness by adding industry’s perspective for consideration by NERC IA in their audit te-the

planningand-executionphasesprocess. This procedure addresses the following:

e CCCinputinto IA’s engagement planning process;

e CCC participation in audits as an observer; and

e CCCitnformation sharing concerning the status of audits, observations, and management actions to mitigate
audit observations and recommendations related to the CMEP, consistent with Appendix 4A.

Consistent with the ROP and CCCPP-009, CCC members participating in the 4A audits are expected to hold the entire
process in confidence, eenfidential; including all of the information provided, discussions held, and the draft report.

Section 1207 of NERC’s ROP does not contemplate a Ne-similar €€&-role for CCC members. -iscontemplatedfortA’s
performance-ofSection1207audits— |A, at its discretion, may request CCC input when conducting oversight audits

of RE performance. CCC input to such audits is beyond the scope of this document.
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Chapter 1: CCC Participation Process

CCC Member Participation in Audits

IA will present the Enterprise-wide Risk Committee (EWRC)-approved list of Appendix 4A audits from the annual audit
plan to the CCC at their fourth quarter meeting, and changes to the plan, if any, will be presented at subsequent
quarterly CCC meetings. Any CCC member can participate in any Appendix 4A audit as an observer previdedprovided,
they have met the following criteria:

CCC observer(s) must be rostered -members of the CCC. Non-member CCC participants are ineligible.

CCC observer(s) must notify the CCC Chair regarding their request to participate in an audit at least 60 days
in advance of the audit.

The Chair of the CCC, or his or her designee, approves the CCC member’s participation using reasonable
discretion considering potential conflicts of interest and other requests for additional member participation.

Each CCC observer(s) must notify NERC of any potential conflicts of interest (COI) and will be subject to NERC’s
COl procedures in place at the time of the audit, which will include coordination with the REs and the ability
of NERC to request replacement of an observer who has a COI.

CCC observer(s) must complete an auditing overview program facilitated by NERC IA prior to participation.
NERC IA will maintain a record of attendance/completion.

Each CCC observer(s) must have an executed confidentiality agreement! on file with NERC.

An audit observer’s role will include the following activities related to the audit being observed:

The CCC observer(s) may participate in audit team pre- and post-audit activities and observe actual auditing
activities, including meetings with RE personnel in the areas that are subject to audit. Pre-audit activities
include, but are not limited to, planning kickoff, process understanding, and process walkthrough meetings.

The CCC observer(s) have the opportunity to provide questions, comments, and input to the auditor during
the course of the audit.

In accordance with Appendix 4A, the CCC observer(s) may have access to audit documents (as determined
by NERC) on the secure NERC site. Examples include, but are not limited to, the following:

= Engagement risk assessments and pre-planning and planning questionnaires
= Audit programs and testing conclusions

= Audit reports (draft and final) and associated management action plans
If it becomes necessary for established schedules to change, the CCC observer(s) will coordinate with each

other and NERC Internal Audit to ensure that at least one CCC observer is present for each audit activity to
the greatest extent possible.

! See CCCPP-009 Confidentiality Protocol.
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Chapter 1: CCC Participation Process

Post-Audit Activities

IA will provide the ERO Monitoring Subcommittee (EROMS) with a report of all Appendix 4A audits upon completion,
after presentation to the NERC Board Enterprise-wide Risk Committee (EWRC). Reports will describe audit scope,
observations and recommendations, and management action and mitigation plans. The report will be in summary
form and not attribute any observations to any particular RE.

The RE will provide periodic updates (at least quarterly) to IA on the status of NERC and/or RE management action
plans/corrective action until completion. IA will provide quarterly updates to the EROMS on the status of all NERC
and/or RE management action plans and corrective action until completion, including any extensions or repeat issues
consistent with practices governed by the IA follow-up process. If applicable, any EROMS concerns will be
communicated by EROMS to the CCCEC and IA._If applicable, at the prerogative of CCC leadership, any concerns will
be communicated by the CCC Chair to the EWRC.

Timeline of Recurring CCC 4A Audit Participation Touch Points

*Q1 CCC Meeting - IA will present the annual audit plan and/or changes to the current CMEP (Appendix 4A and ROP Section 400) audits to
EROMS.

*Q2 CCC Meeting - IA will present changes to the current CMEP (Appendix 4A and ROP Section 400) audit plan to EROMS, if any
¢|A provides summary report of CMEP audits to EROMS for completed audits, if any Ongoing

quarterly
updates

from IA to
EROMS

*Q3 CCC Meeting - IA will present changes to the current Appendix 4A audit plan to EROMS, if any
¢|A provides summary report of CMEP audits to EROMS for completed audits, if any

*Q4 CCC Meeting - IA will present BOT approved CMEP (Appendix 4A and ROP Section 400) plan to EROMS, and present changes to the
current audit plan, if any
¢|A provides summary report of CMEP audits to EROMS

<

NERC | CCC Participation in NERC’s Audits of CMEP Programs | Month XX, 2021
2



Chapter 2: Data Retention and Confidentiality

Records Retention

CCC members, including those serving as audit observers, will not Neitherthe- CCCroritsauditobserverswilkmaintain
or retain any records associated with the activities outlined in this procedure. Upon completion of participation, each
CCC observer will purge any documents and records associated with the audit as advised by NERC. NERC will remove
the CCC observer access to the dedicated audit workspace on the NERC Extranet upon audit completion.

Confidentiality Management

NERC and the CCC observers will maintain confidentiality of all Cenfidential-rfermatieninformation designated as
such in accordance with Section 1500 of the ROP. Information deemed to be Critical Energy Infrastructure
Information or Critical Electric Infrastructure Information will be redacted from materials provided to the CCC
observers.
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Chapter 3: Revision History

Date Version Number Comments

November 29, 2017 1.0 Approved by the Compliance and Certification Committee
February 8, 2018 Approved by NERC Board of Trustees

September 22, 2021 2.0 Revision approved by the Compliance and Certification Committee
November 4, 2021 Approved by the NERC Board of Trustees

Month XX, 2023 3.0 Revision approved by the Compliance and Certification Committee

Month XX, 2023

Approved by the NERC Board of Trustees
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Agenda Item 7a
Board of Trustees Meeting
February 14, 2024

Personnel Certification Governance Committee (PCGC) Board Report

Action
Approve the PCGC 2024 Work Plan, and receive information regarding recent activities.

Background

The PCGC fourth quarter meeting was held in-person on October 31, 2023 — November 1,
2023 in Atlanta, GA. During the fourth quarter meeting, the PCGC and Credential
Maintenance Working Group (CMWG) discussed the call with the Federal Energy
Regulatory Commission (FERC) regarding the proposed program changes.

Summary
Program Changes — FERC is discussing the program changes related to the key findings
below. FERC, PCGC, CMWG leadership, and NERC will have further discussions.

Report Key Findings

e Anindividual’s performance peaks and declines over the course of their work life.
e Knowledge and skill retention is improved when refresher training is spaced across time.

e ltisvalid to establish equivalency between different types of educational activities for the
purposes of recertification.

e Anincrease in the quality of learning activities can offset a decrease in the total (contact)
hours without impacting the achievement of knowledge or skill objectives.

e A portion of credential maintenance activities should be practice-based and designed to
strengthen and assess proficiency.

e Many credential holders are over-credentialed due to the perception that the Reliability
Operator (RC) credential is of a higher quality and allows both the credential holder and
the employer greater flexibility.

e Stakeholders (both credential holders and managers) prefer continuing education that
provides opportunities for professional development, specifically the growth of
knowledge and skills.
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Introduction

The purpose of this 2024 Work Plan is to identify the anticipated activities and deliverables of the NERC Personnel
Certification Governance Committee (PCGC). The plan is based on the responsibilities assigned to the PCGC by the
NERC Board of Trustees for oversight of the policies and processes used to implement and maintain the integrity and
independence of NERC’s System Operator Certification (SOC) Program. Tasks have been identified by the PCGC that
are required to fulfill these responsibilities. Additionally, the PCGC identified projects and deliverables that will
further support the goals of the ERO Enterprise Operating Plan and the ERO Enterprise Long-term Strategy.
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Background

The PCGCis a Board-appointed stakeholder committee that serves and reports directly to the NERC Board of Trustees.
In accordance with the NERC by-laws, the purpose of the PCGC is to provide oversight to the policies and processes
used to implement and maintain the integrity and independence of NERC’s SOC Program. The governance authority
and structure of the PCGC is to be implemented and maintained so that policies and procedures are established to
protect against undue influence that could compromise the integrity of the process for the SOC.

The PCGC reports directly to the NERC Board of Trustees and the NERC president and CEO regarding governance and
administration of the SOC Program.

The PCGC has autonomy in all operational processes for the SOC Program, including the following:

Policies and procedures of the SOC Program, including eligibility requirements and application processing
Requirements for personnel certification, maintaining certification, and recertification

Examination content, development, and administration

Examination cut score

Grievance and disciplinary processes

Governing body and subgroup meeting rules, including the agenda, the frequency of meetings, and related
procedures

Subgroup appointments and work assignments
Publications about personnel certification and recertification

Setting fees for applications to become certified, receiving applications for maintaining certification, and
administrating all other services provided as a part of the personnel certification and recertificationactivities

Program funding, spending, and budgeting authority

Financial matters related to the operation of the program that are segregated from other NERC activities

NERC | Personnel Certification Governance Committee 2024 Work Plan | February 2024
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Strategic Planning and Ongoing Efforts

The PCGC, in coordination with the Credential Maintenance Working Group (CMWG) and Exam Working Group
(EWG), develops annual projects to address the SOC Program needs. Below are the five projects planned for 2023.

Project 1: Implement recommendations for NERC Certified System
Operator Credentials - Ongoing

The Credential Maintence Research Project, led by EPRI, provided 19 program and administrative
recommendations for the System Operator certification and credential maintenance programs to the PCGC and
CMWoG in August 2022.

The CMRPTF has reviewed evidence and has proposed a path forward for potential changes to the existing NERC
Certified System Operator (NCSO) certification and Credential Maintenance programs.

The PCGC and CMWG, pending FERC approval, will develop implementation plans and begin the process for
implementing the proposed changes.

Project 2: SOCCED Enhancements - Ongoing
The PCGC, CMWG, and NERC staff will continue to work on enhancements to System Operator Certification and
Continuing Education Database (SOCCED) for the provider, candidate, and NERC staff administration.

The PCGC, CMWG, and NERC staff will work to further enhance and develop the SOCCED database while maintaining
an accurate system of records with an additional focus to gain efficiencies in the administration of the NERC SOC
Program, which includes system operator certification and credential maintenance,

The SOCCED Enhancement Project is ongoing by the PCGC in order to target specific areas within SOCCED for
improvement.

Project 3: Exam Item Bank Maintenance - Ongoing

The PCGC continues to collaboration with the Exam Working Group and psychometric consultant to keep the SOC
Exam Item Bank current. The EWG will continue the review process on the SOC Exam Item Bank and its relevance for
the validity of exams implemented using linear-on-the-fly testing. Having a current and relevant item bank keeps a
high trust in the certification process and individual examinee challenges low.

The Exam Item Bank maintenance is an ongoing project by the PCGC to keep the SOC Exam Item Bank current and
relevant for the validity of exams implemented with linear-on-the-fly testing.

The Exam Working Group and the psychometric consultant vendor should complete a job task analysis every three
years.

Project 4: Exam Program - New

NERC staff will identify the requirements for System Operator scheduling and exam program in North America.

The PCGC and NERC staff will ensure Canadian candidates have the same ability to test as candidates within the
continental United States. The PCGC and NERC staff’s monitoring will reduce risks on having to implement stand-up
centers and/or cause undue burden on Canadian candidates.
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Board of Trustees Meeting
February 15, 2024

2024-2026 Standards Committee Strategic Work Plan

Action
Approve the Standards Committee 2024-2026 Work Plan, and receive information regarding
recent activities.

Background

Attached is the Standards Committee (SC) 2024 -2026 Work Plan for Board of Trustees
consideration and approval. Also, included is the Standards Committee Quarterly Report
highlighting activities over the last quarter.
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2024-2026 Standards Committee
Strategic Work Plan

Introduction
The Standards Committee (SC) Strategic Work Plan (Plan) focuses SC actions on overseeing Stan

development activities, including:

e Addressing emerging risks using input from various sources, including the Reliability and Security
Technical Committee (RSTC) and the Reliability Issues Steering Committee (RISC)

e Prioritizing standards development activities
e Supporting process improvements to enhance agility and effectiveness

e Addressing Federal Energy Regulatory Commission (FERC) directives

Emerging Risks
Through input by a NERC technical committee, the RISC, or a governmental authority (such as FERC), the
SC authorizes the development of new or revised standards to mitigate emergent risks, as appropriate.

Vision, Mission, and Guiding Principles

Vision

A comprehensive body of results-based Reliability Standards focused on minimizing risk to the North
American bulk power system (BPS).

Mission

The SCis a ballot body elected stakeholder Committee serving and reporting directly to the NERC Board of
Trustees (Board). The SC partners with NERC staff to manage and oversee development of a
comprehensive set of results-based Reliability Standards prioritized and focused on risk to the bulk power
system while maintaining attributes of due process, openness, and balance of interests.

Guiding Principles

e Promote and implement a collaborative working environment with other NERC Standing
Committees, NERC Standards staff, stakeholders, and standard drafting teams.

e Execute the Standards development process openly and inclusively for effective and efficient use
of NERC and industry resources.

¢ Promote and take a leadership role on consensus-building activities.

Work Plan
Consistent with the 2023-2025 Reliability Standards Development Plan (RSDP), this Plan recognizes the
transition of the Standard development process to primarily address a small number of FERC directives,

RELIABILITY | RESILIENCE | SECURITY
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emerging risks, and process improvements. The details of the goals and objectives for 2024-2026 appear
in the RSDP.

Focus Area: Process Improvement
To promote continuous improvement, existing processes must be periodically reviewed. In support of the
vision, mission, and guiding principles above, the SC will undertake certain actions.

Monitor Implementation of Board Recommended Enhancements to the Reliability
Standards Development Process from the Stakeholder Engagement Group
e The SC Chair and Vice Chair led an initiative in 2023 to implement the Board recommendations
specific to the SC to enhance the standards development process. Implementation of these
recommendations, requiring SC coordination with NERC Staff, other standing committees, and
the Standing Committee Coordinating Group (SCCG), is complete. The SC leadership will
monitor the effective deployment of the recommendations.

Standards Grading

e In 2023 the SC and the Compliance and Certification Committee convened a joint task force to
evaluate the existing Standards Grading process, identify opportunities, and provide
recommendations for improvement. This review occurred in lieu of the annual Standards
Grading exercise. The task force's work is still ongoing and will reconvene in early 2024.

Focus Area: Risk Mitigation
To develop a comprehensive body of risk and results-based Reliability Standards, the SC will focus on the

activities below:

Standards Development Prioritization

e In support of the recommendations of the Stakeholder Engagement Group, the SC will partner
with NERC Staff and consult with the SCCG to prioritize standards development projects based
on reliability risk effectively.

Risk Framework

e Continue to execute and build on the role of the SC in the NERC Risk Mitigation Framework,
which includes active participation in the SCCG identified opportunities for feedback loops.

Focus Area: Standards Quality

The Reliability Standards should be clearly written, effective in mitigating risk to the BPS, and not
unnecessarily administratively burdensome. To ensure the highest quality body of Standards, the SC will
focus on the following:

FERC Directives

e Asdetailed in the 2024-2026 Reliability Standards Development Plan, there are eleven
outstanding FERC directives being resolved through the Development process. The SC will

2024-2026 Standards Strategic Work Plan 2
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continue to monitor progress and support final resolution of these directives, as well as any
future work related to directives.

Periodic Reviews

e The Project Management and Oversight Subcommittee (PMOS) and NERC staff will identify and
schedule Periodic Reviews for SC endorsement. The PMOS will use the most recent Standards
Grading results to prioritize/schedule by the end of first quarter 2023.

Transition of Guidelines and Technical Basis to Technical Rationale

® The SC will continue to review Guidelines and Technical Basis documents for transition to
Technical Rationale documents while moving compliance examples to Implementation
Guidance.

2024-2026 Standards Strategic Work Plan 3
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Preface

Electricity is a key component of the fabric of modern society, and the Electric Reliability Organization (ERO)
Enterprise serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of NERC and the six
Regional Entities, is a highly reliable, resilient, and secure North American bulk power system (BPS). Our mission is to
assure the effective and efficient reduction of risks to the reliability and security of the grid.

Reliability | Resilience | Security
Because nearly 400 million citizens in North America are counting on us

The North American BPS is made up of six Regional Entities, as shown on the map and in the corresponding table
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while
associated Transmission Owners/Operators participate in another.

MRO Midwest Reliability Organization
NPCC Northeast Power Coordinating Council
RF ReliabilityFirst

SERC SERC Reliability Corporation

Texas RE | Texas Reliability Entity

WECC WECC

BOT | Reliability Standards Quarterly Status Report | February 2024
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Chapter 1: Standards Development Forecast

Board Forecast for Standard Projects in Active Development

The following projections reflect anticipated Board of Trustees (Board) adoption dates for continent-wide Reliability
Standards.
February 2024 or after
e Project 2016- 02: Modifications to CIP Standards (virtualization)
e Project 2017-01: Modifications to BAL-003-1.1 (phase 2)
e Project 2019-04: Modifications to PRC-005-6
e Project 2020-02: Modifications to PRC-024 (Generator Ride-through)
e Project 2020-06 Verifications of Models and Data for Generators
e Project 2021-01 Modifications to MOD-025 and PRC-019
e Project 2021-02 Modifications to VAR-002
e Project 2021-03 CIP-002 Transmission Owner Control Centers
e Project 2021-04 Modifications to PRC-002-2
e Project 2021-08 Modifications to FAC-008
e Project 2022-02 Modifications to TPL-001-5.1 and MOD-032-1
e Project 2022-03 Energy Assurance with Energy-Constrained Resources
e Project 2022-04 EMT Modeling
e Project 2022-05 Modifications to CIP-008 Reporting Threshold
e 2023-01 EOP-004 IBR Event Reporting
e 2023-02 Performance of IBRs
e 2023-04 Modifications to CIP-003
e 2023-05 Modifications to FAC-001 and FAC-002
e 2023-06 CIP-014 Risk Assessment Refinement
e 2023-07 Transmission System Planning Performance Requirements for Extreme Weather

e 2023-08 Modifications of MOD-031 Demand and Energy Data

Projects with Regulatory Directives

Table 1 below lists the current projects with regulatory directives. As of December 31, 2023, eleven standards-related
directives must be resolved through standards development activities (not including non-standards related
directives).!

1 An eleventh directive requires NERC to file quarterly updates in the project schedules for Project 2016-02 Modifications to CIP Standards and
Project 2019-02 BES Cyber System Information Access Management.
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Table 1: Projects with Regulatory Directives

Regulatory Regulatory
Project Directives Deadline
Project 2021-07 Extreme Cold Weather Grid Operations, Preparedness, 2 February 16,
and Coordination 2024
Project 2023-03 Internal Network Security Monitoring (INSM) 1 July 9, 2024
Project [# TBD] Modification of TPL-001-5.1 — Transmission System 1 December 23,
Planning Performance Requirements 2024
FERC Order 901 (IBR/DER Projects) 62 November 2024,
2025, 2026

Trend in Number of Reliability Requirements
As NERC Reliability Standards continue to mature, NERC analyzes the trend in the total number of requirements in
the United States since 2007 when Reliability Standards became enforceable.

The US Effective Date Status/Functional Applicability® spreadsheet was used to analyze the number of requirements
based on the U.S. Effective Date for each requirement shown in the charts below. Figure 1 displays the Trend in
Number of Requirements for Continent-Wide standards, while Figure 2 displays Regional Reliability Standards.*
Standards with variances were not included in the requirement count. Projections from projects that include
standards currently under development, board adopted standards and board approved retirements are also included
in the total number of requirements based on their projected effective or inactive date.®

The trend for the total number of requirements indicates a constant flat trend line for the last four years, with a
significant decline from 2017 to 2021 for Continent-wide standards and a significant decline in the total number of
requirements from 2019 to 2021 for Regional Reliability Standards. Figure 1 indicates 445 continent-wide
requirements; Figure 2 indicates 70 Regional Reliability standards forecast for 2027

2 Within these six categories of directives, NERC is required to address multiple issues that may span multiple standards development projects.
3 Available from the Standards section of the NERC website: http://www.nerc.com/pa/Stand/Pages/default.aspx

4 Charts were developed using Q1 2023 data.

5 These projects include the following: Project 2019-06 (EOP-011-2, IRO-010-4, TOP-003-5), Project 2015-10 (TPL-001-5.1)
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Trend for Number of Requirements
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Figure 2: Trend for Number of Requirements for Regional Reliability Standards
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Chapter 2: Regulator Update

FERC
Docket
No.

RM13-11-000

NERC FILINGS
October 1, 2023 — December 31, 2023

Filing Description

2023 Frequency Response Annual Analysis Report

NERC submitted its 2023 Frequency Response Annual Analysis report for the
administration and support of Reliability Standard BAL-003-2 - Frequency Response
and Frequency Bias Setting.

FERC
Submittal
Date

10/16/2023

RD24-1-000

Petition for Approval of Proposed Reliability Standards EOP-011-4 and TOP-002-5 and
Request for Expedited Action.

NERC submitted a Petition for Approval of Proposed Reliability Standards EOP-011-4
and TOP-002-5 and request for expedited action.

10/30/2023

RD23-5-000

Amended Petition for Approval of Proposed Reliability Standard PRC-023-6

As directed by the October 10, 2023 letter order requesting additional information,
NERC submitted an amended petition for approval of proposed Reliability Standard
PRC-023-6.

11/3/2023

RD22-4-001

Inverter Based Resources Work Plan Progress Update

NERC submitted a progress update on its Inverter Based Resources Work Plan as
directed by FERC in its November 17, 2022 Order.

11/14/2023

RM19-20-000

Joint Compliance Filing of NERC and WECC

NERC and WECC submitted a Compliance Filing regarding regional Reliability
Standard BAL-002-WECC-3 as directed by FERC Order No. 876. Attachment 2 can be
found here.

12/15/2023

RMO05-17-000;
RMO05-25-000;
RMO06-16-000

2024-2026 Reliability Standards Development Plan

NERC submitted its Reliability Standards Development Plan (RSDP) for 2024-2026.
This informational filing provides a status update on active development projects
and a forecast of future work to be undertaken by NERC and its stakeholders
throughout the upcoming year.

12/15/2023

RD24-2-000

Joint Petition for Approval of Proposed Regional Reliability Standard VAR-
501-WECC-4

NERC and WECC submitted a Joint Petition for Approval of Proposed Regional
Reliability Standard VAR-501-WECC-4.

12/15/2023

BOT | Reliability Standards Quarterly Status Report | February 2024
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https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/2024-2026%20RSDP%20FERC%20Filing.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/2024-2026%20RSDP%20FERC%20Filing.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/NERC%20and%20WECC%20Joint%20Petition%20on%20VAR-501-WECC-4_final.pdf
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/NERC%20and%20WECC%20Joint%20Petition%20on%20VAR-501-WECC-4_final.pdf
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RD20-2-000 | CIP SDT Schedule December Update Informational Filing 12/15/2023

NERC submitted an informational filing as directed by FERC in its February 20, 2020
Order. This filing contains a status update on one standard development project
relating to the CIP Reliability Standards.
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FERC ISSUANCES
October 1, 2023 — December 31, 2023

Asde Issuance Description AEME I RliE:
Date

Docket No.

RD23-5-000 | RFl on PRC-023-6 10/10/2023

FERC issued a request for information seeking additional
information to process NERC's March 2, 2023 petition requesting
approval of proposed Reliability Standard PRC-023-6. The
response was due within 30 days of the order.

RM22-12-000 | Order No. 901 - Final Rule Reliability Standards to Address Inverter- 10/19/2023
Based Resources

FERC issued its Final Rule directing NERC to develop new or
modified Reliability Standards that address reliability gaps related
to inverter-based resources in data sharing, model validation,
planning and operational studies, and performance
requirements. FERC also directs NERC submit an informational
filing within 90 days on how NERC will develop standards to
address these topic areas.

RM19-17-001 | Order No. 902 - Final Rule to Retire the MOD A Reliability 10/26/2023
Standards and Requirements

FERC issued a Final Rule approving NERC’s request to retire the
MOD A Reliability Standards and requirements.

RD23-6-000 | Order Approving Reliability Standards IRO-010-5 and TOP-003-6.1 11/2/2023

FERCissued a letter order approving Reliability Standards IRO-010-
5 and TOP-003-6.1.

RR23-4-000 | Order Approving Standards ROP Revisions 11/28/2023

FERC issued an Order Approving Revisions to the NERC Rules of
Procedure (ROP) Regarding Reliability Standards Development.
The order also directs a compliance filing within 18 months.

RR23-1-000 | Order Approving Revised Texas Reliability RSDP 12/1/2023

FERC issued an Order approving the revised Texas Reliability
Entity Regional Reliability Standards Development Process
(RSDP).

BOT | Reliability Standards Quarterly Status Report | February 2024
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Chapter 3: Standards Committee Report

Summary
This report highlights some of the key activities of the Standards Committee (SC) during the fourth quarter of 2023.

At its October meeting, the SC:

Endorsed 2024-2026 Reliability Development Plan.

Accepted the revised Project 2023-02 Performance of Inverter-Based Resources (IBRs) standard
authorization request (SAR) with the modification that the SAR title reverts to the original title and to
authorize drafting revisions to the Reliability Standard identified in the SAR.

Authorized initial posting for Project 2023-04 of proposed Reliability Standard CIP-003-A and the associated
Implementation Plan for a 45-day formal comment period, with ballot pool formed in the first 30 days and
parallel initial ballots and non-binding polls on the Violation Risk Factors (VRFs) and Violation Severity Levels
(VSLs), conducted during the last 10 days of the comment period and to authorize the solicitation of
additional drafting team (DT) members.

Appointed chair, vice chair, and members to the Project 2023-06 CIP-014 Risk Assessment Refinement DT, as
recommended by NERC staff.

Appointed chair, vice chair, and members to the Project 2023-07 Modifications to TPL-001-5.1 Transmission
System Planning Performance Requirements for Extreme Weather DT, as recommended by NERC staff.

At its November meeting, the SC:

Deferred consideration of the Transmission Planning Energy Scenarios SAR to the December 2023 SC
meeting.

Authorized initial positing for Project 2020-06 Verification of Models and Data for Generators of proposed
definitions for IBR and IBR Unit that would be included in the Glossary of Terms for a 45-day formal comment
period, with ballot pools formed in the first 30 days.

Authorized drafting of new or modified Reliability Standard(s) as identified in the Project 2023-07
Transmission System Planning Performance Requirements for Extreme Weather SAR.

At its December meeting, the SC:

Approved the 2024 — 2026 Standards Committee Strategic Work Plan.
Approved 2024-2025 Term Elections.

Accepted the Risk Management for Third-Party Cloud Services SAR, authorized the posting of the SAR for a
30-day formal comment period, and authorized solicitation of the DT members.

Accepted the Transmission Planning Energy Scenarios SAR submitted by NERC and the Regional Entities
representing each interconnection, authorized posting of the SAR for a 30-day formal comment period; and
authorized solicitation of the DT members.

Appointed chair, vice chair, and members to the Project 2023-05 Modifications to FAC-001 and FAC-002 DT,
as recommended by NERC staff.

Appointed additional members to the Project 2021-03 CIP-002 SDT, as recommended by NERC staff.

Approved waiver of provisions for Project 2020-02 Modifications to PRC-024 (Generator Ride-through):

BOT | Reliability Standards Quarterly Status Report | February 2024
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= |nitial formal comment and ballot period reduced from 45 calendar days to as few as 25 calendar days,
with ballot pools formed in the first 10 days and initial ballot and non-binding poll of VRFs and VSLs
conducted during the last 10 days of the comment period.

= Additional formal comment and ballot period(s) reduced from 45 calendar days to as few as 15 calendar
days, with ballot conducted during the last 10 days of the comment period.

=  Final ballot reduced from 10 calendar days to as few as five calendar days.

Approved waiver of provisions for Project 2023-02 Analysis and Mitigation of BES Inverter-Based Resources
Performance:

= |nitial formal comment and ballot period reduced from 45 calendar days to as few as 25 calendar days,
with ballot pools formed in the first 10 days and initial ballot and non-binding poll of VRFs and VSLs
conducted during the last 10 days of the comment period.

= Additional formal comment and ballot period(s) reduced from 45 calendar days to as few as 15 calendar
days, with ballot conducted during the last 10 days of the comment period.

=  Final ballot reduced from 10 calendar days to as few as five calendar days.

Approved waiver of provisions for Project 2021-04 Modifications to Disturbance Monitoring and Reporting
Requirements:

= Additional formal comment and ballot period(s) reduced from 45 calendar days to as few as 15 calendar
days, with ballot conducted during the last 10 days of the comment period.

=  Final ballot reduced from 10 calendar days to as few as five calendar days.

Approved waiver of provisions for Project 2023-07 Transmission System Planning Performance Requirements
for Extreme Weather:

= |nitial formal comment and ballot period reduced from 45 calendar days to as few as 25 calendar days,
with ballot pools formed in the first 10 days and initial ballot and non-binding poll of VRFs and VSLs
conducted during the last 10 days of the comment period.

= Additional formal comment and ballot period(s) reduced from 45 calendar days to as few as 15 calendar
days, with ballot conducted during the last 10 days of the comment period.

=  Final ballot reduced from 10 calendar days to as few as five calendar days.

Approved waiver of provisions for Project 2021-07 Extreme Cold Weather Grid Operations, Preparedness,
and Coordination:

= Additional formal comment and ballot period(s) reduced from 45 calendar days to as few as 10 calendar
days, with ballot conducted during the last five days of the comment period.

Authorized initial posting of proposed Reliability Standard CIP-007-X and the associated Implementation Plan
for a 35-day formal comment period, with a ballot pool formed in the first 20 days and parallel initial ballots
and non-binding polls on the VRFs and VSLs conducted during the last 10 days of the comment period.

Approved revisions to the SC charter for submission to the NERC Board of Trustees.

BOT | Reliability Standards Quarterly Status Report | February 2024
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Agenda ltem 7c¢
Board of Trustees Meeting
February 15, 2024

Compliance and Certification Committee (CCC) Board Report

Action
Approve the CCC 2024 Work Plan, and receive information regarding recent activities.

Summary
The CCC held its Q4 meeting at the offices of Arizona Public Service in Phoenix, Arizona on

October 10-12. In addition to the regular CCC business, the CCC held discussions regarding
residual risk and the Align tool.

The CCC met via WebEx on December 7, 2023 to approve the 2024 CCC Work Plan. The Work
Plan provides an overview of the critical activities and deliverables in 2024. It is also designed to
be flexible enough to incorporate other assignments or responsibilities that may emerge during
the year. The Work Plan is attached for final approval.

The CCC continues to actively participate in the Align Users Group, and this ongoing exchange
continues to foster a productive dialogue that is enhancing the value of the Align tool. We
appreciate the additional outreach efforts by NERC to solicit additional feedback from industry
on a quarterly basis, an approach the CCC supports. The initial quarterly meeting provided
feedback on the following topic areas:

e Enforcement & Mitigation

e Periodic Data Submittals, Self-Certification, Technical Feasibility Exceptions
e Scheduling, Audits, Spot Checks

e Inherent Risk Assessments and Compliance Oversight Plans

The CCC has begun planning on the 2023 Stakeholder Perceptions Report. The report will be
presented to the Enterprise-Wide Risk Committee at its Q2 2024 meeting.

The CCC met virtually on January 23-25. 2024. Key areas of interest include but are not limited
to updates related to changes to the registration criteria associated with inverter-based
resources as well as a Focused Discussion on the impact that recent directives related to
standards will have on the NERC Compliance Monitoring and Enforcement Program.
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Introduction

The purpose of this Work Plan is to identify the anticipated activities and deliverables of the NERC Compliance and
Certification Committee (CCC) for 2024. The plan is based on the responsibilities assigned to the CCC by the NERC
Board of Trustees (Board) for programs across the ERO Enterprise and tasks identified by the CCC that are required
to fulfill these responsibilities.

The Committee, as prescribed by January 2007 FERC Compliance order, upheld in the June 7, 2007 FERC Order’s Key
Provision 8, and enumerated in the NERC Rules of Procedure (ROP), regularly assesses NERC’s adherence to the
ROP for several of its programs as part of the Committee’s ongoing work. As an industry committee independent
of these programs, members are able to provide support and guidance relative to NERC's Compliance Monitoring
and Enforcement Program (CMEP), Organization Registration and Certification Programs (ORCP), and Reliability
Standards development. In 2024, the CCC will continue to work with policymakers and stakeholders to further refine
the maturing and ongoing role for the CCC with respect to the ERO’s adherence to its processes, procedures, and
statutory obligations.

Many of the CCC projects and deliverables included in this Work Plan are intended to support the goals of the ERO
Enterprise Operating Plan and the ERO Enterprise Long-term Strategy.

In addition, the CCC will support the ERO vision to address and prioritize emerging risks to reliability and security
through active participation in the NERC Standing Committee Coordination Group (SCCG) and as a feedback loop in
the ERO Enterprise Framework to Address Known and Emerging Reliability and Security Risks.

The CCC subcommittees and any subgroups established perform certain assigned tasks on behalf of and under the
supervision of the CCC. In collaboration with ERO Enterprise Management, the CCC delegates responsibilities to the
following subcommittees for projects and activities:

e Organization Registration and Certification Subcommittee (ORCS)
e ERO Monitoring Subcommittee (EROMS)

e CCC Nominating Subcommittee (NS)

The following pages represent an outline of the work plan deliverables and detailed project information.

NERC | Compliance and Certification Committee 2022 Work Plan | Board Approval: February 15, 2024
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Vision, Mission and Guiding Principles

Vision
Effective risk-based CMEP and ORCP implemented in a consistent manner that enable the ERO Enterprise to focus
resources on risks to the reliability of the Bulk Power System (BPS) and risks specific to registered entities.

Mission

The CCC is a Board-appointed stakeholder committee serving and reporting directly to the Board. In that capacity
under a FERC-approved charter, and as approved by the NERC Board, and set forth in NERC’s ROP, the CCC will engage
with, support, and advise the Board, the Board’s Regulatory Oversight Committee (ROC) and the NERC Board of
Trustees Enterprise-wide Risk Committee (EWRC) regarding all facets of the NERC CMEP and ORCP.

Guiding Principles

The CCC partners with NERC leadership on a variety of key NERC initiatives and criteria for evaluation and assessment
of the effectiveness of NERC programs. To support this endeavor, the CCC develops an annual work plan to identify
the activities that the CCC intends to perform each year to fulfill its responsibilities and any additional responsibilities
the Board has established for the CCC.

The CCC provides for balanced discussion, commentary, and recommendations on compliance issues by bringing
together a diversity of opinions and perspectives from NERC member sectors.

Members are appointed to the CCC by the Board and serve on the committee at the pleasure of the Board.

Individuals serving on the committee will generally include:

e senior-level industry experts who have familiarity, knowledge, and experience in the areas of
compliance, compliance enforcement, compliance administration and management, organization
registration, organization certification, and NERC and Regional standards.

e normally involved with internal compliance programs within their respective organizations.

Committee members are expected to support the interests of the sector they represent, to the best of their ability
and judgment.

NERC | Compliance and Certification Committee 2022 Work Plan | Board Approval: February 15, 2024
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Chapter 1: Strategic Planning Efforts

The projects included in this category are intended to address succession planning within the CCC as well as clarify the
CCC's role in the broader scope of the maturation of the risk-based approach to reliability and security. Further details
on these projects are shown in the following table.

Project Name Activities Resource(s)

1) Maintain direct invol tin the SCCG.
Industry Collaboration and ) aintain direct involvement in the

Communication 2) Enhance communications and participation with industry CCC, ccc
groups with a focused plan for coordination. Subcommittees

3) Ensure that materials developed for onboarding as members join
the CCC and to provide to industry stakeholders looking for
background information about the CCC are updated.

4) Create feedback loops with the Member Representatives
Committee (MRC) and seek opportunities to create additional
feedback loops with industry organizations as it relates to CMEP
and ORCP activities.

5) Build upon the successful deployment of the ERO Stakeholder
Perceptions Program.

1) Continue evaluation of various activities and functions of
subcommittees/working groups to determine ways to improve the
effectiveness and efficiency of the CCC.

Enhancing CCC Program
Efficiencies

CCC, CcCC

Subcommittees,

NERC Standing

2) Periodically review EROMS, ORCS, and Nominating Committees, NERC
Subcommittee Scopes. Management

3) Explore opportunities to “cross train” across various CCC
subcommittees.

4)  Work with NERC to develop criteria to evaluate the goals,
tools, and procedures of each Regional Entity Compliance
Monitoring and Enforcement Program to determine the
effectiveness of each Regional Entity Compliance Monitoring
and Enforcement Program.

NERC | Compliance and Certification Committee 2024 Work Plan | Board Approval: February 15, 2024
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Chapter 2: Ongoing Responsibilities

The table below summarize the list of ongoing responsibilities assigned to the CCC. In general, responsibilities are
divided into two primary categories: 1) activities that respond to the CCC Charter and the NERC ROP, and 2) activities
that support the NERC mission. Further details on the deliverables and projects are discussed in the next section by
project number identified below.

Project Name Activities Resource(s)

. . . . CCC, CCC
Review and 1) Review and monitor changes to the CMEP and other NERC initiatives that Subcommittees
Update of CMEP could require updates or changes to CCC programs and procedures. NERC !
and CCC Programs a) Annual evaluation and update of criteria for assessing effectiveness of Management

and Procedures RE CMEP activities, considering ERO input, to appropriately reflect

program modification, improvements, and prior years’ evaluations.

b) Assess impact of risk-based CMEP implementation on: (a) monitoring
practices (as embodied in CCCPP-010); (b) enforcement; and (c)
Reliability Standards development. Assist NERC with annual
evaluation of goals, tools, and procedures of each RE CMEP to
determine effectiveness of each RE implementation of CMEP, using
criteria developed by the CCC.

c) Review the Board Compliance Guidance Policy with the MRC, provide
stakeholder feedback on the programs and take associated actions to
support improvements working in collaboration with NERC
Management.

d) Perthe terms of CCCPP-011, conduct annual review of the criteria for
approval to become an organization seeking to be pre-qualified to
submit Implementation Guidance to the ERO Enterprise.

2) Evaluate and review CCC Charter, including functions and responsibilities,
and any potential ROP changes impact.

3) Explore opportunities to “cross-train” among EROMS, ORCS and NS
Subcommittees.

4)  Work with NERC staff to continue to improve the CCC Webpage and
communication with industry with additional outreach.

Program Support 1) Identify and participate in risk-based compliance assurance outreach, such CCC, CCCEC,
Efforts (CMEP, as internal controls, and feedback discussions. EROMS, NERC
Standards Management

2) Support rollout of key activities or CMEP and ORCP program revisions in

Development) accordance with ERO enterprise goals as requested.
3) Partner with ERO Enterprise to provide feedback on

a) Reliability Standards Audit Worksheet (RSAW) development, EROMS
provides comments.

b) CMEP Practice Guides, CCCEC provides comments, as requested.

4) Review and respond to stakeholder requests to become a pre-qualified
entity to submit compliance implementation guidance.

5) Evaluate results and input on stakeholder perceptions and work with
NERC management on proposed resolutions.

NERC | Compliance and Certification Committee 2024 Work Plan | Board Approval: February 15, 2024
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Chapter 2: Ongoing Responsibilities

Project Name Activities Resource(s)
a) Hold “focus group” discussions that are intended to identify
opportunities for the ERO Enterprise to drive specific improvements
and information sharing across the ERO Enterprise.
b) Participate on Align Users Group (CCC Chair, CCC Vice Chair, CCCEC
Representative)
Assistance with 1) Support review of ERO documentation for ORCP to identify revisions and
. . CCC, ORCS
Review of ERO make recommendations as programs mature.
g;c(:lpmentatlon for a) Provide additional guidance, as needed, to NERC Staff regarding the
entity registration tool: Centralized Organization Registration ERO
System (CORES).
b) ORCS participates in Functional Mapping Focus Group.
Monitor NERC's 1) In coordination with NERC Internal Audit under Sections CCC. EROMS
adherence to the 405/406/506/Various NERC Appendices of the NERC ROP, participate as NER'C !
ROP observers in audits of NERC in the areas of CMEP, ORCP, and Standards Internal
development, including review the final audit reports and report to the Audit
EWRC on industry observations and submit reporting where necessary.
Work with NERC to develop criteria to evaluate the goals, tools, and
procedures of each Regional Entity Compliance Monitoring and
Enforcement Program to determine the effectiveness of each Regional
Entity Compliance Monitoring and Enforcement Program.
ERO Regional 1) Asdefined in CCCPP-012, participate as an observer to support RE CMEP CCC. NERC
Entity CMEP audits executed by NERC’s Internal Audit and Corporate Risk Management Int ! | Audit
Audits function, consistent with Appendix 4A of the ROP. nternal Aud
EWRC 1) Participate and support EWRC activities and discussions, ccc
i Leadership,
Collaboration a) Provide an update of CCC activities at each quarterly EWRC meeting. EWRC and
i)  This may include review of results of Stakeholder Perception ERO
Report, update of CCC key quarterly activities, annual work plan, Enterprise
any topic requested by the ERWC. Management,
NERC
b) Provide summary findings related to ERO Stakeholder Perceptions Director
conducted by CCC. Internal
2) Participate in the annual ERO risk discussions with NERC Management and Audits
provide input into NERC's annual risk assessment, as requested.
NERC Reliability 1) Provide input to existing risks, mitigation strategies, and emerging risk CCC Leadership,
Issues Steering identification. NERC
::F:;ncr;uttee a) Perform outreach with stakeholders to gather input for emerging risks. Management
Collaboration 2) Participate and support RISC activities and discussions, including Reliability
Risk Leadership Summit, provide updates to CCC members.
ERO Enterprise 1) As noted in the 2017 ERO Alignment Effort, the CCC collaborates with the
., . CCC, CCCEC,
Program NERC and the REs, on the ERO Enterprise’s Program Alignment, to address NERC
Alignment alignment in the execution of both CMEP and the ORCP programs. To
Management

support the success of CMEP and ORCP, the CCC will

a) At NERC's request, assist NERC with screening of information, support
further review of reported items, and provide suggested resolutions if
warranted.

NERC | Compliance and Certification Committee 2023 Work Plan | Board Approval: February 15, 2023
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Chapter 2: Ongoing Responsibilities

Project Name Activities Resource(s)
i)  Gather information regarding potential alignment issues.
ii) Evaluate nature and extent of the alignment issue.
iii) Develop suggested resolution of the issue.
iv) Present suggested resolution to the CCC for review and
endorsement.
v) Communicate suggested resolutions of alighment issue to the CCC
to communicate to NERC.
Support of ERO 1) Manage ERO Enterprise stakeholder perception program. CCC, EROMS,
Effectiveness a) Consistent with responsibilities outlined in CCCPP-008 (Program for &ERC ;
Monitoring Stakeholders Perceptions), lead efforts to soliciting input anagemen
from industry and the ERO Enterprise on objectives, content, and
delivery of assessments of ERO effectiveness related to CMEP and
ORCP.
b) Evaluate results of assessments and provide recommendations for the
ERO Enterprise and the Board.
c) Periodically solicit input from the industry, including the MRC.
2) Support development efforts for assessments of ERO effectiveness.
a) Work with NERC Management and the SCCG to continue to develop
the processes between the NERC standing committees to ensure that
all NERC committees represent a continuous improvement loop in
support of reliability and security — further supporting the Framework
to Address Known and Emerging Reliability and Security Risks.
3) Act as the hearing body where NERC is the Compliance Enforcement
Authority and, as directed by the Board, serve as mediator between NERC
and Regional Entities on CMEP disputes.
4)  Provide stakeholder expertise to support the development and maturation
of Align, Secure Evidence Locker and CORES.
Stakeholder 1) Identify industry stakeholder groups where CCC collaboration will ccc
Collaboration strengthen ERO process and approach. ’
Stakeholder
a) Lead CCC task forces, such as the Consistency Reporting Tool Taks Committees
Force formed in 2023, that are intended to provide guidance to
ensure that CMEP impacts are fully considered in technical analyses
being undertaken by other technical committees and the ERO
Enterprise more generally.
2) Participate in industry outreach as requested with ERO personnel on

designated ERO topics.

a) Strengthen partnerships with industry forums to work collaboratively
toward consistent understanding of ERO Enterprise Programs and
improvements to processes to strengthen reliability and security
(NATF, NAGF, Regional Compliance Forums, Councils, Committees,
etc.).

NERC | Compliance and Certification Committee 2023 Work Plan | Board Approval: February 15, 2023
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Chapter 3: 2024 CCC Work Plan - Deliverables

Chapter 3: 2024 CCC Work Plan - Deliverables

Review CCCPP-008 Procedure to update reporting options.

EROMS

Project Name Activities/Deliverables Resource Date
. EROMS Q4
CMEP and CCC Review CCC procedures and update as needed per EROMS
Programs and schedule.
Procedures In 2024, the reviews included CCCPP-010, the CCC Charter,
and EROMS and ORCS Scopes.
Review CCC Charter, EROMS and ORCS scopes, update as CCC, EROMS, ORCS Q4
needed.
Provide input to NERC Internal Audit, if requested. cee Ongoing
Registration Input Following anticipated FERC approval of the proposed (O155E3 0%
changes to the NERC Rules of Procedure, ORCS will support
NERC, through the ORCG with the NERC IBR Work Plans 2nd
year efforts in identifying candidates for GO-IBR and/or
GOP-IBR functional registration. ORCS may be requested to
provide feedback and assistance during the identification
activities.
Participate in CORES Functional Mapping project and CCC, ORCS Ongoing
provide feedback, as requested.
Compliance Input Review and comment on CMEP Practice Guides, as CCCEC Ongoing
requested, and work with ERO staff on intended use across
Res.
Provide input on the Evidence Request Tool and RSAWSs. EROMS Ongoing
Provide updates regarding CCC activities, consistent with CCC Chair Quarterly
Enterorise-wide Risk the EWRC mandate that calls for the EWRC to coordinate
Colla:oration with the CCC with respect to the CCC’s execution of its
responsibilities under applicable FERC orders and the ROP.
Share Annual Work Plan and key deliverables, provide
findings of ERO Stakeholder Perceptions survey (Q2).
Support ERO risk assessment framework and provide input CcC Ongoing
on residual risk evaluation as requested.
. . Ongoing
ERO Program As requested by NERC, analyze issues and determine the CCC, NERC Staff
Alignment scope and material impact.
Perform outreach on Consistency Reporting Tool. Consistency Q
Reporting Task Force
(CRTTF) and NERC Staff
Q4

NERC | Compliance and Certification Committee 2023 Work Plan | Board Approval: February 15, 2023
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Chapter 3: 2024 CCC Work Plan - Deliverables

Project Name Activities/Deliverables Resource Date
Support of ERO Hold “focused discussions”, as outlined in CCCPP-008 EROMS Quarterly
Program Effectiveness | (Program for Monitoring Stakeholders Perceptions), to

solicit input from industry and the ERO Enterprise on
objectives, content, and delivery of assessments of CMEP
and ORCP effectiveness.
Support ERO development of any additional metrics to CCC Ongoing
measure risk mitigation. (leverage CMEP biennial reports)
Develop 2023 ERO Stakeholder Perception Feedback Report EROMS Q1
Consistent with the SC/SCCG recommendations, support CCCEC Ongoing
activities to implement recommendations from 2022
Standards Process Engagement Stakeholder Group (SPESG)
proposal.
Participate in and provide feedback to Align Users Group. CCC Reps Quarterly
stakehold Consistent with the SC/SCCG recommendations, collaborate CCC Quarterly
akeno ¢?r with SCCG and ERO leadership to facilitate solutions,
Collaboration L. . s
enhance program efficiency, effectiveness, and agility.
Review new or upcoming SARs to help prioritize emerging CCC Chair and Vice Ongoing

issues, as needed and work with SCCG to help prioritize
workload for the standards committee.

Chair

NERC | Compliance and Certification Committee 2023 Work Plan | Board Approval: February 15, 2023
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Chapter 4: Logistics and NERC Budget Requirements for CCC
Activities
As part of the ongoing effort to improve effectiveness and efficiency, and to ensure that all CCC members can fully

participate, for 2024, the CCC’s first quarter meeting will be fully virtual, and the remaining meetings will have a
hybrid option.

CCC Quarterly Meetings (Cost to be determined by NERC and industry)

Assumptions: Four CCC meetings per year, via WebEx or in-person.
e NERC staff attendance
e NERC travel expenses
e Hotel (Conference rooms if applicable — normally hosted at stakeholder locations or NERC offices)

e Food

CCC Program Audits/Review

In 2024, no audits are planned and no related expenses expected.

Webex/Conference Calls (Cost to be determined by NERC)

Assumptions: Conference calls, including CCC/Subcommittees NERC Webex or conference calls quarterly.

Training (Cost to be determined by NERC)

Assumptions: Half-day of hearing training appended to regular CCC meeting at least every three years.

CCC members should have the capability to assist with observation and creation of audit criteria to fulfill
responsibilities under the CCC charter to conduct audits of NERC’s adherence to the ROP. Learning programs are
provided, to those new member participants, ahead of the audit activities and will be conducted as needed.

NERC | Compliance and Certification Committee 2024 Work Plan | Board Approval: February 15, 2024
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Chapter 5: Revision History

Revision Histo
Date Version Number Comments

November xx, 2023 1 CCC Executive Committee Review
December 7, 2023 2 CCC Review and Approval

NERC | Compliance and Certification Committee 2024 Work Plan | Board Approval: February 15, 2024
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Agenda ltem 7d
Board of Trustees Meeting
February 15, 2024

Reliability and Security Technical Committee (RSTC) Strategic Plan and Report

Action
Approve

Background

In June 2023, the RSTC established a review team to review the 2023 ERO Reliability Risk Priorities
Report (RISC Report) and update the RSTC Strategic Plan and RSTC Work Plan Priorities. The
review team held a work plan summit in October to review all current and planned work plan
items for each RSTC subgroup. The review team updated the RSTC Strategic Plan based on its
review of the RISC Report and incorporated RSTC work plan items as appropriate.

Summary

Shortly after the Board approved the RISC Report, the RSTC convened a small group to conduct
the 2-year Strategic Planning Process, which is detailed in Appendix A of the Strategic Plan
document. The group identified four strategic priorities, with the recognition of the need to
increase awareness of reliability implications, and closer collaboration and coordination with
policy makers on emerging energy policy issues.

With respect to emerging strategic risks, the RSTC identified specific focus areas and desired
outcomes. Potential risk mitigation steps are left for further investigation by the subcommittees,
working groups, and task forces. A complete list of the focus areas is contained in the strategic
plan document and illustrated in the graphic below.

*|BR Performance
*|BR Modeling

*|BR Interconnection
Requirement and
Evaluation

(OEnergy Assurance 1
eGas-Electric
Coordination
eDemand Growth
*DER and DER

Aggregation
— Grid Inverter-Based —_—
Transformation Resources (IBR)
Resilience and
,— Extreme Events *

ePhysical and Cyber
Security

*Supply Chain
Assurance &
Protection

ePlanning for High
Impact Events

e\Wide-Area Energy
Assessment

) L

Figure 1: RSTC Strategic Risk Priorities
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The Strategic Plan was approved by the RSTC during the December 2023 meeting. NERC Staff is
presenting the Strategic Plan to the Board for approval at its February 15, 2024, meeting.

RSTC Highlights

The RSTC held meetings on December 6-7, 2023, via WebEx. During the Meeting, the RSTC
approved amendments to the RSTC Charter, Strategic Plan, and the annual sunset review of
working groups and task forces.

The RSTC will communicate the strategic plan strategic risks and focus areas to the RSTC subgroup
leadership and NERC Staff liaisons. Through an iterative process, (see Figure 1 below) these
subgroups will propose to the RSTC specific work plan items intended to mitigate these identified
risks. The RSTC will review the work plan items against this strategic plan for alignment and
prioritization and approve the work plan items as appropriate.

RISC = RSTC

RISC Risk Priorities
Report

Identifies risk categories, high-
priority risks, and specific

recommendations for mitigation RSTC > Sub-Groups

RSTC Strategic Plan

New risk is reviewed by RSTC EC
to determine if it aligns with
current priorities — if not,
strategic plan is updated; if yes,
moves to detailed work planning

On an ongoing basis,
risks are identified
through programmatic
deliverables (e.g., LTRA,
SOR, Event Reports).
These serve as input into
the RISC Risk Priorities
Report and RSTC EC.

Highest-priority risks and
recommendations assigned to
RSTC become RSTC Strategic
Priorities

Sub-Group Risk
Mitigation
Assessment
Risks are reviewed to determine
specific focus areas, relative
. priority, and recommended
i 1‘ mitigation steps

Ml Detailed Work Plans

High risk issues that require swift mitigation may be directed by the Risk Mitigation Projects are
RSTC EC to initiate a work plan project incorporated into sub-group and

overall RSTC workplan.

Feedback loop to inform RISC of the mitigation projects in development

Figure 2: RSTC Strategic Planning Process Flow Chart

For 2024, the RSTC will continue to identify risks and risk mitigation activities. The RSTC review
team is currently working on identifying high priority work plan items and performing a complete
review of the work plan, including prioritization of activities. The RSTC will continue to focus on
the strategic risk priorities and mitigation activities identified in the work plan.
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Preface

Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of
the grid.

Reliability | Resilience | Security
Because nearly 400 million citizens in North America are counting on us

The North American BPS is made up of six Regional Entity boundaries as shown in the map and corresponding table
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while
associated Transmission Owners/Operators participate in another.

MRO Midwest Reliability Organization
NPCC Northeast Power Coordinating Council
RF ReliabilityFirstReliability First

SERC SERC Reliability Corporation

Texas RE | Texas Reliability Entity

WECC WECC
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Introduction_and Objectives

The NERC Reliability and Security Technical Committee (RSTC) is a stakeholder committee chartered by the NERC
Board of Trustees (Board) to proactively support the NERC ERO Enterprise’s mission. The RSTC, in accordance with its
charter, will develop and maintain a two-year strategic plan and an associated work plan to carry out the functions
of the committee:

e Ensure alignment of the strategic work plan with ERO reports and analyses, including the NERC Business Plan
and Budget, ERO Enterprise Long-Term Strategy, biennial Reliability Issues Steering Committee (RISC) ERO
Reliability Risk Priorities report, State of Reliability report recommendations, Long Term, Seasonal and Special
Reliability Assessment recommendations, and ongoing event analysis trends;.

e leverage industry technical expertise to provide insights, considerations and educational materials regarding
reliability impacts of policy and regulatory decisions.

e Coordinate the objectives in the strategic work plan with the Standing Committees Coordinating Group;and;.
o—Obtain-annual NERC Board-approvak
e Support response to mandates related to BPS reliability (e.g. FERC Order 901%, ITCS?).

This strategic plan guides the functions and core mission of the RSTC, providing a sustainable set of expectations and
deliverables for the RSTC to assess and enhance reliability, resilience, and security of the BPS. The RSTC engages in
the identification and communication of reliability risks along with potential mitigation strategies. These activities
will include close coordination with the RISC as well as taking steps to create industry--wide awareness. This strategic
plan will not remain static throughout a two-year timeframe. Rather, it is crucial that the plan retainretains the

flexibility to address emerging issues. Fhe-RSTFC-willannuallyreview-the-goals-and-specific-items-eras-heecessary

This two-year plan, along with its goals and measures, is typically reviewed during the December RSTC meeting, and
enhancements to the plan will be made and presented to the NERC Board each year in accordance with the Charter
as required to achieve the goal of promoting reliability, resilience, and security.

1 https://www.ferc.gov/media/e-1-rm22-12-000
2 https://www.nerc.com/pa/RAPA/Pages/ITCS.aspx
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Executive Summary

Shortly after the Board approved the 2023 ERO Reliability Risk Priorities Report (“2023 ERO Risk Report”) the RSTC
convened a small group to conduct the 2-year Strategic Planning Process, which is detailed in Appendix A. The group
identified four strategic priorities, with the recognition of the need to increase awareness of reliability implications,
and closer collaboration and coordination with policy makers on emerging energy policy issues:

(i) Grid Transformation,

(ii) Inverter Based Resources (IBR),

(iii) Resilience and Extreme Events, and
iv Security.

Trends in several areas of the electric industry are the primary drivers of these priorities. Policy and economic drivers
are shifting the resource mix from large, centralized fossil-fired power stations towards variable energy resources
(VER) spread over large geographic areas. Concurrent with this shift, the capacity to provide essential reliability
attributes that are inherent in large synchronous generators and critical to managing the reliability of the BPS are
decreasing. The inverter-based devices that are expected to mimic and replace these Essential Reliability Services
are still being evaluated for their applicability and functionality. Amid this transition, natural gas use for electric
generation appears to increase in peak periods but for fewer hours. This is testing both the physical and regulatory
interfaces between the electric and gas industries in novel ways. In addition, electric demand is growing in
extraordinary ways and with uncertain load profiles. Compounding the risks, the impact of extreme weather events
during this transition is challenging system operators in unprecedented ways. Finally, security risks appear to be
increasing, and all industry stakeholders must remain vigilant to physical and cyber-attacks and disruption of globally
interconnected supply chains.

With respect to the four emerging strategic risks, the RSTC identified specific focus areas and desired outcomes.
Potential risk mitigation steps are left for further investigation by the subcommittees, working groups, and task forces
(collectively “subgroups")."). A complete list of the focus areas follows:

Grid Transformation

i. Energy Assurance: As the grid relies on more just-in-time fueled resources — i.e., natural-gas fired
generators and VERs — and traditional, slower starting resources have become less economic to
operate, ensuring energy is available and delivered at the right time to serve load is essential.

ii. Gas-Electric_ Coordination: The gas infrastructure and regulatory framework were not originally
designed to support the needs of the electric industry. As the generation fleet transitions to less
carbon-intense resources, the use of gas fired resources for base load and peaking needs is increasing
during critical times and under certain conditions, and the limitations of this historical framework are
becoming more apparent.

iii. Demand Growth: Electrification policies are adding to traditional macroeconomic-driven load
growth. Moreover, the characteristics of newly connected loads are not well understood and may
present unique reliability challenges. These demands compound the challenges of an evolving
generation mix and manifestly increase reliability risk.

iv. Distributed Energy Resources (DER): As the grid shifts toward more decentralized, distribution-
connected generation, the reliability attributes also shift to where the generation is connected. This
step towards major decentralization could be accompanied with unintended risks. Current Reliability
Standard requirements are centrally focused to require performance on the generation side to serve
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load. There are no existing requirements that distribution-connected resources perform to maintain
the reliability of the bulk power system.

A Demand and DER Aggregators: For many years, utilities have implemented demand side programs
to manage demand on their systems in an aggregated manner. Policy decisions, such as FERC Order
2222 along with technology advances, have also increasingly opened the door to market participation
by aggregators of distribution-connected resources and for “third party” aggregators to manage and
control their operation. The current and forecasted state of aggregation needs to be fully assessed
to ensure we appropriately prioritize and coordinate efforts regarding aggregators of distribution-
connected resources and performance, modeling, and visibility of these resources.

Inverter-Based Resources

i. IBR Performance: As the first generations of IBRs were deployed and reached a critical mass, issues
with their ability to ride through system faults and disturbances became apparent. This has resulted
in concerns for grid operators, and there are efforts underway to address the performance of in-
service IBRs.

ii. IBR_Modeling versus Performance: In addition to the aforementioned operating concerns the
nascent industry has lacked standard models used for power flow and grid stability analysis.
Additionally, interconnecting utilities have found many device settings of installed IBRs deviate from
the models provided.

iii. IBR Interconnection Requirements and Evaluation: IBR numbers are expected to grow over the next
decade and exceed the megawatts of synchronous generation in many regions. RSTC and its
subgroups are examining the viability of codifying interconnection requirements to address the
concerns with ride-through and actual versus modelled performance, plus potentially adding certain
reliability services, on a prospective basis.

Resilience and Extreme Events

i. Planning for High-Impact Events: Generation performance is correlated with weather, and demand
may exhibit nonlinear behaviors under extreme conditions. This necessitates an assessment of risk
in planning models including low frequency but highly impactful conditions.

ii. Wide-area Energy Assessments: Short- and long-duration low-frequency, high-impact weather
events sometimes extend beyond the boundaries of individual balancing authority areas and can lead
to an increase in propagating risks across a wide area. Resource planning and reliability assessments
would benefit from joint-regional coordinated action.

Security
i. Physical and Cyber Security: External threats have caused damage and disruption to the Bulk Electric

System (BES). Unfortunately, threats from lone wolf actors to state-sponsored hackers are expected
toincrease. DERs and Distribution-Side Aggregators are expanding the current attack surface. Raising
awareness of these threat vectors and the extent to which DER aggregators may be following
cybersecurity protocols encourages protective actions that mitigate the risk and strengthen the grid.

ii. Supply Chain Assurance and Protection: Today’s supply chain is highly globalized to the extent the
BPS may not be able to function if supply of certain components is disrupted or weaponized. The
risks from globalization are coming into sharp focus with recent geopolitical events. Attention is
required to ensure the grid continues to function in the event global supply chains are disrupted.

While the small group debated and identified the strategic risks, it became apparent that the RSTC should undertake
a thorough examination of the indicators and metrics used to measure risk. The consensus among the group is that
existing metrics sufficiently measure the current state of reliability and may be used to extrapolate trajectories with
historical data, but these indicators do not sufficiently measure emerging, novel risks. In early 2024 the RSTC will
discuss action to:
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e Review current reliability metrics,

e |dentify the risks that those metrics are attempting to address,

e |dentify risks areas that could materialize in the future and are unique or peculiar to the strategic risks,

e Define leading indicators that may better forecast future risk areas and allow the ERO and stakeholders to
proactively mitigate those risks, and

o Identify appropriate pathways to communicate risks and new leading indicators to energy policymakers.

Following Board approval, the RSTC will communicate these strategic risks and focus areas to the subgroup leads.
Through an iterative process, these groups will propose to the RSTC specific work plan items intended to mitigate
these identified risks. The RSTC will review the work plan items against this strategic plan for alignment and
prioritization and approve the work plan items as appropriate. The rest of this document describes the details of the
processes used to develop the strategic plan and describes those risks in more detail.
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Chapter 1: Mission, Vision, and Guiding Principles

Mission
Ensure the reliability and security of the bulk-power system by identifying critical risks and deploying effective and
efficient risk mitigations.

Vision

The RSTC is the premier technical authority on BPS reliability, resilience, and security, and its effectiveness stems
from the stakeholder members thatwho command deep technical knowledge, broad industry experience, and a
collective duty to ensure the reliability of the bulk-power system.

Guiding Principles
The following principles serve to guide our practices:

e Coordinate with the RISC on priorities to align the RSTC strategic plan with the ERQO’s strategic plan.

e Maintain a focus on identification, analyses, and mitigation of existing and emerging reliability, resilience,
and security risks.

e Continually strive for the development and dissemination of high-quality lessons learned through event
analysis (EA), emerging cause code trending, and information sharing.

e Maintain relationships with other NERC standing committees (e.g. support the Standing Committee
Coordinating Group), NERC Forums, and industry trade groups (e.g. NATF, IEEE).

e Maintain and enhance reliability, resilience, and security through the pursuit of clear NERC Reliability
Standard Authorization Requests, Reliability Standards, Reliability Guidelines, Security Guidelines, Technical
Reference Documents, NERC Alerts, Interpretations, lessons learned, and compliance clarifications.

e Incorporate a planning, operations and security perspective into NERC reports issued to industry.
e Deliver technically sound and accurate analyses, assessments, and recommendations;.

o Identify critical emerging issues and trends that could potentially have reliability impacts in the near term
and long term.

e Ensure the facts are unbiased and not providing an advocacy of policy matters;.
e Promote coordination effectiveness across the NERC ERO Enterprise;.

e Ensure continued provision of high levels of expertise, technically sound conclusions, and timely
results/deliverables;.

e Ensure the RSTC structure, processes and procedures, its working relationships with other technical standing
committees, -its_subcommittees, working groups and task forces are focused on the highest priorities for
reliability, resilience, and security within the ERO enterprise;.
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Chapter 32: Strategic Objectives and Priorities

The RSTC’s strategic objectives provide a bridge between the RSTC’s mission and vision; and the annual goals and
work plan deliverables needed to achieve them. The strategic objectives of the RSTC provide clear expectations of
the goals and deliverables of the committee and its subgroups; and are not expected to change often. However, the
riskstrategic priorities and the expected work products may change, as needed. The-five strategic objectives of the
RSTC are:

1. Drive effective mitigation actions against emerging and established reliability and security risks, specifically
targeting riskthe strategic priorities.

Promote and increase stakeholder and regulator engagement and awareness.
Learn from events and past performance trends and deploy mitigation.

Identify and assess long-term planning and emerging reliability and security risks.

ok wN

Make recommendations and develop solutions that support technology and security integration into BPS
planning and operations.

6. Provide general information to a wide audience that highlights reliability and security risks on the bulk power
system from significant changes to energy resources and electric loads.

To achieve these objectives, the RSTC uses its subgroups {subeommittees, taskferees,and-working groups)to develop
its work products. The subgroups are organized under three greupingscategories: Performance Monitoring, Risk
Mitigation, and Reliability and Security Assessment.

There are two types of key projects included in the RSTC work plan to support these-fivethe strategic objectives:

1. Programmatic: Periodic, cyclical; or continuous actions, deliverables, and processes that support the
identification, prioritization, and monitoring of reliability risks. The RSTC’s Performance Monitoring and
Reliability and Security Assessment subgroups primarily serve to support programmatic strategic objectives.

2. PriorityPrioritized Risk: Targeted and focused actions to identify and develop specific reliability risk
mitigations. The RSTC’s Risk Mitigation subgroups primarily serve to support the strategic risk priority
mitigation objectives. This also includes emerging risks identified between strategic planning periods (from
assessments, disturbance reports, etc.).

Programmatic

1. Identify key areas of concern, trends, and emerging reliability issues by periodically assessing system
reliability and performance.

The RSTC will focus on developing reliability assessments, evaluations, and studies, and extracting insights to
identify reliability, resilience, and security risks. By identifying and quantifying emerging these-risks, the RSTC
is able to craft risk-informed recommendations-and, provide the basis for actionable risk mitigations-, and
provide education to industry stakeholders and policymakers. The RSTC supports this process primarily
through the Reliability Assessment Subcommittee (RAS), Performance Analysis Subcommittee (PAS), and
Resources Subcommittee (RS). Primary deliverables include:

e Long-Term Reliability Assessment (annually): 10-year outlook of resource and-energy-adequacy;

resouree and transmission projections,—and—teading—indicators.. Emerging reliability and security
integration issues are identified.

e Seasonal Reliability Assessments (annually): Summer and winter season operational outlook,
projection, and leading indicators.
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e Special Reliability Assessments (ad-hoc): topical technical evaluation of a specified reliability risk.

e State of Reliability Report (annually): Historical performance, evaluating 5-year (or longer) trends,
indicators, and lagging metrics.

e Frequency Response Annual Analysis (annually): Historical performance of frequency response are

per a Federal Energy Regulatory Commission (FERC)-Canadian-Federat-orProvineial) directive.

Identify lessons learned and trends based on system events and make recommendations for improvement.
The RSTC will focus on event prevention or mitigation by supporting and continually enhancing the ERO’s EA
program to ensure a comprehensive process, as well as rapidly developing and disseminating lessons learned.
Through the Event Analysis Subcommittee (EAS), the RSTC approves any changes to the EA Process and
reviews periodic event reports and lessons learned. Any mitigation actions for the ERO to pursue or
recommendations for industry can result in additions to the RSTC work plan and, depending on the outcomes
of the risk assessment, may be added to the strategic objectives. Primary deliverables include:

e Event and Disturbance Reports (ad-hoc): Event reports detail specific details and root causes of BPS
events. The EA Process is approved by EAS, and individual reports are published by the ERO and serve
as input to the RSTC.

e Lessons Learned (ad-hoc): Identified best practice or revealing reliability risk based on an event or
group of events. Lessons Learned documents are published by the ERO and serve as input to the
RSTC.

Promote and increase stakeholder engagement and awareness of reliability risks.

The RSTC will continue to promote outreach to stakeholder and peliey-makingpolicymaking organizations on
reliability, resilience, and security matters through webinars and in-person conferences, workshops, and
other mediums to deliver content and reliability messages. The RSTC will leverage strong relationships with
industry groups; such as NERC's Ferums{e-a—NATF, NAGF};, IEEE, ane-EPRI_etc. as well as regulatory and
governmental authorities; to target specific technical areas of concern and work together on industry
outreach. Primary engagements include:

e Reliability Conferences and Workshops (ad-hoc): Convene industry to share and exchange ideas and
practices that promote reliability in a variety of technical areas. Conferences can support the RSTC's
mission by “creating a forum for aggregating ideas and interests, drawing from diverse industry
stakeholder expertise, to support the ERO Enterprise's mission.”

e Webinars (ad-hoc): Virtual information sharing and exchange provides opportunities to quickly
engage industry and achieve our collaboration goals. Webinars serve an integral function of providing
insight and guidance by disseminating valuable reliability information to owners, operators, and
users of the BPS.
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Priority Risks

Based on the Risk PrieritiesProfiles identified by the RISC, the RSTC has identified four strategic priorities: 1) energy
assuraneeGrid Transformation, 2) inverter-based—resoureesinverter-Based Resources, 3) distributed—energy
reseureesResilience and Extreme Events, and 4) supply-chain-security—Cyber-security-is—integral-to-each-of-these
strategie-priorities:-Security.

Risk PrieritiesProfiles RSTC
(RISC Risk Priorities Report) Strategic Risk Priorities

Criticai infrastructure
Interdependencies

1. Energy Assurance

2. Inverter-Based
Resources
3. Distributed Energy
Resources

Grid Transformation
Securlty Rlsks

Grid Transformation

4. Supply CI
Security

Energy Policy
Grid
Transform
nce to
Extreme Events

Security Risks
Resilience and
Critical Infrastructure )

Future actions by the RSTC on theits Strategic Risk Priorities are focused on the risk mitigation and deployment parts
of the Framework for Risk Mitigation- as explained in Appendix A. Through this strategic plan, primary-subgroups are
identified and tasked with identifying risk mitigation solutions (e.g., Reliability Standard, Reliability/Security
Guideline) and working with the RSTC Executive Committee (EC) and subgroup sponsors to add the risk mitigation
projects to the RSTC Work Plan. The RSTC EC authorizes projects to be added to the RSTC Work Plan (which could
include collaboration with other groups), rejects proposed tasks;- that are not aligned with the prioritized risks, or
refers matter(s) to the RSTC for further discussion. -For each RSTC Strategic Risk Priority, a 2-Year plan is detailed
below indicating strategic—direction,—specific risks, mitigation—appreaches;desired outcome and the—relative

prieritymeasures of success.
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1. Energy-AssuranceGrid Transformation
Unassured fuel supplies, including the timing and inconsistent output from variable—renrewable—energy
reseurees—fueHoeationVERs, pipeline deliveries, and welatilityuncertainty in forecasted load; can result in

insufficient amounts of energy on the system to serve electrical demand and ensure the reliable operation

of the BPS throughout the year.’ The RSTC and its subgroups W|II eﬂsure—medehng—#equ#emen@s—memée

The-RSTC-will-develop methods, processes, tools, and/or SARs that are needed to address energy security —
factoring in modelling requirements, extreme events and critical infrastructure interdependencies.

A part of the grid transformation creates a higher reliance on natural gas resources as a prime flexible
resource to ensure reliable operation of the Grid. Coordination between the gas and electric systems will
become even more important over the transition. Differences in scheduling requirements, physical capacity
constraints, and adequate ramping capability must be addressed to ensure a reliable transition.

Public policy and economics continue to drive the retirement of traditional resources at a time when load
growth is beginning to quickly increase in portions of NERC. Technologies, such as electric vehicles, as well
as new computing techniques, are driving substantial portions of this load growth. Some of the loads may
have unique characteristics or interactions with other grid loads and resources that need to be fully
understood to maintain reliability.

In_addition, across the industry there has been significant discussion regarding the impact of Distributed
Energy Resources and aggregation of demand-side resources. The potential BES reliability impacts need to
be assessed to ensure appropriate prioritization of industry resources around this topic.

Identified Specific Technical Areas of

Risks Focus

Energy Assurance: e Modeling and e SAR for e Providetechnical
Insufficient assessment data sharing Reliability e
of energy supplies to requirements Standards Standards Brafting
ensure operational (submitted in FeamCommittee
e System
awareness and energy : 2022) approval of new
availability. Operations Reliability Standards
. L . Sugplgmental
materials o Enhancement
mw developed and £oRSTC approval /
disseminated for endorsement of
industry use in Considerations for
performing Performing an
ener; Energy Reliability
assessments Assessment-Process
, Volume 2

5 https://www.nerc.com/comm/RSTC/ERATF/ERATF%20Energy%20Adequacy%20White%20Paper.pdf
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Identified Specific

Risks

Technical Areas of

Focus

e EEA3trends

e Performance during
extreme weather
conditions

e (CPS1 trends

Energy Assurance:
Insufficient assessment
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2. Inverter-Based Resources
The eleetricbulk power gridsystem in North America is undergoing a significant transformation in technology,
design, control, planning, and operation. These changes are occurring more rapidly than ever before.
Particularly, technological advances in inverter-based—reseurces|BRs are having a major impact on
generation, transmission, and distribution systems. The speed of this change continues to challenge grid
planners, operators, and protection engineers. Implemented correctly, inverter-based technology can
provide significant benefits for the BPS; however, events have shown that the new technology can introduce

S|gn|f|cant risks if not mtegrated properly. Fwthe#a&enﬂenaHreeéed—te—%ﬁmgs—ef—eemmHable—éewees—

The ERO has established a strategy that outlines steps NERC and the Regional Entities will take to mitigate
risks associated with the integration of large amounts of IBR.® The RSTC will suppert—this-strategydrive
improvements in the performance of IBRs by focusing on the improvement of IBR interconnection, planning

studies, and operations, as well as staying abreast of new inverter technologies and risks. Overthe-nexttwe
year—s—Commumcatmg risk and m|t|gat|on measures across the R§1€|ndustrv W|II be feeused—eﬁ—éete#mmg
a critical

component of this strategy to enhance IBR performance

Identified Technical
Specific Risks Areas of
Focus

6 https://www.nerc.com/comm/Documents/NERC IBR_Strategy.pdf
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Recent cold weather events (e.g. Polar Vortices, Winter Storms Elliot and Uri), heat events (e.g. 2020

California event and British Columbia’s heat dome), and localized natural events (e.g. hurricanes, derechos
and ice storms) represent an increase in extreme natural events that have an impact on the resilience and
reliability of the BPS. The RSTC and its subgroups will ensure modeling requirements include new approaches
to adequately assess risks from low-frequency, high-impact events, including wide-area impacts to enable
reliable operations of the BPS, and improve resource and energy planning.

The RSTC will develop methods, processes, tools, and/or SARs that are needed to address system resiliencv&*{ Formatted: Indent: Left: 0.5"

and reliability during extreme events.
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4. Supply-Chain-Security

Exploitation of eybersecurity risks could arise from a variety of external and/or internal sources. Additionally,
the operational and technological environment of the electrical grid is evolving significantly and rapidly and
increasing the potential cyberattack surface. Sources of potential exploitation include increasingly
sophisticated attacks by nation-state, terrorist, and criminal organizations. Vulnerability to such exploits is
exacerbated by insider threats, poor cyber hygiene, supply-chain considerations, and dramatic
transformation of the grid’s operational and technological environment. Supply chains, specifically, are a
targeted opportunity for nation-state, terrorists, and criminals to penetrate organizations without regard to
whether the purchase is for information technology, operational technology, software, firmware, hardware,
equipment, components, and/or services.

Supply chain risk management and the threats from components and sub-components developed by
potential foreign adversaries should continue to be addressed by NERC and industry with evaluation of CIP-
013 standard for any needed improvements. Over the next two years, the RSTC will be focused on
determining the risk mitigations.
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Chapter 43: Primary Subgroup Strategic Direction

In the table below, the RSTC’s primary subgroups (those directly under the RSTC) each play a role in meeting the
objectives and priorities of the RSTC. To provide additional clarity and direction, strategic direction that aligns with
the RSTC's strategic priorities, in addition to what is identified in the scope of the subgroup, is provided below:
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AppendbcA:-RSTC Strategic Planning Process «——{ Formatted: No bulets o numbering

The RSTC Strategic Planning Process ensures high priority risks are systematically addressed by the RSTC using a
common framework for decision-making with broad concurrence, as well as ensuring all committee members and

stakeholders have clear expectations on how the RSTC plans to meet its objectives.

Following the issuance of the RISC report, a Strategic Planning group convenes to conduct the 2-year Strategic
Planning Process

Fhe-Strategic Planning-Processbegins-with-thelatest-version-of-theRISC Risk Priorities report, which presents the

results of strategically defined and prioritized risks, as well as specific recommendations for mitigation. The RSTC
rovides input into the development of this report and the RISC's risk assessment through a variety of mechanisms
including reliability assessments and event reports.

The RSTC Strategic Plan (this document) then aligns the highest-priority risks and recommendations from the Risk
Priorities Report and with the priorities outlined for the RSTC over the next two years. Additional priorities based on
high-priority emerging risks identified by the RSTC may be included within the 2-year Strategic Plan (as determined

by the RSTC’s Executive Committee).

Once all priorities are identified for the RSTC, specific risks are identified and RSTC subgroups determine the
recommended mitigation steps. These risk mitigation projects, along with programmatic actions, then comprise the
detailed RSTC Work Plan. Many of the identified risks share interdependencies that will be considered in the
development of the work plan.
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RSTC Strategic Plan Role in Risk Mitigation
The RSTC provides expertise in reliability, resilience, and security, and plays a key role in the mitigation of reliability,
resilience, and security risks. As identified in the RISC’s Framework’ for Risk Mitigation, the RSTC is responsible for all

Therefore, the strategic plan includes key activities to support each of these steps.

The Risk Mitigation Framework guides the ERO in the prioritization of risks and provides guidance on the application

of ERO policies, procedures, and programs to inform resource allocation and project prioritization in the mitigation
of those risks. Additionally, the framework accommodates measuring residual risk after mitigation that enables the
ERO to evaluate the success of its efforts in mitigating risk and provides a necessary feedback mechanism for future

prioritization, mitigation efforts, and program improvements.

The successful reduction of risk is a collaborative process between the ERO, industry, and the technical committees

including the RSTC and the RISC. The framework provides a transparent process using industry experts in parallel with
ERO experts throughout the process—from risk identification and deployment of mitigation strategies to monitorin

the success of these mitigations.

——— Monitor Residual
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Monitors CMEP activities
and effectiveness of
Reliability Standards

Determination of Risk
Remediation/Mitigation

. Remediation/Miti SCCG Feedback
resu Deploy Risk Reliability Standard, Reliability o
outcome. Ev: i

efficiency Remediation/Mitigation ideline, Alert, Implementation

tanding Committee Def

cedures, and Programs

Reliability and Security Compliance and
Technical Committee Reliability Certification Committee
Standard Reviews Implementation
All other Remediation/Mitigations If Implementation Guidance Gu developeda
activity through this

Assessments, Stakehold Standards Commitias Framework
Outreach Engagements RSTC submits SAR and technica ion. New project to be included
in RSDP. Requests made to RSTC for additional technical support.

The RSTC’s Notional Work Plan Process® provides a detailed review of each step and how the RSTC supports and
actively contributes to the risk mitigation framework. The following table summarizes how the RSTC performs each
step and the expected deliverables that support the Risk Mitigation Framework:

https://www.nerc.com/comm/RISC/Related%20Files%20DL/Framework-Address%20Known-Emerging%20Reliabilit-Securit%20%20Risks ERRATTA V1.pdf
8 https://www.nerc.com/comm/RSTC/Documents/RSTC%20Work%20Plan%20Notional%20Process Approved Sept 2020.pdf
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Determination of Risk Remediation/Mitigation

Technical group, RSTC EC, and Sponsors discuss the reliability/resilience issues, technical justification, and consider

possible solutions. Potential outcomes or solutions include deliverables in the RSTC Charter such as white papers,

reference documents, technical reports, reliability guidelines, SARs and compliance implementation guidance. Other

potential solutions are contained in NERC Rules of Procedure (RoP), ERO Event Analysis Process, NERC Alerts, and

other risk management measures. Finally, the RSTC EC authorizes tasks to be added to the RSTC Work Plan (which

could include collaboration with other groups), rejects proposed tasks, or refers matter(s) to the RSTC for further

discussion.
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Preface

Electricity is a key component of the fabric of modern society and the Electric Reliability Organization (ERO) Enterprise
serves to strengthen that fabric. The vision for the ERO Enterprise, which is comprised of the North American Electric
Reliability Corporation (NERC) and the six Regional Entities, is a highly reliable and secure North American bulk power
system (BPS). Our mission is to assure the effective and efficient reduction of risks to the reliability and security of
the grid.

Reliability | Resilience | Security
Because nearly 400 million citizens in North America are counting on us

The North American BPS is made up of six Regional Entities as shown on the map and in the corresponding table
below. The multicolored area denotes overlap as some load-serving entities participate in one Regional Entity while
associated Transmission Owners/Operators participate in another.

MRO Midwest Reliability Organization
NPCC Northeast Power Coordinating Council
RF Reliability First

SERC SERC Reliability Corporation

Texas RE | Texas Reliability Entity

WECC WECC




Introduction and Objectives

The NERC Reliability and Security Technical Committee (RSTC) is a stakeholder committee chartered by the NERC
Board of Trustees (Board) to proactively support the NERC ERO Enterprise’s mission. The RSTC, in accordance with its
charter, will develop and maintain a two-year strategic plan and an associated work plan to carry out the functions
of the committee:

e Ensure alignment of the strategic work plan with ERO reports and analyses, including the NERC Business Plan
and Budget, ERO Enterprise Long-Term Strategy, biennial Reliability Issues Steering Committee (RISC) ERO
Reliability Risk Priorities report, State of Reliability report recommendations, Long Term, Seasonal and Special
Reliability Assessment recommendations, and ongoing event analysis trends.

e Leverage industry technical expertise to provide insights, considerations and educational materials regarding
reliability impacts of policy and regulatory decisions.

e Coordinate the objectives in the strategic work plan with the Standing Committees Coordinating Group.

e Support response to mandates related to BPS reliability (e.g. FERC Order 9012, ITCS?).

This strategic plan guides the functions and core mission of the RSTC, providing a sustainable set of expectations and
deliverables for the RSTC to assess and enhance reliability, resilience, and security of the BPS. The RSTC engages in
the identification and communication of reliability risks along with potential mitigation strategies. These activities
will include close coordination with the RISC as well as taking steps to create industry-wide awareness. This strategic
plan will not remain static throughout a two-year timeframe. Rather, it is crucial that the plan retains the flexibility
to address emerging issues.

This two-year plan, along with its goals and measures, is typically reviewed during the December RSTC meeting, and
enhancements to the plan will be made and presented to the NERC Board each year in accordance with the Charter
as required to achieve the goal of promoting reliability, resilience, and security.

1 https://www.ferc.gov/media/e-1-rm22-12-000
2 https://www.nerc.com/pa/RAPA/Pages/ITCS.aspx




Executive Summary

Shortly after the Board approved the 2023 ERO Reliability Risk Priorities Report (“2023 ERO Risk Report”) the RSTC
convened a small group to conduct the two-year Strategic Planning Process, which is detailed in Appendix A. The
group identified four strategic priorities, with the recognition of the need to increase awareness of reliability
implications, and closer collaboration and coordination with policy makers on emerging energy policy issues:

1. Grid Transformation,

2. Inverter Based Resources (IBR),

3. Resilience and Extreme Events, and
4

Security.

Trends in several areas of the electric industry are the primary drivers of these priorities. Policy and economic drivers
are shifting the resource mix from large, centralized fossil-fired power stations towards variable energy resources
(VER) spread over large geographic areas. Concurrent with this shift, the capacity to provide essential reliability
attributes that are inherent in large synchronous generators and critical to managing the reliability of the BPS are
decreasing. The inverter-based devices that are expected to mimic and replace these Essential Reliability Services
are still being evaluated for their applicability and functionality. Amid this transition, natural gas use for electric
generation appears to increase in peak periods but for fewer hours. This is testing both the physical and regulatory
interfaces between the electric and gas industries in novel ways. In addition, electric demand is growing in
extraordinary ways and with uncertain load profiles. Compounding the risks, the impact of extreme weather events
during this transition is challenging system operators in unprecedented ways. Finally, security risks appear to be
increasing, and all industry stakeholders must remain vigilant to physical and cyber-attacks and disruption of globally
interconnected supply chains.

With respect to the four emerging strategic risks, the RSTC identified specific focus areas and desired outcomes.
Potential risk mitigation steps are left for further investigation by the subcommittees, working groups, and task forces
(collectively “subgroups")."). A complete list of the focus areas follows:

Grid Transformation

1. Energy Assurance: As the grid relies on more just-in-time fueled resources —i.e., natural-gas fired generators
and VERs —and traditional, slower starting resources have become less economic to operate, ensuring energy
is available and delivered at the right time to serve load is essential.

2. Gas-Electric Coordination: The gas infrastructure and regulatory framework were not originally designed to
support the needs of the electric industry. As the generation fleet transitions to less carbon-intense
resources, the use of gas fired resources for base load and peaking needs is increasing during critical times
and under certain conditions, and the limitations of this historical framework are becoming more apparent.

3. Demand Growth: Electrification policies are adding to traditional macroeconomic-driven load growth.
Moreover, the characteristics of newly connected loads are not well understood and may present unique
reliability challenges. These demands compound the challenges of an evolving generation mix and manifestly
increase reliability risk.

4. Distributed Energy Resources (DER): As the grid shifts toward more decentralized, distribution-connected
generation, the reliability attributes also shift to where the generation is connected. This step towards major
decentralization could be accompanied with unintended risks. Current Reliability Standard requirements are
centrally focused to require performance on the generation side to serve load. There are no existing
requirements that distribution-connected resources perform to maintain the reliability of the bulk power
system.




Executive Summary

5.

Demand and DER Aggregators: For many years, utilities have implemented demand side programs to manage
demand on their systems in an aggregated manner. Policy decisions, such as FERC Order 2222 along with
technology advances, have also increasingly opened the door to market participation by aggregators of
distribution-connected resources and for “third party” aggregators to manage and control their operation.
The current and forecasted state of aggregation needs to be fully assessed to ensure we appropriately
prioritize and coordinate efforts regarding aggregators of distribution-connected resources and
performance, modeling, and visibility of these resources.

Inverter-Based Resources

1.

IBR Performance: As the first generations of IBRs were deployed and reached a critical mass, issues with their
ability to ride through system faults and disturbances became apparent. This has resulted in concerns for
grid operators, and there are efforts underway to address the performance of in-service IBRs.

IBR Modeling versus Performance: In addition to the aforementioned operating concerns the nascent
industry has lacked standard models used for power flow and grid stability analysis. Additionally,
interconnecting utilities have found many device settings of installed IBRs deviate from the models provided.

IBR Interconnection Requirements and Evaluation: IBR numbers are expected to grow over the next decade
and exceed the megawatts of synchronous generation in many regions. RSTC and its subgroups are
examining the viability of codifying interconnection requirements to address the concerns with ride-through
and actual versus modelled performance, plus potentially adding certain reliability services, on a prospective
basis.

Resilience and Extreme Events

1.

Planning for High-Impact Events: Generation performance is correlated with weather, and demand may
exhibit nonlinear behaviors under extreme conditions. This necessitates an assessment of risk in planning
models including low frequency but highly impactful conditions.

Wide-area Energy Assessments: Short- and long-duration low-frequency, high-impact weather events
sometimes extend beyond the boundaries of individual balancing authority areas and can lead to an increase
in propagating risks across a wide area. Resource planning and reliability assessments would benefit from
joint-regional coordinated action.

Security

1.

Physical and Cyber Security: External threats have caused damage and disruption to the Bulk Electric System
(BES). Unfortunately, threats from lone wolf actors to state-sponsored hackers are expected to increase.
DERs and Distribution-Side Aggregators are expanding the current attack surface. Raising awareness of these
threat vectors and the extent to which DER aggregators may be following cybersecurity protocols encourages
protective actions that mitigate the risk and strengthen the grid.

Supply Chain Assurance and Protection: Today’s supply chain is highly globalized to the extent the BPS may
not be able to function if supply of certain components is disrupted or weaponized. The risks from
globalization are coming into sharp focus with recent geopolitical events. Attention is required to ensure the
grid continues to function in the event global supply chains are disrupted.

While the small group debated and identified the strategic risks, it became apparent that the RSTC should undertake
a thorough examination of the indicators and metrics used to measure risk. The consensus among the group is that
existing metrics sufficiently measure the current state of reliability and may be used to extrapolate trajectories with
historical data, but these indicators do not sufficiently measure emerging, novel risks. In early 2024 the RSTC will
discuss action to:
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e Review current reliability metrics,
e Identify the risks that those metrics are attempting to address,
o Identify risks areas that could materialize in the future and are unique or peculiar to the strategic risks,

e Define leading indicators that may better forecast future risk areas and allow the ERO and stakeholders to
proactively mitigate those risks, and

e Identify appropriate pathways to communicate risks and new leading indicators to energy policymakers.

Following Board approval, the RSTC will communicate these strategic risks and focus areas to the subgroup leads.
Through an iterative process, these groups will propose to the RSTC specific work plan items intended to mitigate
these identified risks. The RSTC will review the work plan items against this strategic plan for alignment and
prioritization and approve the work plan items as appropriate. The rest of this document describes the details of the
processes used to develop the strategic plan and describes those risks in more detail.




Chapter 1: Mission, Vision, and Guiding Principles

Mission
Ensure the reliability and security of the bulk-power system by identifying critical risks and deploying effective and
efficient risk mitigations.

Vision

The RSTC is the premier technical authority on BPS reliability, resilience, and security, and its effectiveness stems
from the stakeholder members who command deep technical knowledge, broad industry experience, and a collective
duty to ensure the reliability of the bulk-power system.

Guiding Principles

The following principles serve to guide our practices:

Coordinate with the RISC on priorities to align the RSTC strategic plan with the ERO’s strategic plan.

Maintain a focus on identification, analyses, and mitigation of existing and emerging reliability, resilience,
and security risks.

Continually strive for the development and dissemination of high-quality lessons learned through event
analysis (EA), emerging cause code trending, and information sharing.

Maintain relationships with other NERC standing committees (e.g. support the Standing Committee
Coordinating Group), NERC Forums, and industry trade groups (e.g. NATF, IEEE).

Maintain and enhance reliability, resilience, and security through the pursuit of clear NERC Reliability
Standard Authorization Requests, Reliability Standards, Reliability Guidelines, Security Guidelines, Technical
Reference Documents, NERC Alerts, Interpretations, lessons learned, and compliance clarifications.

Incorporate a planning, operations and security perspective into NERC reports issued to industry.
Deliver technically sound and accurate analyses, assessments, and recommendations.

Identify critical emerging issues and trends that could potentially have reliability impacts in the near term
and long term.

Ensure the facts are unbiased and not providing an advocacy of policy matters.
Promote coordination effectiveness across the NERC ERO Enterprise.

Ensure continued provision of high levels of expertise, technically sound conclusions, and timely
results/deliverables.

Ensure the RSTC structure, processes and procedures, its working relationships with other technical standing
committees, its subcommittees, working groups and task forces are focused on the highest priorities for
reliability, resilience, and security within the ERO enterprise.




Chapter 2: Strategic Objectives and Priorities

The RSTC’s strategic objectives provide a bridge between the RSTC’s mission and vision and the annual goals and
work plan deliverables needed to achieve them. The strategic objectives of the RSTC provide clear expectations of
the goals and deliverables of the committee and its subgroups and are not expected to change often. However, the
strategic priorities and the expected work products may change, as needed. The strategic objectives of the RSTC are:

1.

vk wN

Drive effective mitigation actions against emerging and established reliability and security risks, specifically
targeting the strategic priorities.

Promote and increase stakeholder and regulator engagement and awareness.
Learn from events and past performance trends and deploy mitigation.
Identify and assess long-term planning and emerging reliability and security risks.

Make recommendations and develop solutions that support technology and security integration into BPS
planning and operations.

Provide general information to a wide audience that highlights reliability and security risks on the bulk power
system from significant changes to energy resources and electric loads.

To achieve these objectives, the RSTC uses its subgroups to develop its work products. The subgroups are organized
under three categories: Performance Monitoring, Risk Mitigation, and Reliability and Security Assessment.

There are two types of key projects included in the RSTC work plan to support the strategic objectives:

1.

Programmatic: Periodic, cyclical or continuous actions, deliverables, and processes that support the
identification, prioritization, and monitoring of reliability risks. The RSTC's Performance Monitoring and
Reliability and Security Assessment subgroups primarily serve to support programmatic strategic objectives.

Prioritized Risk: Targeted and focused actions to identify and develop specific reliability risk mitigations. The
RSTC’s Risk Mitigation subgroups primarily serve to support the strategic risk mitigation objectives. This also
includes emerging risks identified between strategic planning periods (from assessments, disturbance
reports, etc.).

Programmatic

1.

Identify key areas of concern, trends, and emerging reliability issues by periodically assessing system
reliability and performance.

The RSTC will focus on developing reliability assessments, evaluations, and studies, and extracting insights to
identify reliability, resilience, and security risks. By identifying and quantifying emerging risks, the RSTC is able
to craft risk-informed recommendations, provide the basis for actionable risk mitigations, and provide
education to industry stakeholders and policymakers. The RSTC supports this process primarily through the
Reliability Assessment Subcommittee (RAS), Performance Analysis Subcommittee (PAS), and Resources
Subcommittee (RS). Primary deliverables include:

a. Long-Term Reliability Assessment (annually): 10-year outlook of resource adequacy and transmission
projections. Emerging reliability and security integration issues are identified.

b. Seasonal Reliability Assessments (annually): Summer and winter season operational outlook, projection,
and leading indicators.

c. Special Reliability Assessments (ad-hoc): topical technical evaluation of a specified reliability risk.
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d. State of Reliability Report (annually): Historical performance, evaluating 5-year (or longer) trends,
indicators, and lagging metrics.

e. Frequency Response Annual Analysis (annually): Historical performance of frequency response per a
Federal Energy Regulatory Commission (FERC) directive.

2. Identify lessons learned and trends based on system events and make recommendations for improvement.
The RSTC will focus on event prevention or mitigation by supporting and continually enhancing the ERO’s EA
program to ensure a comprehensive process, as well as rapidly developing and disseminating lessons learned.
Through the Event Analysis Subcommittee (EAS), the RSTC approves any changes to the EA Process and
reviews periodic event reports and lessons learned. Any mitigation actions for the ERO to pursue or
recommendations for industry can result in additions to the RSTC work plan and, depending on the outcomes
of the risk assessment, may be added to the strategic objectives. Primary deliverables include:

a. Event and Disturbance Reports (ad-hoc): Event reports detail specific details and root causes of BPS
events. The EA Process is approved by EAS, and individual reports are published by the ERO and serve as
input to the RSTC.

b. Lessons Learned (ad-hoc): Identified best practice or revealing reliability risk based on an event or group
of events. Lessons Learned documents are published by the ERO and serve as input to the RSTC.

3. Promote and increase stakeholder engagement and awareness of reliability risks.
The RSTC will continue to promote outreach to stakeholder and policymaking organizations on reliability,
resilience, and security matters through webinars and in-person conferences, workshops, and other mediums
to deliver content and reliability messages. The RSTC will leverage strong relationships with industry groups
such as NATF, NAGF, IEEE, EPRI etc. as well as regulatory and governmental authorities to target specific
technical areas of concern and work together on industry outreach. Primary engagements include:

a. Reliability Conferences and Workshops (ad-hoc): Convene industry to share and exchange ideas and
practices that promote reliability in a variety of technical areas. Conferences can support the RSTC's
mission by “creating a forum for aggregating ideas and interests, drawing from diverse industry
stakeholder expertise, to support the ERO Enterprise's mission.”

b. Webinars (ad-hoc): Virtual information sharing and exchange provides opportunities to quickly engage
industry and achieve our collaboration goals. Webinars serve an integral function of providing insight and
guidance by disseminating valuable reliability information to owners, operators, and users of the BPS.

Priority Risks
Based on the Risk Profiles identified by the RISC, the RSTC has identified four strategic priorities: 1) Grid
Transformation, 2) Inverter-Based Resources, 3) Resilience and Extreme Events, and 4) Security.

Risk Profiles RSTC
(RISC Risk Priorities Report) Strategic Risk Priorities
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Energy Policy

Grid
Transformation
Resilience to
Extreme Events

Security Risks

Critical Infrastructure
Interdependencies

Grid Transformation

Inverter-Based Resources
Resilience and
Extreme Events
Security

Future actions by the RSTC on its Strategic Risk Priorities are focused on the risk mitigation and deployment parts of
the Framework for Risk Mitigation as explained in Appendix A. Through this strategic plan, subgroups are identified
and tasked with identifying risk mitigation solutions (e.g., Reliability Standard, Reliability/Security Guideline) and
working with the RSTC Executive Committee (EC) and subgroup sponsors to add the risk mitigation projects to the
RSTC Work Plan. The RSTC EC authorizes projects to be added to the RSTC Work Plan (which could include
collaboration with other groups), rejects proposed tasks that are not aligned with the prioritized risks, or refers
matter(s) to the RSTC for further discussion. For each RSTC Strategic Risk Priority, a 2-Year plan is detailed below
indicating specific risks, desired outcome and measures of success.

1.

Grid Transformation

Unassured fuel supplies, including the timing and inconsistent output from VERs, pipeline deliveries, and
uncertainty in forecasted load can result in insufficient amounts of energy on the system to serve electrical
demand and ensure the reliable operation of the BPS throughout the year.? The RSTC and its subgroups will
develop methods, processes, tools, and/or SARs that are needed to address energy security — factoring in
modelling requirements, extreme events and critical infrastructure interdependencies.

A part of the grid transformation creates a higher reliance on natural gas resources as a prime flexible
resource to ensure reliable operation of the Grid. Coordination between the gas and electric systems will
become even more important over the transition. Differences in scheduling requirements, physical capacity
constraints, and adequate ramping capability must be addressed to ensure a reliable transition.

Public policy and economics continue to drive the retirement of traditional resources at a time when load
growth is beginning to quickly increase in portions of NERC. Technologies, such as electric vehicles, as well
as new computing techniques, are driving substantial portions of this load growth. Some of the loads may
have unique characteristics or interactions with other grid loads and resources that need to be fully
understood to maintain reliability.

In addition, across the industry there has been significant discussion regarding the impact of Distributed
Energy Resources and aggregation of demand-side resources. The potential BES reliability impacts need to
be assessed to ensure appropriate prioritization of industry resources around this topic.

3 https://www.nerc.com/comm/RSTC/ERATF/ERATF%20Energy%20Adequacy%20White%20Paper.pdf
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Identified Specific

Risks

Technical Areas of

Focus

Desired Outcome

Measure of Success

Energy Assurance:
Insufficient assessment
of energy supplies to
ensure operational
awareness and energy
availability.

e Modeling and data
sharing requirements

e System Operations

e Resource planning

SAR for Reliability
Standards (submitted in
2022)

Supplemental materials
developed and
disseminated for industry
use in performing energy
assessments

Standards Committee
approval of new Reliability
Standards

RSTC approval /
endorsement of
Considerations for
Performing an Energy
Reliability Assessment,
Volume 2

EEA3 trends

Performance during
extreme weather conditions

CPS1 trends

Energy Assurance:
Insufficient assessment
of energy supplies to
evaluate resource
requirements in the
long-term planning
horizon.

e Modeling and data
sharing requirements

e Resource planning

SAR for Reliability
Standards (submitted in
2022)

Work on Long-Term
Planning Horizon
Standards expected to
begin in 2024

Supplemental materials
developed & disseminated
for industry use in
performing energy
assessments

Standards Committee
approval of new Reliability
Standards (separate effort
and SAR from Operations
Planning Standards)

RSTC approval /
endorsement of
Considerations for
Performing an Energy
Reliability Assessment,
Volume 2

EEA3 trends

CPS1 trends

Gas-Electric
Coordination: Increased
dependence on natural
gas as fuel for flexible
and dispatchable
resources

e Resource Planning

e Modeling and data
sharing requirements

e System Operations

Support WSE Joint Inquiry
Report recommendations

Support DOE/NERC
balancing study

Proactively identify regions
and scenarios of elevated
risk

Reduce risk and actual
occurrences of fuel-related
generation outages due to
lack of pipeline gas

Demand Growth:
Accelerated demand
growth

o Reliability Assessment

e Resource Planning

Methods to educate Policy
Makers are effectively
communicating reliability
risks associated with the
evolving resource mix

Methods / standards in
place to ensure an
adequate level of essential
reliability services are

SRA/WRA
LTRA

State of Reliability
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Identified Specific

Risks

Technical Areas of

Focus

Desired Outcome

Measure of Success

maintained throughout the
transition

Demand Growth: New
loads may have unique
characteristics which
could present reliability
concerns

e Load Modeling
e System Operations

e Transmission Planning

Unique characteristics of
new loads are identified &
understood.

Viable solutions to address
reliability concerns of new
load characteristics are
identified and
documented.

State of Reliability

Distributed Energy
Resources: High
penetration of DER may
pose a reliability risk

¢ Identify specific
reliability risks

e |oad forecasts

e Ride-through

Complete assessment of
existing and expected
penetration of Distributed
Energy Resources and
identification of associated
reliability risks

LTRA

Event Analysis

Demand and DER
Aggregation: Increasing
aggregation of demand
side resources may pose
reliability and security
risks

¢ Identify specific
aggregation operating
modes

Complete assessment of
existing and expected
activity of demand side
aggregation of distribution-
connected resources and
identification of associated
reliability risks

Evaluate cybersecurity,
back-up control, essential
reliability service,
dispatchability, and
reliable integration of DER
aggregators.

Identify performance,
modeling and data sharing
requirements for planning
and operating the BES

LTRA

Event Analysis

2. Inverter-Based Resources
The bulk power system in North America is undergoing a significant transformation in technology, design,
control, planning, and operation. These changes are occurring more rapidly than ever before. Particularly,
technological advances in IBRs are having a major impact on generation, transmission, and distribution
systems. The speed of this change continues to challenge grid planners, operators, and protection engineers.
Implemented correctly, inverter-based technology can provide significant benefits for the BPS; however,
events have shown that the new technology can introduce significant risks if not integrated properly.
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The ERO has established a strategy that outlines steps NERC and the Regional Entities will take to mitigate
risks associated with the integration of large amounts of IBR.* The RSTC will drive improvements in the
performance of IBRs by focusing on the improvement of IBR interconnection, planning studies, and
operations, as well as staying abreast of new inverter technologies and risks. Communicating risk and
mitigation measures across the industry will be a critical component of this strategy to enhance IBR

performance.

Identified
Specific Risks

Technical Areas of
Focus

Desired Outcome

Measure of Success

IBR Performance

System Operations

Event Analysis

IBR ride-through of
faults

Event Analysis Process
State of Reliability Report

Summer and Winter Reliability
Assessments

Long-Term Reliability
Assessment

IBR Performance:
Monitoring

Event analysis

Identify and study Events
involving IBR
performance

Event Analysis Process
State of Reliability Report

Summer and Winter Reliability
Assessments

Long-Term Reliability
Assessment

IBR Modelling versus
Performance

Modeling and Data Sharing
Long-term planning studies

Event Analysis

IBRs perform as
modeled, or actual IBR
performance is modeled
in planning.

Event Analysis Process
State of Reliability Report

Summer and Winter Reliability
Assessments

Long-Term Reliability
Assessment

IBR Interconnection
Requirement and
Evaluation

Modeling and Data Sharing

Impact of IBR
Interconnection is fully
understood and
modelled before
operating

Event Analysis Process
State of Reliability Report

Summer and Winter Reliability
Assessments

Long-Term Reliability
Assessment

3. Resilience and Extreme Events
Recent cold weather events (e.g. Polar Vortices, Winter Storms Elliot and Uri), heat events (e.g. 2020
California event and British Columbia’s heat dome), and localized natural events (e.g. hurricanes, derechos

4 https://www.nerc.com/comm/Documents/NERC IBR Strategy.pdf
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and ice storms) represent an increase in extreme natural events that have an impact on the resilience and
reliability of the BPS. The RSTC and its subgroups will ensure modeling requirements include new approaches
to adequately assess risks from low-frequency, high-impact events, including wide-area impacts to enable
reliable operations of the BPS, and improve resource and energy planning.

The RSTC will develop methods, processes, tools, and/or SARs that are needed to address system resiliency
and reliability during extreme events.

Identified Specific Technical Areas of  Desired Outcome Measure of Success
Risks Focus
Planning for High-Impact e Load Forecasting e Develop new e Event Analysis Process
Events: Assess expected approaches in ERO
P e Probabilistic pp . ! e State of Reliability Report
performance of the bulk power reliability
. Assessment .
system during extreme events assessments to e Summer and Winter
e Energy Assessment adequately assess Reliability Assessments
Model Verificati impacts of extreme ] T Reliabili
[ odel Veritication events. e Long-Term Reliability

. . Assessment

e Transmission Planning o Leverage existing
GridEx events to
assess readiness from
a confluence of
extreme weather and

cyber events.

e Special Assessment

Wide-Area Energy Assessment: e Energy Assessment e Enhancement to e Summer and Winter
Assess expected performance of I Reliability Reliability Assessments
. e Probabilistic
the bulk power system during Assessment Process o
. . Assessment . . e Long-Term Reliability
extreme events involving to include Wide-Area
. . . . Assessment
neighboring regions e Model Verification Energy Assessment
Capabilities e Special Assessment

e Transmission Planning

e Develop new
approaches in ERO
reliability
assessments to
adequately assess
wide-area energy
risks.

e Conduct special
assessments of wide-
area extreme event
impacts.

e Sponsor joint
regional reliability
assessments that
could occur from
extreme weather
events.
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4. Security

Exploitation of security risks could arise from a variety of external and/or internal sources. Additionally, the
operational and technological environment of the electrical grid is evolving significantly and rapidly and
increasing the potential cyberattack surface. Sources of potential exploitation include increasingly
sophisticated attacks by nation-state, terrorist, and criminal organizations. Vulnerability to such exploits is
exacerbated by insider threats, poor cyber hygiene, supply-chain considerations, and dramatic
transformation of the grid’s operational and technological environment. Supply chains, specifically, are a
targeted opportunity for nation-state, terrorists, and criminals to penetrate organizations without regard to
whether the purchase is for information technology, operational technology, software, firmware, hardware,
equipment, components, and/or services.

Supply chain risk management and the threats from components and sub-components developed by
potential foreign adversaries should continue to be addressed by NERC and industry with evaluation of CIP-
013 standard for any needed improvements. Over the next two years, the RSTC will be focused on
determining the risk mitigations.

Technical Areas of
Focus

Identified Specific

Desired Outcome Measure of Success

Risks

Physical & Cyber Security: e Distributed Energy . State of Reliability

Resources

Improved awareness =
of and resistance to

. = Event Analysis
potential attacks

e Demand Side

Aggregators
e Integration of new
technology
Supply Chain Assurance & e Open-Source Software e Whitepaper: NERC = SAR for Supply Chain
Protection: Inadequate Standards Gap Standards
. - Provenance
supply chain security can Assessment

disrupt, infiltrate, and
expose OT systems to
unauthorized control.

Risk Management
Lifecycle

Secure Equipment
Delivery

Vendor Risk
Management

Cloud Computing

Vendor Incident
Response

Supply Chain
Procurement

Coordinate with NATF
and NAGF for supply
chain evaluation
activities

Evaluation of the security of
the global supply chain and
identification of critical
components with limited
availability
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In the table below, the RSTC’s primary subgroups (those directly under the RSTC) each play a role in meeting the
objectives and priorities of the RSTC. To provide additional clarity and direction, strategic direction that aligns with
the RSTC’s strategic priorities, in addition to what is identified in the scope of the subgroup, is provided below:

Subgroup

Related Strategic Prioritized Risk

Event Analysis Subcommittee (EAS)

Identification

Monitoring

Grid Transformation
Inverter-Based Resources

Resilience and Extreme Events

Performance Analysis Subcommittee (PAS)

Identification

Monitoring

Grid Transformation
Inverter-Based Resources

Resilience and Extreme Events

Real Time Operating Subcommittee (RTOS)

Identification

Grid Transformation

(SMWG)

Monitoring e Inverter-Based Resources
e Resilience and Extreme Events
Synchronized Measurement Working Group Monitoring e Grid Transformation

Inverter-Based Resources

Resources Subcommittee (RS)

Identification

Grid Transformation

Monitoring e Inverter-Based Resources
Energy Reliability Assessment Working Group Determining e Grid Transformation
(ERAWG) lovi

Deploying e Inverter-Based Resources

Measuring

Resilience and Extreme Events

Reliability Assessment Subcommittee (RAS)

Identification

Grid Transformation

Monitoring e Inverter-Based Resources
e Resilience and Extreme Events

Security Integration and Technology Determining e Grid Transformation
Enablement Subcommittee (SITES) .

Deploying e Security

Measuring
6 GHz Task Force (6GTF) Determining e Grid Transformation

Deploying

Measuring
Electric-Gas Working Group (EGWG) Determining e Grid Transformation
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Subgroup

Related Strategic Prioritized Risk

Deploying e Resilience and Extreme Events
Measuring .
Facility Ratings Task Force (FRTF) Determining e Resilience and Extreme Events
Deploying
Measuring
Inverter-Based Resource Performance Determining e |nverter-Based Resources
Subcommittee (IRPS) Deploying
Measuring
Load Modeling Working Group (LMWG) Determining e Grid Transformation
Deploying
Measuring
Security Working Group (SWG) Determining e Security
Deploying
Measuring
Supply Chain Working Group (SCWG) Determining e Security
Deploying
Measuring
System Planning Impacts from Distributed Determining e Grid Transformation
:Esnpelll')ggkltzza)urces Working Group Deploying s DER
Measuring
System Protection and Control Working Determining e Inverter-Based Resources
Group (SPCWG) Deploying

Measuring




Appendix A: RSTC Strategic Planning Process

The RSTC Strategic Planning Process ensures high priority risks are systematically addressed by the RSTC using a
common framework for decision-making with broad concurrence, as well as ensuring all committee members and
stakeholders have clear expectations on how the RSTC plans to meet its objectives.

Following the issuance of the RISC report, a Strategic Planning group convenes to conduct the 2-year Strategic
Planning Process

The Strategic Planning Process begins with the latest version of the RISC Risk Priorities report, which presents the
results of strategically defined and prioritized risks, as well as specific recommendations for mitigation. The RSTC
provides input into the development of this report and the RISC’s risk assessment through a variety of mechanisms,
including reliability assessments and event reports.

The RSTC Strategic Plan (this document) then aligns the highest-priority risks and recommendations from the Risk
Priorities Report and with the priorities outlined for the RSTC over the next two years. Additional priorities based on
high-priority emerging risks identified by the RSTC may be included within the 2-year Strategic Plan (as determined
by the RSTC's Executive Committee).

Once all priorities are identified for the RSTC, specific risks are identified and RSTC subgroups determine the
recommended mitigation steps. These risk mitigation projects, along with programmatic actions, then comprise the
detailed RSTC Work Plan. Many of the identified risks share interdependencies that will be considered in the
development of the work plan.

RISC = RSTC

RISC Risk Priorities
Report

Identifies risk categories, high-
priority risks, and specific
recommendations for mitigation RSTC = Sub-Groups

RSTC Strategic Plan

New risk is reviewed by RSTC EC Highest-priority risks and

to determine if it aligns with recommendations assigned to

current priorities — if not, RSTC b RSTC Strategi
strategic plan is updated; if yes, Priori .ecome rategic Sub-Group Risk
moves to detailed work planning riorities Mitigation
On an ongoing basis, Assessment
risks are identified Risks are reviewed to determine

through programmatic specific focus areas, relative

deliverables (e.g., LTRA, . priority, and recommended
SOR, Event Reports). n mitigation steps M Detailed Work Plans

\

These serve as input into SNy

the RISC Risk Priorities ‘*—————;’—_—’;—_—’;_—————t;,—;——--_----_}t--_-t_---t__ _____ E)_:f‘“—t_;'_b“t;_“"( : - :
Report and RSTC EC. igh risk issues that require swift mitigation may be directed by the | Risk Mitigation Projects are
RSTC EC to initiate a work plan project incorporated into sub-group and

overall RSTC workplan.

Feedback loop to inform RISC of the mitigation projects in development

Figure 1: RSTC Strategic Planning Process Flow Chart
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RSTC Strategic Plan Role in Risk Mitigation

The RSTC provides expertise in reliability, resilience, and security, and plays a key role in the mitigation of reliability,
resilience, and security risks. As identified in the RISC’s Framework? for Risk Mitigation, the RSTC is responsible for all
steps of the framework, including: Risk Identification and Validation, Risk Prioritization, Determination of Risk
Remediation/Mitigation, Deploying Risk Remediation/Mitigation, Measure Success, and Monitor Residual Risk.
Therefore, the strategic plan includes key activities to support each of these steps.

The Risk Mitigation Framework guides the ERO in the prioritization of risks and provides guidance on the application
of ERO policies, procedures, and programs to inform resource allocation and project prioritization in the mitigation
of those risks. Additionally, the framework accommodates measuring residual risk after mitigation that enables the
ERO to evaluate the success of its efforts in mitigating risk and provides a necessary feedback mechanism for future
prioritization, mitigation efforts, and program improvements.

The successful reduction of risk is a collaborative process between the ERO, industry, and the technical committees
including the RSTC and the RISC. The framework provides a transparent process using industry experts in parallel with
ERO experts throughout the process—from risk identification and deployment of mitigation strategies to monitoring
the success of these mitigations.

Risk Identification and

Monitor Residual Validation Risk Prioritization
Compliance and

Certification Committee 5 5 b e s oliab jo SCCG Feedback
Monitors CMEP activities Cand C nonitorin 5 = SRR T 2 lepo nannu: kplan. Loop

and ef‘fectiveness of C eC N : is L;y RISC and F{‘; e
Reliability Standards ne

Conferences) CCC provides input based on monitoring.

Measure Success Determination of Risk \

RSTC and RISC determine Remediation/Mitigation
it deployed mitigation _

I 2 . RSTC proposes Remediation/Mitigation SCCG Feedback
ssulted inex &

SCCG Feedback [rmisduiapec ) Deploy Risk Reliability Standard, Reliability 1o0p
Loop CTERE i Remed[ationlMitigatjon . eline, Alert, Implementation

d
ke holder Qutreach) to the

effectiveness. icable Standing Committee Deploys

1through ERC RISC in annual work plan with SCCG

rocedures, and Programs 2o bt et
Reliability and Security Compliance and
Technical Committee Reliability Certification Committee
Develops Reli Standard Reviews Implementation
Guidance All other Remediation/Mitigations If Implementation Guidance
Reference Documents,

Guid velopedasan
activity through this
Assessments, Stakeholder Standards Committee Framework
Outreach Engagements RSTC submits SAR and technical justification. New project to be included

in RSDP. Requests made to RSTC for additional technical support.

Figure 2: ERO Mitigation Framework for Known and Emerging Reliability Risks

The RSTC’s Notional Work Plan Process® provides a detailed review of each step and how the RSTC supports and
actively contributes to the risk mitigation framework. The following table summarizes how the RSTC performs each
step and the expected deliverables that support the Risk Mitigation Framework:

Shttps://www.nerc.com/comm/RISC/Related%20Files%20DL/Framework-Address%20Known-Emerging%20Reliabilit-Securit%20%20Risks ERRATTA V1.pdf
6 https://www.nerc.com/comm/RSTC/Documents/RSTC%20Work%20Plan%20Notional%20Process Approved Sept 2020.pdf
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Risk Mitigation

RSTC Role

RSTC Deliverable Type

Framework Steps
1. Risk Identification and
Validation

RSTC identifies and validates
risks through its performance,
event, and future technical
analysis and assessments

Identification and Monitoring

Long-Term and Seasonal Reliability
Assessments

Special Assessments
Event and Disturbance Reports
State of Reliability Report

Other reliability/security indicators,
whitepapers, gap assessments

2. Risk Prioritization

RSTC provides support and
consulting to the RISC
prioritization and risk ranking
actions.

3. Determination of Risk
Remediation/Mitigation

RSTC proposes
remediation/mitigation

RSTC Biennial Strategic Plan

4. Deploying Risk
Remediation/Mitigation

RSTC develops and deploys
remediation/mitigation

RSTC Work Plan
Standard Authorization Requests — SAR
Reliability/Security Guidelines
Compliance Guidance
Reliability and Security Assessments
Stakeholder Outreach
Technical Reference Document

NERC Alert

5. Measure Success

RSTC ensures an approach to
measure the effectiveness of the
risk remediation/mitigation and
deploys it. Measurement
approach should be included in
the approval of the deployed
remediation/mitigation.

Identification and Monitoring
State of Reliability Report
Event and Disturbance Reports

Special/Specific Reliability and Security
Indicators

6. Monitor Residual Risk

RSTC monitors residual risk
through established programs.

Identification and Monitoring

Long-Term, Seasonal, and Special
Reliability and Security Assessments

Event and Disturbance Reports
State of Reliability Report

Other reliability and security indicators
and whitepapers
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Determination of Risk Remediation/Mitigation

Technical group, RSTC EC, and Sponsors discuss the reliability/resilience issues, technical justification, and consider
possible solutions. Potential outcomes or solutions include deliverables in the RSTC Charter such as white papers,
reference documents, technical reports, reliability guidelines, SARs, and compliance implementation guidance. Other
potential solutions are contained in NERC Rules of Procedure (ROP), ERO Event Analysis Process, NERC Alerts, and
other risk management measures. Finally, the RSTC EC authorizes tasks to be added to the RSTC Work Plan (which
could include collaboration with other groups), rejects proposed tasks, or refers matter(s) to the RSTC for further
discussion.
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Reliability Issues Steering Committee Report

Action
Information

Summary

The ERO mission requires establishing a consistent framework to identify, prioritize and address
known and emerging reliability and security risks. To support this mission the Framework to
Address Known and Emerging Reliability and Security Risks (Framework) was developed. The
Framework is an iterative six-step risk management framework shown in the diagram below.
Mitigation of risks to Bulk Electric System (BES) reliability can be classified according to the
likelihood of the risk occurring and the severity of its impact.

The RISC collaborates with the RSTC and other standing committees to ensure that risks identified
through the development and publication of the biennial ERO Reliability Risk Priorities Report
(Risk Report) are prioritized and mitigated. The RISC also considers risks identified through other
ERO Programs such as Reliability Assessments, Event Analysis and a variety of industry
engagements.

As part of 2024 and its ongoing work on the identification and mitigation of emerging risks, the
RISC leadership will collaborate with the other Standing Committees leadership to evaluate and
update the Framework as needed to ensure the Framework continues to be a valuable tool in
meeting the ERO mission.

Additionally, the RISC will, in the first quarter of 2024, evaluate its development timeline and
process for the Reliability Leadership Summit and Risk Report.

Risk Identification and
Monitor Residual Validation Risk Prioritization \
Compliance and

Conification Risk RSTC and RISC identify and HESCAMIUTEEB I G
e RSTC and CCC validate emerging risks through .throu.gh‘b.|ennlal EROReliabillty Feedback
Mot s e ERO Programs and industry Risk Priorities Report. RSTC reflects

established programs. outreach (e.g., Assessments, Event in annual work plan.
e~ e e Risk Registrv reviewed bv RISC and

Measure Success Determination of Risk \

RSTC and RISC Remediation/Mitigation

L, A determine if deployed RSTC
At : D q proposes SCCG
SCCG mitigation resulted in _e’?loy R'?k_ X Remediation/Mitigation (e.g., Feedback
Feedback expected outcome. Remediation/Mitigation Reliability Standard, Reliability

Evaluated for Applicable Standing Committee Guideline, Alert, Implementation
efficiency and Deploys mitigation through ERO Guidance, Stakeholder Outreach)
Palicies. Pracedures. and Prasrams

T If
Reliability and )
Security Technical Reliability Compliance and
i Standard n - Certification
(Gaifiise et All other Remediation/Mitigations If Implementation Guidance ————
Reliability Guidance,

Technical Reference

LEETS

Standards Committee Implementation
Documents, RSTC submits SAR and technical ju ation. New project to Feidecnn davalaand
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Subject: NATF Periodic Report to the NERC BOT (February 2024)

Attachments: NATF External Newsletter (January 2024)

The NATF interfaces with the ERO as well as other external organizations on key reliability, resiliency, security,
and safety topics to promote improvement while reducing duplication of effort. Some examples are listed below
and in the attached NATF external newsletter, which is also available on our public website:
www.natf.net/news/newsletters.

NATF-ERO Leadership Meetings

To promote effective coordination, NATF and ERO leadership meet periodically to discuss topics and activities.
The most-recent meeting occurred October 24, 2023. Topics included an E-ISAC update, the 2023 NERC RISC
report and risk registry, cross-regional transfer capability study, inverter-based resources, and security (cyber,
physical, and supply chain).

Planning is underway for a face-to-face strategy session in April. Potential topics include an ERO risk registry
overview, RISC report mitigation activities, and related areas for NATF leadership as we continue to collaborate
with the ERO.

Transmission Planning and Construction

In its 2023 Long-Term Reliability Assessment summary, NERC noted a priority action to “expand the transmission
network to provide more transfer capability and deliver supplies from new resources and locations to serve
changing loads.” While the NATF mission is focused on promoting excellence in (safe, reliable, secure, and
resilient) operations, we work on topics such as asset management and are discussing ways to support members
regarding the transmission buildout needed for the transformation of the grid.

To support NERC, the NATF provided feedback during the request for comments on the draft technical
justification document and related standards authorization request on scenario-based transmission planning
(“Transmission Planning Energy Scenarios”).

As noted in the attached newsletter, we also coordinate with NERC and the Electric Power Research Institute on
industry seminars related to transmission modeling and planning.

Inverter-Based Resources

Both the NATF and NERC are working on aspects of the grid’s changing resource mix. During recent leadership
meetings, NATF and ERO leadership discussed options for coordination related to the increase of inverter-based
resources, a key part of grid transformation. A particular focus will be managing interconnection requests,
studies, and agreements—and ensuring that new inverter-based facilities are built, commissioned, and continue
to operate in accordance with these agreements.
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Security

Security is vital to grid operations, and the NATF maintains multiple practice groups (physical, cyber, and supply
chain) to support members and advance knowledge. We share information internally and externally, support a
broad-reaching industry effort for supply chain cyber security, coordinate with the E-ISAC (e.g., Manny Cancel
attended the NATF’s December members meeting), and participate in industry events, such as GridEx and
technical conferences. A few relevant physical and cyber topics are noted below.

Physical Security

We are working closely with members on asset protection with the understanding there is not a one-size-fits-all
approach in this area. We are discussing methods of assigning facilities to tiers that reflect their importance and
determine the required levels of protection.

NATF CEO Tom Galloway participated as a panel member for the “Best Practices and Operational Preparedness”
portion of the joint (NERC and FERC) physical security technical conference on August 10. NATF staff submitted
post-conference comments reaffirming that CIP-014 requirements should be reserved for a very specific subset
of industry assets and that any further security requirements should be risk-based.

Cyber and Supply Chain Security

We are following efforts related to virtualization and internal network security monitoring and are prepared to
support our members accordingly. Regarding supply chain, we have started a project to map NATF criteria to
established security frameworks (see more in the attached newsletter).
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NATF Welcomes Missouri River Energy Services and ATCO Electric

Missouri River Energy Services (MRES) and ATCO Electric are the newest NATF members. MRES is a municipal
utility providing energy to 61 member distribution systems in lowa, Minnesota, North Dakota, and South
Dakota. ATCO is an investor-owned utility operating approximately 6,000 circuit miles of transmission line rated
at 100 kV and above in north and east-central Alberta. Click here to learn more about NATF membership.

%k %k

Annual NERC-NATF-EPRI Transmission Planning and Modeling Seminar

The NATF, North American Electric Reliability Corporation (NERC), and Electric Power Research Institute (EPRI)
conducted an annual transmission planning and modeling seminar on November 1-2, 2023. This virtual event
focused on bulk power system load modeling, integrated system planning practices, inverter-based resource risk
mitigation, and updates on the latest research and activities across the industry. Materials (for day 1 and day 2)
are posted on NERC’s website.

%k %k

NERC-NATF-EPRI Extreme Weather Transmission Planning and Modeling Seminar
On January 17, 2024, the NATF, NERC, and EPRI will host a seminar to focus on weather and climate data criteria
and characteristics needed to establish network models for extreme weather per FERC Order 896 and cover how
to identify and develop benchmark planning cases for extreme heat and cold. The standard drafting team for
TPL-008 will release the draft standard for review in February 2024, and this event will provide context and the
scientific basis for decisions included in the standard.

Additional topics include transmission planning practices for developing weather-impacted power flow cases
and the science behind climate-impacted weather data in the long-term transmission planning timeframe
(offered by climate experts from national labs and agencies).

Registration is open and a draft agenda is posted here.

% %k %

NATF Supplier Outreach and Coordination

The NATF continues to promote good supply chain security practices and examples through its collaborative
work with industry suppliers. On November 6-7, 2023, the NATF hosted a virtual supplier sharing seminar
covering national strategies and practical applications regarding supply chain. Stephanie Johnson (program
manager of supply chain risk management at CESER/DOE) provided keynote remarks. Other topics included
national strategy, international suppliers, regulations, risk management with customers, software bills of
materials, certification, and cloud security. Materials are posted on the NATF’s Supply Chain Cyber Security
Industry Coordination website.

%k %k
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Supply Chain Resources: Revision Process and Mapping Project

Revision Process Underway

The annual revision process for the NATF Supply Chain Security Criteria and the Energy Sector Supply Chain Risk
Questionnaire is underway. The revision process, the criteria, and the questionnaire are posted on the NATF’s
public Supply Chain Cyber Security Industry Coordination site. The process is open to industry, suppliers,
regulators, and other stakeholders to provide the opportunity for input.

These tools are useful for risk management and compliance efforts. Both the criteria and the questionnaire are
incorporated into the ERO Enterprise-endorsed implementation guidance documents for CIP-013 (available on
the NERC website and the NATF public website):

e NATF CIP-013 Implementation Guidance: Using Independent Assessments of Vendors

e NATF CIP-013 Implementation Guidance: Supply Chain Risk Management Plans

These implementation guidance documents support using the criteria and questionnaire in a risk-based manner,
where the entity determines which criteria or questions apply for a procurement.

Input on the criteria and questionnaire can be submitted to supplychain@natf.net until close of business
January 26 for consideration in the 2024 review cycle. Revisions will be posted in redline format on March 8 for
a 30-day comment period.

Coming Soon: Mapping of NATF Criteria and Questionnaire to Established Security Frameworks
The NATF has engaged subject-matter experts to update the mapping of the NATF criteria to established
security frameworks (e.g., 1ISO 27000, ISA/IEC 62443, NIST, SOC2, CIP). The project will also include a mapping of
the questionnaire to those same frameworks. The updates should be available this spring.

Upon completion and posting, these mappings will facilitate industry and suppliers’ ability to leverage existing
security certifications many suppliers obtain. This effort aligns with the NATF’s supply chain objectives of
convergence and efficiency by taking advantage of existing certifications rather than creating a new certification
for establishing reasonable assurance of supplier security practices. The NATF plans to conduct a special webinar
for its members, industry, and suppliers to provide an overview of the mapping and its potential applications.

% %k %

For more information about the NATF, please visit https://www.natf.net/.
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https://www.natf.net/industry-initiatives/supply-chain-industry-coordination
https://www.natf.net/docs/natf/documents/resources/supply-chain/natf-cip-013-using-independent-assessments-of-vendors.pdf
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James B. Robb, President and CEO

Allen D. Schriver, Policy Coordinator, North American
Generator Forum (NAGF)

January 24, 2024

SUBJECT: NAGF 2023-24 Fall/Winter Activity Report

The NAGEF is actively engaged in the following NERC Projects to help ensure
the generator sector perspective is heard and understood:

NERC Project 2016-02: CIP Standards Virtualization Modifications Draft #5
NERC Project 2020-02: Modifications to PRC-024
NERC Project 2020-04: CIP-012 Draft #4

NERC Project 2020-06: Verification of Models and Data for Generators — IBR
Glossary Terms

NERC Project 2021-02: VAR-002 Draft #3
NERC Project 2021-03: CIP-002 Draft #1
NERC Project 2021-04: Modifications to PRC-002

NERC Project 2021-07: Extreme Cold Weather Grid Operations,
Preparedness, and Coordination

NERC Project 2021-08: FAC-008-6 Draft #1
NERC Project 2022-02: MOD-032 Draft #2
NERC Project 2023-02: Performance of IBRs
NERC Project 2023-03: INSM CIP-007-X Draft #1
NERC Project 2023-04: CIP-003 Draft #1

The NAGF participated in the following FERC and NERC meetings/webinars:

FERC Reliability Technical Conference

NERC Reliability and Security Technical Committee (RSTC)
NERC Energy Reliability Assurance Task Force (ERATF)
NERC Trades Meetings



The NAGF and NERC held the following discussions:

— NERC GO/GORP IBR registration activities status and possible ways the
NAGF can support NERC'’s efforts to register non-BES IBR entities as well as
the NAGF being a resource for such entities.

— Reviewed use of 6GHZ communication at generator equipment/facilities.

The 13th Annual North American Generator Forum GENerating Reliability and
Resiliency Compliance Conference was held on October 10 - 12, 2023 at NERC'’s offices
in Atlanta, GA. The theme for this year’s virtual meeting was generator reliability and
resiliency. Presentations included:

- CIP-003-9 Considerations

- Project 2021-07 Extreme Weather Update

- Winter Storm Elliott Report Update

- PRC-024 and EMT Modeling

- PRC-027 Coordination between TO and GO
- NERC Inverter Based Resources Strategy

— Generator Failure Modes and Mechanisms:
Calculating ECWT with Messy or Incomplete
Data
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Action

Agenda Item 8a
Board of Trustees Meeting
February 15, 2024

Project 2022-01 Reporting ACE Definition and Associated Terms

Adopt the following new terms, modified definitions of terms, and retirement of terms used in
the NERC Glossary of Terms, and authorize staff to file with applicable regulatory authorities:

Proposed Modified Definitions of Terms used in the Glossary of Terms used in NERC
Reliability Standards clean and redline:

Actual Net Interchange (Nla)

Area Control Error (ACE)

Automatic Time Error Correction (ATEC)
Balancing Authority Area (BAA)

Balancing Contingency Event (BCE)

Control Performance Standard (CPS)
Disturbance

Dynamic Interchange Schedule or Dynamic Schedule
Frequency Bias Setting (FBS)

Frequency Error

Implemented Interchange

Inadvertent Interchange

Interchange Meter Error -(lme)

Operating Reserve — Spinning

Operating Reserve — Supplemental

Overlap Regulation Service

Pseudo-Tie

Ramp Rate or Ramp

Regulation Service

Reportable Balancing Contingency Event (RBCE)
Reporting Area Control Error (Reporting ACE)
Reserve Sharing Group (RSG)

Reserve Sharing Group Reporting ACE
Scheduled Frequency

Scheduled Net Interchange (NIs)
Supplemental Regulation Service

Tie Line Bias (TLB)
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https://departments.internal.nerc.com/StandardsDev/StandardsDev/2022-01%20Reporting%20ACE%20Definition%20and%20Associated%20Terms/Project%202022-01%20%20Definition%20Master%20list%20Clean%20from%20last%20approved%20BOT.docx
https://www.nerc.com/pa/Stand/202201%20Reporting%20ACE%20Definition%20and%20Associated%20Ter/2022-01_Definition_Master_List_Redline_to_Last_Approved_01162024.pdf

= Time Error (TE)
= Time Error Correction (TEC)

e New Definitions of Terms used in the Glossary of Terms used in NERC Reliability
Standards

= ACE Diversity Interchange (ADI)
= |nadvertent Interchange Management (lim)
e Retirements of Terms used in the Glossary of Terms used in NERC Reliability Standards
= Disturbance Control Standard
= Net Interchange Schedule
= Net Scheduled Interchange
= Reportable Disturbance

e Implementation Plan

Background

NERC initiated Project 2022-01, Reporting ACE Definition and Associated Terms, following the
submission of a Standard Authorization Request (SAR) by the NERC Reliability and Security
Technical Committee Resources Subcommittee (Resources Subcommittee). The Resources
Subcommittee noted that the Eastern Interconnection was experiencing a large amount of
accumulated time error and that the current NERC Glossary definition of Reporting ACE does
not allow Interconnections outside of the Western Interconnection to pursue Automated Time
Error Correction (ATEC) processes. In addition, if average Frequency and Time Error were better
controlled, there would be less need for manual Time Error Corrections, thereby improving
reliability.

The Resources Subcommittee recommended improving the definition of Reporting ACE to
improve long-term average frequency performance and allow Interconnections beyond the
Western Interconnection to pursue ATEC or similar functions. The Resources Subcommittee
also recommended clarifying and improving associated NERC Glossary terms.

Summary
To address the goals of the SAR, the Project 2022-01 Reporting ACE Definition and Associated

Terms standard drafting team (DT) proposed the creation of two new defined terms, the
revision of 29 existing defined terms, and the retirement of four NERC Glossary terms. The
changes to the NERC Glossary definitions of Reporting ACE and associated terms will allow all
interconnections to implement ATEC processes and reduce confusion on what components
make up the Area Control Error used for reporting. Changes to the definitions of the NERC
Glossary terms associated with Reporting ACE provide clarity and consistency in language and
definitions.


https://departments.internal.nerc.com/StandardsDev/StandardsDev/2022-01%20Reporting%20ACE%20Definition%20and%20Associated%20Terms/2022-01_Reporting_ACE_Def_Implementation_Plan_clean_DEC_2023.docx

Standards Development Process

The proposed definitions were posted for an initial 45-day formal comment period and ballot
from January 31 — March 16, 2023.1 All terms passed in the initial ballot with a 69.73% or higher
approval rate. Based on the comments received, the drafting worked on additional edits to the
terms that necessitated an initial ballot for ACE Diversity Interchange (ADI) and an additional
ballot for Inadvertent Interchange Management (Iim) and Reporting Area Control Error
(Reporting ACE). These were also posted for a 45-day formal comment and ballot from
September 14 — October 30, 2023.

The DT conducted a final ballot on the proposed new and revised terms from December 11,
2023 through December 20, 2023.2 All the terms passed the final ballot with an approval rating
of 73.16% or above.

The ballot results for the last additional ballot and final ballot (i.e., prior to the final ballot) for
each standard are below.

Initial Ballot Initial Ballot Additional Ballot Final Ballot

Definition Quorum / Quorum /
Approval Approval Quorum / Approval |Quorum / Approval
(01/31- (09/14 - (09/14 - 10/30/23) (12/12 - 12/20/23)
03/16/23) 10/30/23)
Area Control Error 84.09% / 95.64%
Diversity - 82.27% / 91.67% -

Interchange (ADI)

Inadvertent 87.61% /96.28%
Interchange 85.04% / 73.60% - 83.33% / 96.16%
Management (lIM)

Modified - Actual 88.03% / 97.45%
Net Interchange [85.04% /97.37% - -
(NIA)
Modified - Area 88.46% / 73.16%

A47% [ 70.329 - -
Control Error (ACE) BV RIRIE R

1 The initial ballot included the following terms and the associated implementation plan: Inadvertent Interchange Management
(Im), Actual Net Interchange (NIa), Area Control Error (ACE), Automatic Time Error Correction (ATEC), Balancing Authority Area
(BAA), Balancing Contingency Event (BCE), Control Performance Standard (CPS), Disturbance, Dynamic Interchange Schedule or
Dynamic Schedule, Frequency Bias Setting (FBS), Frequency Error, Implemented Interchange, Inadvertent Interchange,
Interchange Meter Error (Ime), Operating Reserve — Spinning, Operating Reserve — Supplemental, Overlap Regulation Service,
Pseudo-Tie, Ramp Rate or Ramp, Regulation Service, Reportable Balancing Contingency Event (RBCE), Reporting Area Control
Error (Reporting ACE), Reserve Sharing Group (RSG), Reserve Sharing Group Reporting ACE, Scheduled Frequency, Scheduled
Net Interchange (NIs), Supplemental Regulation Service, Tie Line Bias (TLB),Time Error (TE), Time Error Correction (TEC),
Disturbance Control Standard, Net Actual Interchange, Net Interchange Schedule, Net Scheduled Interchange, and Reportable
Disturbance.

2 For the final ballot, the DT discontinued the proposed retirement of the NERC Glossary term Net Actual Interchange, as the
term is still being used in a currently effective NERC Reliability Standard. That Reliability Standard is presently undergoing
revision under a separate project; if appropriate, the retirement may be pursued through that project.



Initial Ballot Initial Ballot

Additional Ballot

Final Ballot

Definition Quorum / Quorum /
Approval Approval Quorum / Approval |Quorum / Approval
(01/31- (09/14 - (09/14 - 10/30/23) (12/12 - 12/20/23)
03/16/23) 10/30/23)
Modified - 88.46% / 97.65%

Automatic Time
Error Correction
(ATEC)

85.47% [/ 97.55%

Modified -
Balancing Authority
Area (BAA)

85.11% / 97.94%

88.51% / 97.99%

Modified -
Balancing

Contingency Event
(BCE)

85.47% / 99.60%

88.46% / 99.60%

Modified - Control
Performance
Standard (CPS)

85.47% / 96.32%

88.46% / 96.43%

Modified -
Disturbance

85.11% / 99.61%

88.51% / 99.61%

Modified - Dynamic
Interchange
Schedule or

Dynamic Schedule

85.47% [/ 97.75%

88.46% / 97.81%

Modified -
Frequency Bias
Setting (FBS)

85.47% [/ 97.79%

88.46% / 97.85%

Modified -
Frequency Error

97.79% / 99.61%

88.46% / 99.61%

Modified - 88.46% / 99.61%
Implemented [85.47% /99.61% - -
Interchange
Modified - - - 88.46% / 99.21%
Inadvertent 85.47% / 99.20%

Interchange




Initial Ballot Initial Ballot Additional Ballot Final Ballot

Definition Quorum / Quorum /
Approval Approval Quorum / Approval |Quorum / Approval
(01/31- (09/14 - (09/14 - 10/30/23) (12/12 - 12/20/23)
03/16/23) 10/30/23)
Modified - - - 88.89% / 98.23%

Interchange Meter|85.47% / 98.24%
Error (IME)3

Modified - - - 88.46% / 99.51%
Operating Reserve [85.47% / 99.51%

—Spinning

Modified - - - 88.46% / 99.52%

Operating Reserve [85.47% / 99.52%
— Supplemental

. ) B _ 0 0
MOdIerffl Over!ap 85.47% / 97.75% 88.46% / 97.81%
Regulation Service

— i ) i 0 o

MOdIerd. Pseudo 85.41% / 99.61% 88.41% / 99.61%
Tie

Modified - Ramp - - 88.41% / 99.61%

9 0
Rate or Ramp 85.41% / 99.61%

. _ B _ 0 0
Mogllﬂed  les.41% / 99.60% 88.41% / 99.60%
Regulation Service

Modified - - - 88.41% / 97.82%
Reportable
Balancing 85.41% / 97.82%
Contingency Event
(RBCE)

Modified - - 87.55% / 94.86%

Reporting Area |oc 110 /69.73% 83.26% / 92.80%
Control Error

(Reporting ACE)

Modified - Reserve - - 88.41% / 99.61%
Sharing Group |85.41% / 99.61%
(RSG)

3 The final ballot for this term was inadvertently conducted in NERC’s balloting system as an additional ballot, instead of a final
ballot. NERC staff manually verified the results in accordance with NERC’s rules for final ballots.



Initial Ballot Initial Ballot

Additional Ballot

Final Ballot

Definition Quorum / Quorum /
Approval Approval Quorum / Approval |Quorum / Approval
(01/31- (09/14 - (09/14 - 10/30/23) (12/12 - 12/20/23)
03/16/23) 10/30/23)

Modified - Reserve

Sharing Group
Reporting ACE

85.04% / 99.60%

88.46% / 99.60%

Modified - - - 88.41% / 99.61%
Scheduled 85.41% / 99.61%

Frequency

Modified - - - 88.41% / 97.89%

Scheduled Net
Interchange (NIS)

85.41% / 97.84%

Modified -
Supplemental

Regulation Service

85.41% / 99.60%

88.41% / 99.60%

Modified - Tie Line

Bias (TLB)

85.41% / 99.59%

88.41% / 99.59%

Modified - Time
Error (TE)

85.41% / 97.84%

88.41% / 97.89%

Modified - Time
Error Correction
(TEC)

85.41% / 99.59%

88.41% / 99.59%

Retirement -
Disturbance
Control Standard

84.98% / 99.60%

87.98% / 99.60%

Retirement - Net
Actual
Interchange?

84.98% / 99.60%

Discontinued-

Retirement - Net
Interchange
Schedule

84.98% / 99.60%

87.98% / 99.60%

Retirement - Net
Scheduled
Interchange

84.98% / 99.60%

87.98% / 99.60%

4 For the final ballot, the DT discontinued the proposed retirement of the NERC Glossary term Net Actual Interchange, as the
term is still being used in a currently effective NERC Reliability Standard. That Reliability Standard is presently undergoing
revision under a separate project; if appropriate, the retirement may be pursued through that project.



Initial Ballot Initial Ballot Additional Ballot Final Ballot

Definition Quorum / Quorum /
Approval Approval Quorum / Approval |Quorum / Approval
(01/31- (09/14 - (09/14 - 10/30/23) (12/12 - 12/20/23)
03/16/23) 10/30/23)
Retirement - - - 88.03% / 99.60%

Reportable 84.62% / 99.60%
Disturbance

i - _ [s) o,
ImpIerF?Iz:tatlon 84.65% / 92.39% 88.16% / 93.98%

Minority Issues
Several commenters stated that the proposed changes did not go far enough to achieve the

project's stated goals within the Eastern Interconnection. The DT reviewed the comments and
determined that the proposed changes were sufficient to achieve the project goals set forth by
the Resources Subcommittee.

Pertinent FERC Directives
None.

Cost Effectiveness
No comments were received regarding cost concerns, and the DT does not anticipate significant

costs.

Additional Information
A link to the project history and files is included here for reference:

Project 2022-01 Reporting ACE Definition and Associated Terms



https://www.nerc.com/pa/Stand/Pages/Project-2022-01-Reporting-ACE-Definition-and-Associated-Terms.aspx
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Agenda Item 8b
Board of Trustees Meeting
February 15, 2024

Project 2021-07 Extreme Cold Weather Grid Operations, Preparedness, and
Coordination

Action
Adopt the following standards documents and authorize staff to file with applicable regulatory
authorities:

e Reliability Standard — EOP-012-2 — Extreme Cold Weather Preparedness and Operations

=  Redline to the last approved

e Proposed New/Revised Definitions for Inclusion in the Glossary of Terms used in NERC
Reliability Standards:

= Generator Cold Weather Critical Component
=  Fixed Fuel Supply Component

= Generator Cold Weather Reliability Event

= Generator Cold Weather Constraint

e Implementation Plan

e Violation Risk Factors (VRFs) and Violation Severity Levels (VSLs)

e Retirements

EOP-012-1 Extreme Cold Weather Preparedness and Operations

Background

From February 8 — 20, 2021 extreme cold weather and precipitation affected the south-central
United States. Large numbers of generating units experienced outage derate or failure to start,
resulting in energy and transmission emergencies (referred to as the Event). The total Event firm
load shed was the largest controlled firm load shed event in U.S. history and was the third largest
in quantity of outaged megawatts (MW) of load after the August 2003 northeast blackout and
the August 1996 west coast blackout.

In response to the Event, a joint inquiry team was put together consisting of individuals from the
Federal Energy Regulatory Commission (FERC), the North American Electric Reliability
Corporation (NERC), Regional Reliability Entities Midwest Reliability Organization (MRO),
Northeast Power Coordinating Council (NPCC), ReliabilityFirst Corporation (RF), SERC Corporation
(SERC), Texas Reliability Entity (Texas RE) and Western Electricity Coordinating Council (WECC),
as well as the Department of Energy (DOA) and the National Oceanic and Atmospheric
Administration (NOAA). In a joint report issued in November 2021, the team made 10
recommendations for NERC Reliability Standards revisions with two proposed, staggered
timeframes. In November 2021, the NERC Board of Trustees (Board) issued a resolution for the
development of standards under this project to be completed in accordance with the staged
timelines recommended by the team. The project was split into two phases to address these
recommendations.
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https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2FStand%2FProject202107ExtremeColdWeatherDL%2F2021-07%2520FB_Phase%25202_EOP-012-2_clean_Feb2024.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C9fbf9ae8333b42775e2708dc27f26463%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638429169280513373%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=nHhYqjGxzHJlpQw%2FoGLuXFrjYsyT0%2FVDLruw9ZASpac%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2FStand%2FProject202107ExtremeColdWeatherDL%2F2021-07%2520FB_Phase%25202_EOP-012-2_redline%2520to%2520last%2520approved__Feb2024.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C9fbf9ae8333b42775e2708dc27f26463%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638429169280524792%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=bULpTVfEQ97YnJ8SVIzVzuzPuBz7VL%2Bzvch6U2L6rRw%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2FStand%2FProject202107ExtremeColdWeatherDL%2F2021-07%2520FB_Implementation%2520Plan_EOP-012-2_clean_Feb2024.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C9fbf9ae8333b42775e2708dc27f26463%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638429169280535295%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=fEsA2By1JhrLtPUMejOsn37yROIvNhEHKj%2F4eW6Mnsk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2Fpa%2FStand%2FProject202107ExtremeColdWeatherDL%2F2021-07%2520FB_Phase%25202_VRF_VSL_Justifications_EOP-012-2_Feb2024.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C9fbf9ae8333b42775e2708dc27f26463%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638429169280543495%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=D3oI2n8L7bo9K3DPpY%2FyNTL%2BCaRY2Am%2Fw4RQhZL8kjo%3D&reserved=0
https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-012-1.pdf
https://www.nerc.com/pa/Stand/Reliability%20Standards/EOP-012-1.pdf
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In October 2022, the Board approved Reliability Standards EOP-011-3 and EOP-012-1, which
concluded phase one work. FERC approved the phase one Reliability Standards on February 16,
2023 (2023 Order).! In its 2023 Order, FERC directed further changes to Reliability Standard EOP-
012-1 and its associated implementation plan and directed that these changes be submitted
within one year of the order date. While phase two work was underway,? NERC initiated phase
three to address the directives for EOP-012-1 set forth in the 2023 Order.

Summary

The proposed revised EOP-012-2 standard, along with the associated implementation plan and
five new/revised terms for inclusion in the Glossary of Terms used in NERC Reliability Standards,
address a remaining phase two recommendation from the joint report and the FERC directives in
the 2023 Order. The revisions from the previous versions are summarized as follows:

Defined Terms

EOP-012-2 includes a detailed definition of the term Generator Cold Weather Constraint to
replace the phrase “technical, commercial, or operational constraint” in EOP-012-1 to describe
the circumstances under which a generator owner may determine not to implement corrective
action plan measures. This definition is based generally on the concepts of “good utility practice”
and is intended to set a high bar consistent with the goals of the standard and the 2023 Order.

The definition of Generator Cold Weather Realiblity Event was modified to include the impacts
of freezing precipitation consistent with the recommendations of the joint report.

The definition of Generator Cold Weather Critical Component was modified to exclude any
component or system located inside a permanent building with a heating source to
accommodate those units built indoors. Related to this, the drafting team (DT) created a new
definition of Fixed Fuel Supply Component, which is used in the definition of Generator Cold
Weather Critical Component to cover non-mobile equipment that supports the delivery of fuel
and is under the control of the Generator Owner. These revisions provide added clarity to the
standard.

Applicability and Requirements

The applicable facilities section and requirements were modified in response to the 2023 Order;
these modifications are intended to (1) capture all Bulk Electric System generation resources
needed for reliable operation and exclude from the winterization requirements only those
generation resources not relied upon during freezing conditions; and (2) ensure all BES
generation resources are preparing cold weather preparedness plans, to include calculating their
cold weather operating parameters and performing training on those plans, consistent with the
requirements of the EOP-011-2 standard currently in effect.

EOP-012 Requirement R2 has been modified to provide that intermittent energy resources
should have the capability to provide as much generation as operationally possible if their
maximum operational duration is less than 12 hours. The 2023 Order noted that the 12-hour
requirement in EOP-012-1 could be read to exclude such facilities from providing any capability.
Additionally, Requirement R3 was modified to remove the 1-hour statement to remove any

1 N. Am. Elec. Reliability Corp., 182 9 61,094 (2023) (approving Reliability Standards EOP-011-3 and EOP-012-1 and directing
further revisions).

2The Board adopted proposed Reliability Standards EOP-011-4 and TOP-002-5 on October 23, 2023 to complete the phase 2
work. These proposed Reliability Standards are currently pending FERC approval.
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confusion that generating units only need to operate for 1 hour at their Extreme Cold Weather
Temperature.

Implementation of Freeze Protection Measures

To address the 2023 Order’s directive to develop corrective action plan deadlines for addressing
freeze protection issues or operations capability issues, the DT included 24- and 48-month
timetables in Requirement R7 for addressing existing versus new freeze protection measures.

Additionally, the implementation plan for the EOP-012 standard has been revised to shorten the
implementation period for winterization measures to 12 months across an entire fleet. These
revisions ensure that the actions are completed in a more expeditious manner and that more
units are reliable year after year.

Requirement R8

The 2023 Order directed NERC to “identify the appropriate entity that would receive the
generator owner’s constraint declarations.”® The DT believes that the intent of this language is
for identified operating limitations to be provided to necessary entities who have a wide area
view (i.e., Balancing Authorities or Reliability Coordinators) and are responsible for grid planning
and reliability. Thus, Requirement R8 has been drafted to require Generator Owners to update
the operating limitations provided via data specification to the entities overseeing reliability (e.g.,
Balancing Authority, Transmission Operator, or Reliability Coordinator). In this manner,
information relevant to the constraint declarations is made available to the planning and
operational entities pursuant to its data collection authority contained in TOP-003 and IRO-010.

Standards Development Process

The initial 45-day formal comment and ballot was conducted from June 5 — July 20, 2023. The
initial EOP-012-2 ballot received 43.47 percent approval and 90.7 percent quorum. The
implementation plan received 50.96 percent approval and 90.91 percent quorum. The DT made
additional changes to the standard based on comments received.

On August 23, 2023, the Standards Committee approved a waiver under Section 16.0 of the
Standard Processes Manual authorizing additional formal comment and ballot period (s) to be
reduced from 45 days to as little as 20 days, with ballot conducted during the last 10 days of the
comment period and final ballot reduced from 10 days to five calendar days.

A 35-day formal comment and second ballot for EOP-012-2 was conducted October 27 —
November 30, 2023. The second draft, the EOP-012-2 standard, received 58.86 percent approval
and 89.30 percent quorum. The implementation plan received 68.44 percent approval and 89.49
percent quorum.

On December 13, 2023, the Standards Committee approved an additional waiver, further
reducing additional formal comment and ballot period(s) to as little as 10 days, with the ballot
conducted in the last five days of the comment period. The DT reviewed comments received and
made additional changes for a third ballot. The 13-day formal comment and third ballot was
conducted from January 10 — 22, 2024. The EOP-012-2 ballot received 81.02 percent approval
and 87.71 percent quorum. The implementation plan received 88.62 percent approval and 87.21
percent quorum.

32023 Order at P 66.

Public
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The 5-day final ballot will be conducted from February 5 — 10, 2024.

Minority Issues

Some commenters expressed concern that the standard should exclude certain categories of
generation or entities that have demonstrated consistently satisfactory performance in cold
weather.

A few comments asserted that no new/additional cold weather standards should be
implemented until market rules addressing cold weather-related BES emergencies are
established by FERC or cost recovery mechanisms for needed infrastructure investments are
approved by FERC or state regulators.

The DT noted its charge was to develop Reliability Standards to address the standards-related
recommendations from the joint report. In response to comments, the DT revised draft EOP-012-
2 to better account for industry concerns that the standard may place too much of an
administrative burden on generators who have successfully performed in cold weather. The DT
developed requirements that do not discriminate against any type of generator of market type;
the DT determined that excluding certain categories of generation would be inconsistent with
the findings and recommendations of the joint report.

Other commenters asserted that the proposed constraint definition is still too ambiguous or that
the constraint declarations themselves should be reported to reliability entities. The DT
endeavored to balance the various comments and believes the current language on constraints
provides significantly more clarity than the EOP-012-1 standard regarding constraints, and
Requirement R8 addresses reporting of the operational considerations associated with declaring
a constraint to the reliability entities.

Pertinent FERC Directives
See Order Approving Extreme Cold Weather Reliability Standards EOP-011-3 and EOP-012-1 and

Directing Modification of Reliability Standard EOP-012-1.

Cost Effectiveness

The DT team sought stakeholder input on the cost effectiveness of the proposed standards during
the formal comment periods. A handful of comments argued that the new standard will place an
additional burden on entities already operating effectively in cold weather areas. The DT believes
its proposed language provides flexibility to applicable entities to meet the requirements in a
cost-effective manner.

Additional Information
A link to the project history and files is included here for reference:
[Project 2021-07 Extreme Cold Weather Grid Operations, Preparedness, and Coordination]

Public


https://elibrary.ferc.gov/eLibrary/filelist?accession_number=20230216-3062&optimized=false
https://elibrary.ferc.gov/eLibrary/filelist?accession_number=20230216-3062&optimized=false
https://www.nerc.com/pa/Stand/Pages/Project-2021-07-ExtremeColdWeather.aspx
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NERC Project 2022-01 Reporting ACE

R Definition and Associated Terms

e Background

= NERC initiated project 2022-01, Reporting ACE Definition and Associated
Terms, following the submission of a Standard Authorization Request (SAR)
by the NERC Reliability and Security Technical Committee (Resources
Subcommittee (RS)). The RS noted that the Eastern Interconnection was
experiencing a large amount of accumulated time error and that the
current NERC Glossary definition of Reporting ACE does not allow other
Interconnections outside of the Western Interconnection to pursue
Automatic Time Error Correction (ATEC) processes.

" The RS recommended improving the definition of Reporting ACE, and
associated terms, to improve long-term average frequency performance
and allow Interconnections, beyond the Western Interconnection, to
pursue ATEC or similar functions.

2 RELIABILITY | RESILIENCE | SECURITY



NERC Project 2022-01 Reporting ACE

R Definition and Associated Terms

e Revisions

= Modify the NERC Glossary of terms to include two newly defined terms,
ACE Diversity Interchange, and Inadvertent Interchange Management;
revise 29 existing terms and retire four existing terms.

3 RELIABILITY | RESILIENCE | SECURITY



NERC Project 2022-01 Reporting ACE

NORTH AMERICAN ELECTRIC

Definition and Associated Terms

e Reliability Benefits

= The changes to the NERC Glossary definition of Reporting ACE and related
terms will allow all interconnections to implement an automated time
error correction process and reduce confusion on what components make
up the Area Control Error used for reporting. Making the Automatic Time
Error Correction (ATEC) term generic (as opposed to Western
Interconnection-specific) will accommodate other acceptable approaches.
Changes are also proposed to the definitions of related NERC Glossary
terms to provide clarity and consistency in language and definitions.

RELIABILITY | RESILIENCE | SECURITY



NERC Project 2022-01 Reporting ACE

R Definition and Associated Terms

e Action
= Adopt

o Proposed Modified Definitions of Terms used in the Glossary of Terms used in
NERC Reliability Standards

o New Definitions of Terms used in the Glossary of Terms used in NERC Reliability
Standards

o Retirements of Terms used in the Glossary of Terms used in NERC Reliability
Standards

5 RELIABILITY | RESILIENCE | SECURITY
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Extreme Cold Weather
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NERC

—— Project 2021-07 Extreme Cold Weather

RELIABILITY CORPORATION

e Background

= The purpose of Project 2021-07 Phase three was to address one remaining
Key Recommendations (1c) from the Joint Inquiry Report and five
directives from the February 16, 2023 FERC Order

= The team had a February 16, 2024 deadline to complete drafting to meet
the FERC order
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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Project 2021-07 Extreme Cold Weather

e Requirements of EOP-012-2

= Revised/created four new NERC Glossary Terms, Generator Cold Weather
Critical Component, Fixed Fuel Supply Component, Generator Cold
Weather Reliability Event (GCWRE), and Generator Cold Weather
Constraint

= R1 requires all generators to calculate the Extreme Cold Weather
Temperature (ECWT) for their plant every five years and, should the new
ECWT be lower than the previously calculated ECWT and need additional
freeze protection measure to reach that number, develop a CAP

= R2 and R3 require new or existing generators, delineated by an October 1,
2027 date, to implement freeze protection measures to operate to the
ECWT if it is below 32 degrees Fahrenheit or develop a Corrective Action
Plan to add freeze protection measures to operate at the ECWT

8 RELIABILITY | RESILIENCE | SECURITY



NERC

remmememeaneeerme  Project 2021-07 Extreme Cold Weather

RELIABILITY CORPORATION

e Requirements of EOP-012-2

= R6 requires any Generator Owner (GO) that experiences a Generator Cold
Weather Reliability Event to develop a CAP within 150 days of the event by
July 1, which includes a review of similar equipment at other generating
units owned by the GO

= R7 includes the requirements of the Corrective action plan (CAP) that
could have been initiated in R1, R2, R3, or R6 and has a provision for the
GO to declare a Generator Cold Weather Constraint that precludes the GO
from implementing the selection actions in the CAP

= R8 requires the Generator Cold Weather Constraint to be reviewed every
five years or when a change of status occurs and update any associated
operating limits listed in R1, which are included in the cold weather
preparedness plan

9 RELIABILITY | RESILIENCE | SECURITY
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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Project 2021-07 Extreme Cold Weather

e Reliability Benefits of EOP-012-2

= Clarified the applicability of the standard ensuring all BES generation
develop cold weather preparedness plans and ensure training is completed
annually

= Created criteria for constraints for when entities are unable to implement
specific actions from a Corrective Action Plan

= Shortened the Implementation Plan and included deadlines for Corrective
Action Plan completion providing for quicker reliability benefits

10 RELIABILITY | RESILIENCE | SECURITY
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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Project 2021-07 Extreme Cold Weather

e Action
= Adopt

o Reliability Standard — EOP-012-2 — Extreme Cold Weather Preparedness and
Operations
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Agenda Item 9b
Board of Trustees Meeting
February 15, 2024

Proposed Revisions to the NERC Rules of Procedure — Registration
Action
Approve
e Appendix 2 (Definitions)
Clean

Redline to last approved

e Appendix 5A (Organization Registration and Certification Manual)
Clean

Redline to last approved

e Appendix 5B (Compliance Registry Criteria)
Clean

Redline to last approved

Background

On November 17, 2022, the Federal Energy Regulatory Commission (FERC) directed NERC to
submit a work plan describing how it plans to identify and register owners and operators of
inverter-based resources (IBRs) that are connected to and have a material impact in the
aggregate on the Bulk-Power System (BPS), but are not currently required to register with NERC
under the bulk electric system (BES) definition.! On February 15, 2023, as amended in March
2023, NERC filed a Work Plan outlining concepts and milestones to achieve that directive.

On May 18, 2023, FERC accepted the Work Plan. NERC has filed Work Plan updates every 90 days
thereafter. NERC posted its proposed revisions to Appendices 2, 5A, and 5B of the NERC Rules of
Procedure (ROP) for a 45-day public comment period between September 13 — October 30, 2023.
The substance of NERC’s proposal is consistent with the Work Plan filings and the September 13t
posting, although NERC has improved the organizational structure and made other clarifying
edits in response to comments. NERC appreciates stakeholder feedback and participation
throughout this ROP development process.

Summary

NERC staff thanks stakeholders for their support throughout this project to address registration
of owners and operators of materially impactful BPS-connected, non-BES, IBRs in accordance
with FERC directive. Stakeholder feedback throughout the November 2022 — January 2023 time
period has been integral to shaping this proposal before the Board. We look forward to
continuing to work together on this initiative.

1 Registration of Inverter-Based Resources, 181 FERC 9 61,124 (2022) (Registration Order); and Order Approving
Registration Work Plan, 183 FERC 4 61,116 (2023) (Work Plan Approval Order). Please see Docket No. RD22-4 et. al. for the full
record in this proceeding.


https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2FAboutNERC%2FRulesOfProcedure%2FAppendix%25202_IBR%2520Clean%2520proposed.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C6378a07f647b4e8600b808dc1d13dfce%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638417218715679720%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=ntYVqhuSmvSO2AzAFDGOOARyhA6qp1Q6lNuf1vszYJA%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2FAboutNERC%2FRulesOfProcedure%2FAppendix%25202_IBR%2520Redline%2520to%2520last%2520Approved.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C6378a07f647b4e8600b808dc1d13dfce%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638417218715685498%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=cLt6F4IgRkolJb42OlFKIvMzScCAxl00XwxD%2FumaFL0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2FAboutNERC%2FRulesOfProcedure%2FAppendix%25205A_IBR%2520Clean%2520Proposed.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C6378a07f647b4e8600b808dc1d13dfce%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638417218715690936%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=lAQXqFeHvDrNDuly288wDkE9n9EJ544R55T1TU6Z23o%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2FAboutNERC%2FRulesOfProcedure%2FAppendix%25205A_IBR%2520Redline%2520to%2520Last%2520Approved.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C6378a07f647b4e8600b808dc1d13dfce%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638417218715696090%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=hV1afk7SCMucEykBgkWY4NokDgYujDe9p%2B1qAt65OsU%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2FAboutNERC%2FRulesOfProcedure%2FAppendix%25205B_IBR%2520clean%2520proposed.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C6378a07f647b4e8600b808dc1d13dfce%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638417218715701471%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=u%2FFI3H7qjQJmSaG9qHQ9D%2B%2Fbbys8g%2B6fBl8B13%2Fl7hk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2FAboutNERC%2FRulesOfProcedure%2FAppendix%25205B_IBR%2520Redline%2520to%2520last%2520approved.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C6378a07f647b4e8600b808dc1d13dfce%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638417218715707240%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=vxJc%2BO%2BxBnnyffqgxom2qSa%2BF8fnFpTcwvIMLWKE%2Bk8%3D&reserved=0

The following revisions would expand the Generator Owner (GO) and Generator Operator (GOP)
Registry Criteria to address unregistered IBRs and make other conforming changes. In particular,
the ERO Enterprise would expand the Registry Criteria for GO and GOP to require registration of
entities that own or operate: non-BES inverter based generating resources that have an
aggregate nameplate capacity of greater than or equal to 20 MVA connected through a system
designed primarily for delivering such capacity to a common point of connection at a voltage
greater than or equal to 60 kV. These new entrants would become category 2 GOs or GOPs. In
response to Comments on the September posting, and as discussed below, NERC’s proposal
revises the organization of its draft to integrate the Registry Criteria updates directly into the
GO/GOP criteria rather than using the GO-IBR or GOP-IBR nomenclature.?

NERC takes this opportunity to also clarify that the proposed revisions do not affect distributed
energy resources, synchronous resources, or IBRs which in aggregate would not have a material
impact on reliability of the BPS. The materiality thresholds embedded in the proposed Registry
Criteria updates were carefully tailored with the help of stakeholders to only affect impactful
BPS-connected IBR resources in accordance with FERC directive. The proposed revisions would
also not alter the BES Definition or Reliability Standards. While NERC anticipates that if the
Board (and thereafter FERC) approve the ROP revisions, there would be a Glossary alignment
Standards project, such a project and any others (including those pursued in accordance with
FERC Order No. 901) will all proceed in accordance with Appendix 3A of the ROP (the Standards
Process Manual). NERC looks forward to collaborating with stakeholders on those Standards
projects.

As a result, NERC proposes the following revisions to Appendix 2 (Definitions), Appendix 5A
(Organization Registration and Certification Manual), and Appendix 5B (Statement of Compliance
Registry Criteria):

Appendix 2 — Definitions

GO and GOP Definitions: To align the ROP definitions for these functions with the revisions
proposed to Appendix 5B (Statement of Registry Criteria), NERC proposes include an insert that
mirrors the GO/GOP Registry Criteria update in Appendix 5B.

Reserve Sharing Group (RSG) Definition: For alignment, NERC proposes to revise the RSG
definition to mirror the revised definition being proposed in Project 2022-01 Reporting ACE
Definition and Associated Terms. Incorporating these revisions would support administrative
efficiency.

Board of Trustees Compliance Committee Definition: NERC proposes to reflect those references
to the “Board of Trustees Compliance Committee,” “BOTCC” or “Compliance Committee” means
the Compliance Committee of the NERC Board of Trustees or its successor. This supports NERC'’s
recent updates to its governance model establishing the Regulatory Oversight Committee (ROC)
as the successor to the BOTCC in an administratively efficient manner (rather than replacing
BOTCC with ROC everywhere that it might appear within the ROP).

2There are also updates to the definition of Reserve Sharing Group and Board of Trustees Compliance Committee Definition to
align with other changes.



Appendix 5A — Organization Registration and Certification Manual

Facilities terminology: Changing “Facilities” throughout to “facilities” to reflect NERC’s scope of
authority to register entities that own, operate, or use BPS assets consistent with the revisions in
Appendix 5B and NERC's jurisdiction pursuant to section 215 of the Federal Power Act over users,
owners, and operators of the BPS.

Section VI: NERC has included clarifying language that de novo review applies to the BOTCC
review of Registration appeals. This would clarify that per existing practice de novo review is
applied to Registration appeals.

Appendix 5B — Statement of Compliance Registry Criteria

GO / GOP Registry Criteria: NERC proposes to revise GO and GOP Registry Criteria to include a
new category. These functions would address registration of the entity that i) owns and maintains
or ii) operates non-BES inverter-based generating resources that have an aggregate nameplate
capacity of greater than or equal to 20 MVA delivering such capacity to a common point of
connection at a voltage greater than or equal to 60 kV. As described in Docket No. RD22-4,
through several assessments, event reports, and studies, NERC has determined that
organizations which own or operate unregistered IBRs that i) aggregate to nameplate capacity
equal or greater than 20 MVA,; at ii) a common point of connection at a voltage greater than or
equal to 60 kV, are material to the Reliable Operation of the interconnected BPS.? In response
to comments on NERC’s September 13" posting, NERC revised its proposal to reflect updates to
the GO and GOP Registry Criteria directly rather than creation of associated GO-IBR and GOP-IBR
functions. This clarification should avoid concerns regarding duplicative registration or
compliance monitoring and enforcement for entities with more than one registered function
associated with resource ownership or operation. This structure (consistent with the filed Work
Plan and updates) is also anticipated to be a helpful foundation conceptually for future Reliability
Standards projects.

RSG Registry Criteria: NERC proposes to revise the RSG function definition to be consistent with
the revised definition being proposed in Project 2022-01. Including this update as part of the ROP
Registry Criteria revisions would support administrative efficiency.

Introductory Materials: NERC has removed portions of the legislative history from the
background portions of Appendix 5B. This would eliminate legacy information that is no longer
necessary for understanding the Registry Criteria.

Conforming changes: NERC proposes to revise the Registry Criteria to remove duplicative
information, clarify Section | of the Criteria to make clear that owners, operators, or users of the
BPS are candidates for Registration.

Determination of Material Impact Notes: In response to comments on the September 13t
posting, NERC has updated these notes on materiality review to ensure clarity that the NERC-Led
Review Panel process would be available to category 2 GOs and GOPs. This is important to clarify
the availability of this process to all registered entities.

3 ERO Enterprise BPS Resource Trends Task Force, Analysis of the Changing Mix of Generating Resources on the BPS (Feb. 2023),
available as Attach. 2 of NERC’s work plan filing. N. Am. Elec. Reliability Corp., (Feb. 15, 2023) Docket No. RD22-4-000,
https://www.nerc.com/FilingsOrders/us/NERC%20Filings%20to%20FERC%20DL/IBR%20Registration%20Work%20Plan_final.pdf



Development Process

As detailed in Work Plan Updates and reflected on NERC’s website, NERC engaged in extensive
stakeholder outreach as it considered approaches to address unregistered IBRs as directed by
the Commission.* Prior to posting the proposal for public comment, for example, NERC hosted
an informational webinar on July 12, 2023. NERC posted the proposed ROP revisions on its
webpage from September 13, 2023 through October 30, 2023. The posting included a clean and
redline of ROP Appendices 2, 5A, and 5B, as well as a summary document detailing the revisions
and justifications.

In parallel with the posting, NERC also issued a series of supporting materials to aid in
understanding. These materials included a summary of the proposed revisions, an overview of
frequently asked questions, a quick reference guide for new candidates, and a webinar as part of
the IBR webinar series.

The proposed revisions align with the anticipated elements laid out in stakeholder meetings, the
Work Plan Filing, and Work Plan filing updates, with clarifications based on stakeholder comment.

Minority Issues

Some commenters prefer establishing a wholly new function for category 2 GOs / GOPs, on the
basis that it would be clearer. While NERC appreciates this feedback, after carefully evaluating
this approach in the context of all comments submitted on the September posting, NERC
determines that directly modifying the GO/GOP Registry Criteria will be clearer and avoid
potentially duplicative registered functions and associated compliance monitoring and
enforcement concerns. Reliability Standards revisions would be necessary in the future under
NERC’s proposed approach or a wholly new function.”

Staff’s consideration of minority issues is reflected in the posted Consideration of Comments.

Pertinent FERC Directives
In the Registration Order, FERC determined as a result of evidence on the changing resource mix:

Therefore, we find that it is necessary to ensure that unregistered IBRs that may have an
aggregate material impact on the reliable operation of the Bulk-Power System are
required to: (1) register with NERC, and (2) comply with NERC Reliability Standards.
Hence, we direct NERC, pursuant to our authority under FPA section 215, to submit for
Commission approval within 90 days a work plan describing in detail how NERC plans to
identify and register unregistered IBRs that, in the aggregate, have a material impact on
the reliable operation of the Bulk-Power System. The work plan should explain how NERC
will modify its processes to encompass unregistered IBRs (whether by working with
stakeholders to change the BES definition, a change to its registration program, or some

4 See, e.g., North Am. Elec. Reliability Corp., Docket No. RD22-4-001, (November 14, 2023) (Work Plan Update #2) (including a
description of outreach activities).

5 See, e.g., Order Approving Work Plan, at P 57 (stating, “Implementation details for Reliability Standard development, such as
applicability, capability-based requirements, and criteria that may be used to clarify those facilities and/or components
excluded from mandatory compliance obligations with specific standards and/or requirements are better addressed through
NERC'’s standards development process. As required by the FPA, the Commission would consider whether NERC's proposed
Reliability Standard is just, reasonable, not unduly discriminatory, or preferential, and in the public interest when determining
whether to approve the proposed new or modified Reliability Standard.”).

616 U.S.C. 8240(b)(1). See also 18 CFR 39.2(d) (2021) (the ERO shall provide the Commission information as necessary to
implement section 215 of the FPA).


https://nam04.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.nerc.com%2FAboutNERC%2FRulesOfProcedure%2FROP%2520IBR%2520Consideration%2520of%2520Comments%25202024.pdf&data=05%7C02%7CTiffany.Washington%40nerc.net%7C6378a07f647b4e8600b808dc1d13dfce%7Ca2d34bfabd5b4dc39a2e098f99296771%7C0%7C0%7C638417218715666114%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C3000%7C%7C%7C&sdata=qcPIuU%2F86hTDonDpM1m2JKRzU3i0lQP8uYkhEq6hZmg%3D&reserved=0

other solution) within 12 months of approval of the work plan. The work plan should
also include implementation milestones ensuring that unregistered IBR owners and
operators meeting the new registration criteria are identified within 24 months of the
approval date of the work plan, and that they are registered and required to comply with
applicable Reliability Standards within 36 months of the approval date of the work plan.
The work plan will be noticed for public comment. Once the Commission approves the
work plan, NERC must file updates every 90 days thereafter detailing its progress
towards identifying and registering owners and operators of IBRs (e.g., the number or
percentage of entities identified and/or registered and anticipated completion date if
changed, with an explanation of any such change).”

In the Order Approving Work Plan, FERC stated:

We approve NERC’s work plan to modify its Rules of Procedure and Registry Criteria to
identify and register owners and operators of unregistered IBRs connected to the Bulk-
Power System. We find that NERC’s work plan and associated timetable address the
directives set forth in the Commission’s IBR Registration Order. We agree that NERC’s work
plan timetable with its corresponding milestones and periodic Commission updates, as
well as NERC’s stakeholder communication plan, should ensure an efficient process
towards identifying and registering relevant entities.®

Additional Information
A link to project history and files is included here for reference:
Organization Registration and Organization Certification (nerc.com)

7 Registration Order, at P 6.
8 Order Approving Work Plan, at P 24.


https://www.nerc.com/pa/comp/Pages/Registration.aspx
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NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Background

e NERC staff analysis of IBRs in 2021-2022
e FERC IBR Order — November 17, 2022

e Work plan and white paper filed with FERC — February 15, 2023
" Proposed >=20 MW and >= 60 kV criteria
= Registration changes, then Reliability Standard changes

e May 18, 2023: FERC Order approved work plan

= Work plan updates every quarter
e Rules of Procedure changes consistent with registration criteria

e All Reliability Standard modifications will use approved Standard
Processes Manual

2 RELIABILITY | RESILIENCE | SECURITY
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Development Process

e Revision process ran from September 2023 — January 2024
e Proposed redlines posted for 45-day public comment

e Revisions made in response to comments received

e Final Version Posted: January 22, 2024

= Consideration of Comments included in posting

Rules of Procedure (nerc.com) and
https://www.nerc.com/pa/comp/Pages/Registration.aspx
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Registration ROP Revisions Overview

e Register entities that own or operate:

= Non-BES IBRs with aggregate nameplate capacity >= 20 MVA connected at
a voltage >= 60 kV

e Ensures 97.5% of impactful IBRs subject to Reliability Standards

e High degree of consensus on registration thresholds; comments
centered on mechanics of implementation

e Proposal only affects registry criteria
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Implementation Options Considered

e Approaches considered e Criteria for path forward
= Modify definition of BES = Minimize impact to standards
= Add new registration function development
(GO IBR, GOP IBR) = Fastest time to implement
= Modify existing Generator = Minimize burden on registered
Owner (GO) and Generator entities
Operator (GOP) criteria (with = Minimize burden on ERO

categories)

registration staff
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Modify BES definition

e Divided opinion in industry
e May have unintended Standards impact

e May have unintended consequences on non-GO/GOP
Registered Functions

e Last BES definition project > 2 years
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New GO/GOP IBR Function

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

NERC Board FERC o
adopts approves o.ss?rty »
criteria & new criteria & pr OjetC oa
function new function L7 U

NERC Board

adopts standards
and new glossary
terms individually

y

FERC approves
standards and
glossary terms
individually
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— Modified GO/GOP Registry Criteria

RELIABILITY CORPORATION

NERC Board FERC W Glossary project
adopts criteria approves > to update term
criteria J GO/GOP
/Register new A i
GO/GOP, NERC Board
while existing adopts glossary
unaffected. update
\ /
v
/IRO-01 0 and TOP-003 \
0, FERC Order ) applicable with Glossary update il
901 work without further revision. FERC approves

P rggeed§ Ly ) Supports directive that new glossary terms
minimal impact ;
entrants be registered and
N ) subject to applicable Standards

Qy May 2026
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Modified GO/GOP Criteria

Existing GO/GOPs unaffected. Registration
database will track category(ies) to which
individual GO/GOP belongs

Clearly identifies new registrants as
GO/GOP

Minimizes standards modifications (only
change facility applicability, requirement
language unaffected)

By reducing number of changes, improves
likelihood of a small set of Reliability
Standards applicable by May 2026

Glossary term project

Does not preclude "subset list" approach

9

Comparison of Registration
Approaches

GO/GOP IBR Function

Existing GO/GOPs with IBRs will need to
register for duplicative function, to the
extent that they have facilities that meet
GO/GOP IBR criteria

Will increase documentation burden and
depart from existing registration
framework

All requirements applicable will have to be
modified as well as applicable entities and
facilities

Impairs likelihood of any applicable
Reliability Standards for the new function
by May 2026

Glossary term project
Not needed
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Impact to Reliability Standards

* Modified GO/GOP Registry Criteria

= Glossary term project for Generator Owner and Generator Operator
= 9 standards applicable with no further modification

= 4 standards only applicability modification needed

= 7 standards require modification of requirement language

e New GO/GOP IBR Function
= Glossary term project for GO IBR and GOP IBR
= 20 standards projects to modify applicability and requirement language
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Additional Outreach

e Working with Communications to develop comprehensive
strategy

e Existing entities
= Use existing communication channels
= Hold Small Group Advisory Sessions

e New Registrations
= Education on NERC and processes
= Encourage participation
= Hold Small Group Advisory Sessions

= Develop “one stop shop” for applicable standards and standards under
development
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Appendix
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NEIRC NERC Inverter-Based Resources

NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION ra egy

Interconnection
Risk Analysis Process
Improvements

Best Practices Regulatory
and Education Enhancements

Improvements to Reliability NERC Standards

Event Analysis GlAs and GIP Guidelines Projects

Enhanced
Interconnection
Requirements

Webinars and
Workshops

Disturbance

Reports IBR Registration

Inverter-Specific
Requirements
and Standards

Modeling and
Study
Improvements

Qutreach and
Engagement

Emerging
Lessons Learned IEEE 2800-2022 Reliability Risk
Issues

Risk-Based
Compliance

2024 WPP

in Action
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Example — IRO-010-5

RELIABILITY CORPORATION

* Modified GO/GOP Registry Criteria

" Project to modify glossary term of GO and GOP to include new criteria

o Generator Owner - Entity that owns and maintains generating Facility(ies) or
owns and maintains non-BES inverter based generating resources that have or
contribute to an aggregate nameplate capacity of greater than or equal to 20
MVA, connected through a system designed primarily for delivering such

capacity to a common point of connection at a voltage greater than or equal to
60 kV.

e New GO/GOP IBR Function
" Project to add glossary term for GO IBR and GOP IBR

= Standard development project to add GO IBR and GOP IBR to Applicability
and R3
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Example — PRC-024-3

RELIABILITY CORPORATION

* Modified GO/GOP Registry Criteria

= Standards project to add new 4.2.1.7 in Facilities section

= 4.2.1.7 Non-BES inverter based generating resources that have or
contribute to an aggregate nameplate capacity of greater than or equal to
20 MVA, connected through a system designed primarily for delivering
such capacity to a common point of connection at a voltage greater than
or equal to 60 kV

e New GO/GOP IBR Function

= Standards development project to
o add GO IBR and GOP IBR to Applicability section
o Add 4.2.1.7 (same as above)
o Add GO IBR and GOP IBR to R1, R2, R3 and R4
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Standard development - Category 1 only

e Use language in Applicability section that restricts to BES
e Example — PRC-024-3
e Most current standards already use this language

e Could add Exemption language (like in CIP-002-5.1a 4.2.3) to
further clarify
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Standard development - Category 1 & 2

e Use language in Applicability section that lists both

= BES generating resource(s) and

= Non-BES inverter based generating resources that have or contribute to an
aggregate nameplate capacity of greater than or equal to 20
MVA, connected through a system designed primarily for delivering such
capacity to a common point of connection at a voltage greater than or
equal to 60 kV

e Example — Suggested modification of PRC-024-3 in prior slide
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Standard development - Category 2 only

e Use language in Applicability section that restricts to

= Non-BES inverter based generating resources that have or contribute to an
aggregate nameplate capacity of greater than or equal to 20
MVA, connected through a system designed primarily for delivering such
capacity to a common point of connection at a voltage greater than or
equal to 60 kV

e Suggest this be separate standard(s) for clarity
= Would suggest this even if using GO/GOP IBR registration

e Do not envision this being used except on rare occasions
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Background

NERC management will provide a summary of key accomplishments in 2023 and the year-end
status of the 2023 Work Plan Priorities.
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Year-End Review
2023 Achievements and
Work Plan Priorities

Kelly Hanson, Senior Vice President and Chief Administrative Officer
Board of Trustees Meeting
February 15, 2024
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2023—-2025 Strategic Areas of Focus

Energy: Tackle the challenge of grid transformation and climate change-
driven, extreme weather

Security: Move the needle by focusing on supply chain, Information
Technology (IT) and Operational Technology (OT) system monitoring,
cyber design, and evolution of the Critical Infrastructure Protection (CIP)
Standards

Agility: Tool the company to be more nimble in key areas, particularly
standards development, internal operational processes

Sustainability: Invest in ERO systematic controls, eliminate single points
of failure, strengthen succession planning, and ensure robust cyber
security protections for all systems
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2023 Highlights

Security

Agility

Sustainability

More in-depth, expanded BPS situation
awareness, analytics and modeling, and
emerging risk mitigation

Continued growth of the E-ISAC and planning
for a more secure, less vulnerable BPS

Increased standards development process
efficiency, and financial flexibility

Strengthened government and industry
partnerships and operational sustainability gains
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Unanticipated Work

e Several directives/mandates from FERC related to:
= Registration of Inverter-Based Resources (IBRs)
= Studies/standards related to Internal Network Security Monitoring (INSM)
= Evaluation of physical security standards and security attacks on the BPS
= Winter Storm Elliott Inquiry
= Cold weather and transmission planning standards

e And one significant mandate from Congress:

= Perform an Interregional Transfer Capability Study (ITCS) and deliver to
FERC by December 2, 2024

= The ITCS is an unprecedented, significant body of work to complete in 18
months, requiring additional resources and reprioritization of projects
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e 2023 WPP Year-End Status

RELIABILITY CORPORATION

WPP Completion
35
I
30 (1) I — 28
(2) (1)
25
20
15
10
5
0
WPPs Agreed Market 3 IBR and Energy CRISP Expansion WPPs Achieved
Resourcce Assessment
Adequacy Standards
Assessment

ITCS

FERC DOE Contract

Reprioritization Reprioritization Renegotiation
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T Status by WPP

RELIABILITY CORPORATION

Reliability Assessments

Reliability assessments incorporate consistent and
documented methods to identify and evaluate extreme
condition scenarios and energy availability

Perform a special assessment of the potential impacts
on the adequacy and operating reliability of the BPS
from new and evolving electricity market practices and
state authority resource adequacy
assurance/availability mechanisms

Conduct extensive outreach to raise awareness and
prompt action to assure reliability for the 2023
summer and 2022/2023 winter seasons
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NORTH AMERICAN ELECTRIC
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Reliability Standards

Board endorses or adopts:

2023 enhancements to Reliability Standards identified by
Cold Weather Inquiry

Energy Reliability Assessment Task Force (ERATF) Energy
Assessment Reliability Standards in operations planning
timeframe

Inverter-based resource Reliability Standards
(performance, modeling, studies, validation)

CIP Reliability Standard modifications to accommodate
virtualization

Changes needed based on evaluation of the CIP bright-line
risk criteria

QEOREIROES
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Status by WPP

NORTH AMERICAN ELECTRIC
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Reliability Standards

Standards Committee accepts SARs focused
on transmission planning energy scenarios*

Normal and extreme events

Gas-electric interdependencies

DER events

*Includes extreme events creating common conditions that impact the energy resilience of the BPS, such as extreme
long-term, widespread cold and hot temperatures, widespread droughts conditions, solar, wind, and fires
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Status by WPP

Registration

Review and update, if needed, registration criteria for
generation to include BES-connected variable energy
resources (VERs) and DERs

©

Event Analysis and Situation Awareness

Include loss of significant amounts of energy-constrained
resources and energy deficiencies

BPS awareness daily reports to include new system
conditions and expand depth and breadth

QK

Engineering

Develop cyber-informed planning approaches
documented in technical reports or other guidance
material to study, identify, and reduce the number of
critical facilities and attack exposure/impact

S
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BPS Risk Mitigation

Implement a revised and more agile Reliability
Standards development process

Establish Level 3 alert process

Strengthen reliability guidelines (essential actions,
\—// measures of effectiveness)

Leverage CMEP tools for early visibility of BPS risk
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E-ISAC

Increase the analysis of IT/OT environments and
extract key, actionable insights

Support Department of Energy/Cybersecurity, Energy
Security, and Emergency Response (CESER)’s ETAC and
DHS/CISA’s JCDC

Q&

Strategically expand CRISP participation, including
natural gas pipeline companies

Provide support to the natural gas sector for OT
analytics and access to E-ISAC Portal

Formally integrate the natural gas sector into GridEx
VIl planning

QEQX
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Status by WPP

Corporate Risk Reduction

Provide additional data management, classification, and
protection tools and processes

Implement audit management software solution to
automate Internal Audit processes

QK

Talent Management

Successfully onboard 14 new employees

Maintain regrettable turnover at <10% and sustain
employee engagement score

QK
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Status by WPP

State/Provincial Outreach

Expand outreach to national associations, including NARUC
and CAMPUT, to further educate state and provincial
regulators and policymakers on NERC assessments

Build bench strength in NERC’s External Affairs team with a
focus on state outreach and stakeholder engagement

QK

Process Improvement & Efficiency

Decide on future direction of Finance and Accounting/HR
systems and begin execution

Complete Atlanta facility workplace assessment, survey
market conditions, and conduct site tours of alternate
options

QK
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